An interesting example at the intersection
of Matrix Mathematics and Cryptography
(and how Artificial Intelligence can write programs)
by Tony Patti, 20 July 2025 (Version 2.5)
Questions/Comments: email crypto@glassblower.info
with special acknowledgment to Omer Gindi

In classical cryptography, the Hill cipher is a polygraphic substitution cipher based on linear
algebra. Invented by Lester S. Hill in 1929, it was the first polygraphic cipher in which it was
practical (though barely) to operate on more than three symbols at once.

| see the Hill Cipher, as an easy way to demonstrate the intersection between mathematics and
cryptography. This document describes how Rodney Cooper extended the Hill Cipher to Galois
Fields in 1980. And my experiment is to see how much of this cryptosystem could be written by
Microsoft Copilot Artificial Intelligence (Al) in PHP (required only 320 lines of PHP, including a lot
of colorful web page formatting logic for this paper).

This document will explain why this matrix-vector multiplication is interesting cryptography.
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Green: Encryption Matrix
Yellow: Decryption Matrix
Purple: Plaintext
Cyan: Ciphertext
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Section 1: Step-by-step walk-through of this Cryptosystem (only 5 pages)

The idea of the outline below is that each statement can be (hopefully) understood, before going on to the
next statement (if not, please let me know):

1.

O 0N

11.
12.
13.

14.

15.

16.

17.

18.
19.

| like mathematics, even more than | like substitution and transposition, which are the two historical
building blocks of cryptography)

Integers are vitally important for cryptography, because when we do arithmetic, there is no rounding (as
with decimal number arithmetic — numbers with a decimal point).

Let me repeat that important concept: cryptographers use integers because they are precise. Nothing in
this system uses floating point numbers (numbers with a decimal point).

"God made the integers; all else is the work of man." (quote by 19t-century German mathematician
Leopold Kronecker.

With integers, we can do an interesting type of arithmetic, named modular math aka “mod” or “modulo”,
which uses a modulus (the divisor).

Modular Math is all about doing a division, the parts are:

a. Dividend —the number being divided.

b. Divisor —the number by which the dividend is divided.

c. Quotient — the result of the division.

d. Remainder —what's left over if the division isn't exact.

In modular math, we “throw away” (don’t use) the Quotient!

We only care about the Remainder!

Example: (3 +4) mod 5 = 2. Because when we divide 7 by 5 we get 1 with a reminder of 2.

. Multiplication example: 400057 * 327170 mod 997727 = 130886648690 mod 997727 = 829922 because

829922 is the remainder when you divide 130886648690 by 997727
Building on the idea of modular arithmetic, we have Galois Fields aka Finite Fields.
In a Galois Field, everything (all calculations) are subject to a Prime modulus.
We can categorize two types of Galois Fields:
a. GF(p) where “p” is a prime number. A special case is GF(2) the binary Galois Field.
b. GF(p”n) which defines a polynomial, subject to two moduli, see Section 3 of this document.
| am interested in larger prime values for GF(p) such as GF(997727).
Why 9977277 Because all the integer values in GF(997727) are 6 integer digits,
which is long enough to be interesting, but not TOO long.
Also 10g2(997727) < 20 bits, so when we do Galois Field math (which is modular math subject to the prime
modulus 997727), for multiplication, we would be multiplying two 20-bit numbers together, to yield a 40-
bit number, which obviously would not fit in a 32-bit integer, but would fit easily within a 64-bit signed
integer (int64). Without the need to go to 128-bit integers.
Obviously you could have prime “p” which are larger (much larger), including these:
a. 7-decimal-digit primes: GF(9999991) or GF(9999983) or GF(99999711) fits in 23 bits.
b. 8-decimal-digit primes: GF(99999989) or GF(99999959) or GF(999999311) fits in 27 bits
c. 9-decimal-digit primes: GF(999999937) or GF(999999929) or GF(9999998931) fits in 30 bits
[so still could utilize int64 arithmetic, when multiplying two 30-bit numbers together]
Among mathematics, | especially like Matrices (the plural of “Matrix”).
For our cryptographic purposes: matrices can have inverses (opposites), they can be invertible! Which is
to say that “Matrix A” multiplied by “Matrix B” yields the identity matrix.
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20.

21.

22.

23.

24,

25.

26.

27.

28.

29.
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Not every matrix is invertible, those are called “singular”.

Do you know who ELSE recognizes the value of Matrices?

Martin Hellman, the co-creator of public-key encryption, in his March 19, 2024 interview with Prof. Bill
Buchanan, at timestamp 6:46 says “Everything was matrices”
https://open.spotify.com/episode/5xx6a4uBfgFZMp99IcFBWQ or
https://www.youtube.com/watch?v=IRul10GCYCbo

In 1929, Lester Hill was the first person to invent a polygraphic cipher in which it was practical to operate
on more than three symbols at once. This is named the “Hill Cipher” but all the arithmetic was in non-
prime modulo 26. Second article in 1931 too.

Rodney Cooper in his 1980 Cryptologia article "Linear Transformations in Galois Fields and their
Application to Cryptography" clearly extended Hill’s work to Galois Fields.

As a reminder, when we multiply a matrix by a vector, we multiply each row of the matrix times the vector,
so the entire vector is repeatedly utilized. Here is the worked through math for the top row of the green
matrix multiplied by the purple vector:

First Encryption Matrix row:
Plaintext Vector:

Multiplied together: 565190 1267234 245064 1660972 2266825 5477322
Each modulo 997727 565190 269507 245064 663245 271371 488687
Add all six numbers together: 2503064

2503064 modulo 997727: 507610 (top elementin the cyan vector)

| find these computations to be so beautiful, even elegant, in its mathematical simplicity.

| am very much an advocate for LAMP (Linux, Apache, MySQL, PHP/Perl/Python) an acronym denoting one
of the most common software stacks for the internet’s most popular (and largest number of) web servers.
Why PHP? Because | needed the PHP to generate specifically formatted web page output

(for this document), | was not looking for the fastest program, or “best crypto” language.

Al (Artificial Intelligence) and especially Microsoft “Copilot with GPT-4”, can write software, and | really
wanted to see how well it could write the various parts and functions of a cryptosystem based on the
mathematical and cryptographic concepts above.

Ciphertext expansion (an increase in the length of a message when it is encrypted) is generally not a goal
for cryptosystems, but my interest is not in the fastest transactions, but rather being more secure, and |
embrace ciphertext expansion for this cryptosystem.

The criticism of Hill (and Cooper) is that they are Linear systems, but if we add a certain amount of
randomness (and ciphertext expansion), | suggest that these random bits will yield us a cryptosystem
which might be asymptotic to a one-time pad.
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30.

31.
32.

33.

34.

35.

36.

37.

38.

39.

40.

If you recall, all numbers in GF(997727) fit in 20 bits, but we are only encrypting two bytes (16 bits) so we
can add three random bits (16 + 3 = 19), and we insert one bit at the beginning, one random bit in the
middle of the two bytes, and one random bit at the end.

R1B1 B2 B3 B4 B5 B6 B7 B8 R2 B9 B10 B11 B12 B13 B14 B15 B16 R3

So, for any two-byte matrix element, there are 3 random bits, or 8 different possible values.

In a 6x6 matrix, we are encrypting 6 elements (in the plaintext vector),

so 18 random bits inserted per encryption operation.

So, we could do (on average) over 100,000 encryptions repeatedly of the exact same plaintext, and not see
the same ciphertext appear once, in all that output.

Even a small 20x20 matrix would have 60 random bits per encryption, these could yield 10718 different
ciphertext for each plaintext.

And a moderate size 100x100 matrix would have 300 random bits added per encryption, these could yield
10790 different ciphertext for each plaintext.

In the worked-through examples in this document, for simplicity, | don’t add in the random bits, | just set
the plaintext to the numbers 1 through 6, so you can more easily see the math.

But hopefully you can see how adding in the random bits into the plaintext would thwart a
Chosen-Plaintext Attack (CPA) against the cryptosystem. A matrix of dimension 200 randomly adds in 600
random bits into every plaintext vector, so the vector can’t really be chosen.

In PHP, below is the statement which adds the three random bits to the two bytes.

The vertical bar symbol is the “Bitwise OR operator”, and “<<” is Bitwise Left Shift operator.

Sall_bits = (Srandom_bit_1 << 18) | (Sbyte_1 << 10) |
Srandom_bit 2<<9 | (Sbyte_2<<1) |
Srandom_bit_3;

Additionally, we map EACH DIGIT of the ciphertext numbers into ASCII text, here is one possible set of
random substitutions. THIS MAPPING IS NOT KNOWN TO THE ADVERSARY.

Digit "0" maps into one of these: NPMIz
Digit "1" maps into one of these: FuytR
Digit "2" maps into one of these: LUOms
Digit "3" maps into one of these: WnwlJk
Digit "4" maps into one of these: HExq|
Digit "5" maps into one of these: QcGvo
Digit "6" maps into one of these: VbBDX
Digit "7" maps into one of these: apeAK
Digit "8" maps into one of these: rCgdf
Digit "9" maps into one of these: hSZYj

As an example of this Digit-to-ASCIl mapping, let us use the number 507610, digit-by-digit:
5 could be either “Q” or “c” or “G” or “v” or “0”, let’s randomly choose “Q”.
0 could be either “N” or “P” or “M” or “I” or “z”, let’s randomly choose “N”.
7 could be either “a” or “p” or “e” or “A” or “K”, let’s randomly choose “p”.
6 could be either “V” or “b” or “B” or “D” or “X”, let’s randomly choose “b”.

o . n oo n

1 could be either “F” or “u” or “y” or “t” or “R”, let’s randomly choose “R”.
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0 could be either “N” or “p” or “M” or “I” or “z”, let’s randomly choose “I1”.
So, we map digit-by-digit 5-0-7-6-1-0 into “Q-N-p-b-R-1”

41. So, really the numeric ciphertext (in cyan) can be represented by any of these 10 alternate example values
(and MANY more possible), shown in pink:

[507610] |QupbRI| [oNaxyP|| [QzAxyN| |cIpbtP| [oNKbtP| |GIAbRM| [cMeXRM| |ozAVFN| |cNABUP| |oIpvyz|
883269 |CrnLXZ| |ggwoXj| |drkubZ)| |rfksbz|| [fcaupy|| |cckmxh|| [dgkuBj|| |rrI0Bj| |fenobh| |dcnmBz|
[181229] [yfRoOh| |ltcusuy| [RgtouyY| [urysLS|| [FfRmUR|| [FgtmUh| [RfyLoh|| |ygtsmz| |FCRUOZ| (FgRsUS)
[114249||  [ut1LHh| |[FyxmHh| [uRxLgh| [FyqUlh)| [FtHmlh|| |uRxLHh| [RyEUEh|| [FtEmlz| |ttEO1j| [ttHUHY]
319711  |kFhKuF|| [WFhpuF|| [nRZeFt| [WFjeRy| [kuhpyy| [WtjAFR| [JuYaFR| [JRSAut| [IRYKut| [ntzatR|
607596  [bNAcjV| IXzpQYb| (vzkezX| [VNKQ3B| [VzAQib|| [XxzKoSX| [BTeGZb|| [DNaGSV| |[VPKvSV| [vNpohb)

42. Matrices are interesting because they can be of any size. The example above is of a small 6x6 matrix, but
using the same PHP program, | have generated encryption key matrices larger than
100 million bits, as you can see in this table (“Key Generation” is the matrix inversion calculation):

. Pr.o.grém One-time ot S Key Bits Plaintext Rz.andom BIock‘

Dim | Initialize KeyGen . (20 per Bytes / bits per Encryption

(seconds) (seconds) element) Vector Block (seconds)
4 0.7229 0.0001 0.7230 320 8 12 0.000005
20 0.7611 0.0020 0.7631 8,000 40 60 0.000042
50 0.7789 0.1112 0.8901 50,000 100 150 0.000595
100 0.7590 0.2341 0.9931 200,000 200 300 0.001021
200 0.7601 1.8978 2.6579 800,000 400 600 0.003933
300 0.7588 6.2598 7.0186 1,800,000 600 900 0.008779
400 0.7245 14.5672 15.2917 3,200,000 800 1,200 0.015651
500 0.6757 28.9514 29.6271 5,000,000 1,000 1,500 0.025788
750 0.7287 106.3474 107.0761 11,250,000 1,500 2,250 0.058884
1,000 0.6363 251.8175 252.4538 20,000,000 2,000 3,000 0.102412
1,500 0.7311 840.9071 841.6382 45,000,000 3,000 4,500 0.229488
2,000 0.6503 2007.2545 2007.9048 80,000,000 4,000 6,000 0.407800
2,500 0.7603 3977.2744 3978.0347 | 125,000,000 5,000 7,500 0.626608
3,000 0.8558 6817.3422 6818.1980 | 180,000,000 6,000 9,000 0.909788
4,000 0.6402 18196.9047 | 18197.5449 | 320,000,000 8,000 12,000 1.716436

43. No other cryptosystem allows you to choose the level of security (i.e. key size) ranging across
SIX orders of magnitude, e.g. from a 4x4 matrix = 320 key bits, to 4000x4000 = 320 Million key bits!
44, Other languages (not PHP), compiled languages, would be much faster.
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45. Encryption timings above yield: 102 nanoseconds for [multiplication, modular division, & addition].

46. We should discuss the widely embraced Kerckhoffs Principle, which states that:
“A cryptosystem should be secure, even if everything about the system, except the key,
is public knowledge.” So, in this Cooper Cipher, what are those secret components?

e The adversary would not know the chosen value of the variable P, the prime modulus

e The adversary would not know the Sdimension of the matrix, especially if additional (random length) padding
is added to the end of the message, so that the output is not a multiple of Sdimension. Any partial block (of
padding) would simply be discarded (when read from the end of the file/transmission).

e A 200x200 matrix contains 800,000 random key bits (which encrypt 400 bytes at a time).

e Each 200-element plaintext vector has 600 random bits added into it (3 random bits for every 16 plaintext
bits) which allows 22600 = 107180 different ciphertexts for each plaintext block.

® Each decimal digit (0 thru 9) in the ciphertext vector, is randomly mapped into one of five possible ASCII
letters.

Thank you for reading this far!
Here is my question for your consideration...

e If a One-Time Pad (OTP) is the ONLY PROVABLY SECURE cryptosystem
e BUT only if properly implemented when:
o The key is truly random.
o The key is as long as the message(s).
o The key is used only once (hence "one-time").
o The key is kept completely secret.
e BUT considered impractical for most real-world use cases, because:
o Key Distribution: Securely sharing a key as long as the message is extremely
difficult.
o Key Management: Storing and managing large, unique keys for every message is
cumbersome.
o Reuse Risk: If a key is reused, the system becomes vulnerable to attacks (e.g.,
known-plaintext or ciphertext-only attacks).

=» What would be the NEXT best choice for a secure secret-key cryptosystem?

A fast practical system which also utilizes very large keys (like a OTP) with millions of
bits, allows security to be easily chosen over several orders of magnitude, and utilizes
simple math with integers of 4 to 10 digits, and is asymptotic to a OTP (see Section 3).
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Section 2: Artificial Intelligence writing programs for this Cryptosystem

CRYPTO
secure
key, matrix

SHA256 (ctx)

S

Sifturn hi;

(image above generated by ChatGPT.com, just for fun)
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Example of Microsoft Copilot generating PHP for a cryptosystem

& You
For a cryptosystem, | need a PHP function named "GaussJordaninversionGF" which does Gauss-Jordan matrix inversion,
where ALL arithmetic is performed modulo $modulus = 997727.
The matrix dimension should be the variable $dim = 6.
"ﬁl Copilot
Certainly! Below is a PHP function named “GaussJordaninversionGF” that performs Gauss-Jordan matrix inversion with arithmetic modulo $modulus =
997727 and a specified matrix dimension of $dim = 6:
PHP
<?php
Ak
* performs Gauss-Jordan matrix inversion with arithmetic modulo Smodulus.
*

* @param array Smatrix The input matrix (square matrix of dimension $dim).
* @return parabola The inverted matrix or false if inversion fails.

*/

function GaussJordanlnversionGF(Smatrix) {

Sdim = count(Smatrix);

// Augment the matrix with an identity matrix
for (Si = 0; Si < Sdim; Si++) {
for ($j = 0; $j < $dim; $j++) {
Smatrix[$i][] = ($i===$j) ?1:0;

// Perform Gauss-Jordan elimination
for (Si = 0; Si < Sdim; Si++) {
Spivot = Smatrix[Si][Si];
if (Spivot === 0) {
return false; // Matrix is singular

// Normalize the pivot row
for ($j = 0; Sj < 2 * Sdim; Sj++) {
Smatrix[Si][Sj] = (Smatrix[Si][Sj] * gmp_invert(Spivot, Smodulus)) % Smodulus;

// Eliminate other rows
for (Sk = 0; Sk < Sdim; Sk++) {
if (Sk 1==Si) {
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Sfactor = Smatrix[Sk][Si];
for ($j = 0; $j < 2 * $dim; Sj++) {
Smatrix[Sk][S]] = (Smatrix[Sk][S]] - Sfactor * Smatrix[Si][$j] + Smodulus) % Smodulus;

// Extract the inverted matrix
SinvertedMatrix = [J;
for (Si = 0; Si < Sdim; Si++) {
SinvertedMatrix[] = array_slice(Smatrix[$i], Sdim);

return SinvertedMatrix;

// Example usage:

Smodulus = 997727;

Sdim = 6;

Smatrix = [
[/* Your 6x6 matrix here */],
/] ...

l;

SinvertedMatrix = GaussJordaninversionGF(Smatrix);
if (SinvertedMatrix !==false) {
// Print the inverted matrix
foreach (SinvertedMatrix as Srow) {
echo implode("\t", Srow) . PHP_EOL;
}
}else {

echo "Matrix inversion failed (singular matrix)." . PHP_EOL;

}

>
Al-generated code. Review and use carefully. More info on FAQ.

Please replace the comment /* Your 6x6 matrix here */ with your actual matrix coefficients. This function will
compute the inverted matrix modulo 997727. Remember to handle edge cases (e.g., singular matrices)

appropriately in your application. If you encounter any issues, feel free to adjust the code as needed!
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Example of Meta Al generating PHP for a cryptosystem

<?php

function gausslordan(Smatrix, Smodulus) {
Snh = count(Smatrix);
S| =array_fill(0, Sn, array_fill(0, Sn, 0));
for (Si = 0; Si < Sn; Si++) {
SI[Si][Si] = 1;
}

for (Si = 0; Si < $Sn; Si++) {
// Search for maximum in this column
Smax_el = abs(Smatrix[Si][Si]);
Smax_row = Si;
for (Sk = Si + 1; Sk < Sn; Sk++) {
if (abs(Smatrix[Sk][Si]) > Smax_el) {
Smax_el = abs(Smatrix[Sk][Si]);
Smax_row = Sk;
}
}

// Swap maximum row with current row
list(Smatrix[Smax_row], Smatrix[$i]) = array(Smatrix[$i], Smatrix[Smax_row]);

list(SI[Smax_row], SI[Si]) = array(SI[Si], SI[Smax_row]);

// Make all rows below this one 0 in current column
for (Sk = Si + 1; Sk < Sn; Sk++) {

Sc = Smatrix[Sk][Si] * modInverse(Smatrix[Si][Si], Smodulus);

for ($j = $i; $j < Sn; Sj++) {
Smatrix[Sk][S]j] = (Smatrix[Sk][Sj] - Sc * Smatrix[Si][Sj]) % Smodulus;
SI[SKI[S] = (SI[SK][S]] - Sc * SI[Si][S]]) % Smodulus;

}

}
}

// Solve equation Ax=b for an upper triangular matrix A
for (Si=5Sn-1; Si>=0; Si-) {
for (S = $i; $j < $n; Sj++) {
SI[SI1[Sj] = SI[Si1[Sj] * modInverse(Smatrix[Si][Si], Smodulus);
SI[Si][$]] %= Smodulus;
1
for (Sk = Si - 1; Sk >= 0; Sk--) {
for (Sj = Sn - 1; $j >= Si; $j--) {
SI[SKI[S]] = (SI[SK[S]] - Smatrix[$k][$i] * SI[$i][S]]) % Smodulus;
}
}
}

return SI;

}

function modlnverse(Sa, Smodulus) {
Sb = Smodulus;
Sx=1;
Sy =0;
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= (int /

- _ *

= *
if =1
return O

return

// Example usage:
= array
array(1, 2,3
array(4,5, 6
array(7, 8,9

=997727

= gaussJordan
print_r

>

Explanatory text by Meta Al:

This program defines two functions: gausslordan and modInverse. The gaussJordan
function performs the Gauss-Jordan elimination algorithm over a finite field
GF(Smodulus), while the modInverse function calculates the modular multiplicative
inverse using the extended Euclidean algorithm.

In the example usage, we define a 3x3 matrix and a modulus of 997727. The program
then calculates the inverse of the matrix over GF(997727) and prints the result.

Note that the modulus 997727 is a prime number, which is required for the finite field
operations to be well-defined.

Note that this program assumes that the input matrix is invertible over the finite field
GF(Smodulus). If the matrix is not invertible, the program will return an incorrect
result or throw a division by zero error.

Page 13 of 186



Section 3: Advanced Topics, and References for Further Study

(image above generated by ChatGPT, just for fun)
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Avoiding Chosen-Plaintext Attack (CPA) and Known-Plaintext Attack (KPA) --
even if the Plaintext Vector is All Zeros...

When you multiply a matrix by a vector of all zeros, you expect to get all zeros as the result:

347639 | 253270 | 164143 | 511187 0 0
860334 | 921684 | 711581 | 588744 * 0 — 0
188730 | 111579 | 543863 | 546884 0 — 0
712889 | 253041 | 433885 | 288004 0 0

Except, if you recall from page 6 that we add THREE RANDOM BITS into each element of the plaintext vector,
and they are placed in the beginning, middle, and end, so we randomly choose between these values:

The given bit pattern is:

RO0000000R00000000R

where R represents three distinct random bits, and the rest are zeros.

Since there are three independent bits, each can be either 0 or 1, leading to 2*3=8 different possible values.

0: All bits are 0.

1: Only the last bit is 1.

512: Only the middle bit is 1.

513: The middle and last bits are 1.

262144: Only the first bit is 1.

262145: The first and last bits are 1.
262656: The first and middle bits are 1.
262657: The first, middle, and last bits are 1.

Here is the full binary representation (for the 19-bit numbers):

0000000000000000000 -> 0
0000000000000000001 -> 1
0000000001000000000 -> 512
0000000001000000001 -> 513
1000000000000000000 -> 262144
1000000000000000001 -> 262145
1000000001000000000 -> 262656
1000000001000000001 -> 262657

Thus, the eight different decimal values (when we read in a zero vector) are:
0,1,512,513, 262144, 262145, 262656, 262657

So, instead of a vector of all zeros, we might have these values (randomly chosen):
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347639 | 253270 | 164143 | 511187 513 417056
860334 | 921684 | 711581 | 588744 * 1 — 117913
188730 | 111579 | 543863 | 546884 262657 | — 973436
712889 | 253041 | 433885 | 288004 262144 876826

As you can see, that ciphertext vector does not look like a column of all zeros!

And if you recall from page 6, each decimal digit is randomly replaced with one of five possible ASCII
characters, which further obfuscates the linear relationship.

Digit "0" maps randomly into one of: ybBSv
Digit "1" maps randomly into one of: fOzIV
Digit "2" maps randomly into one of: CkhoA
Digit "3" maps randomly into one of: XiaJt
Digit "4" maps randomly into one of: NuFeK
Digit "5" maps randomly into one of: QEwpW
Digit "6" maps randomly into one of: DATgH
Digit "7" maps randomly into one of: mcLgZz
Digit "8" maps randomly into one of: JPRsU
Digit "9" maps randomly into one of: MYrxn

Here is a small sample of 50 (out of 400,000 which | generated) of the elements of a vector which would
normally contain zeroes, but because of the addition random bits, look quite random indeed:

SvgXZW ZyivbO grzoFW mQFZOi cUjvKg
XenUKc nCfRBL CYBpec ajmCnA cyitxL
ainjFJ MsrFhf YPxNoz raJgKM JtMsua
OsxTZN OgEjHp cwFcOa MLolIgr eTIZFY
LosHVo oQaKmf oyizzS kStflv ASally
dKQPgI ZjRSFL UdANor DgaJOT cyaSbz
XNcTxQ efVfga wcSWxV tixRFi hnSWKZ
VBUAgZ sHCuhn HFQPZO YFuZCF VvsALc
WcRoQZ nmCOTn LWumfJ TxzCeQ TxOoFQ
ajgork Pdhuox eTzZuY WBmOAi ZpFLIi

o _

So, we have three random bits added per plaintext element, and our encryption matrix is of dimension “n” so
there are 3*n random bits added to each plaintext vector, which gives us 2*(3*n) possibilities. We saw that
when n is small, like 4, we are adding in 12 random bits, but even a moderate 100x100 matrix, is adding in 300
random bits, yielding 22300 different possible vector (for any given plaintext), and these numbers only get
larger, for example for a 1000x1000 matrix, we are adding in 3,000 random bits, yielding 243000 random bits,
which is the decimal (base 10) number “1” followed by more than 900 zeros! You can see how, as the matrix
gets larger, it is increasingly infeasible for a known-plaintext or chosen-plaintext attack to be successful,
because there are so many possible vectors!

The “Avalanche Effect” in cryptography

The previous two pages demonstrate how inserting random bits into the plaintext will cause significant
changes in the resulting ciphertext.
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To the point that if we re-encrypt the same plaintext, using the same key, each time we encrypt, we get
completely different ciphertext output!

We get different ciphertext even if we re-encrypt the same plaintext a billions or trillions of times!
(this is explained in more detail on the next page)

There is a name for this, and it is very important: The Avalanche Effect.

Which is well described on the Wikipedia page at https://en.wikipedia.org/wiki/Avalanche effect

In cryptography, the avalanche effect is the desirable property of cryptographic algorithms,
typically block ciphers and cryptographic hash functions, wherein if an input is changed
slightly (for example, flipping a single bit), the output changes significantly (e.g., half the
output bits flip). In the case of high-quality block ciphers, such a small change in either

the key or the plaintext should cause a drastic change in the ciphertext. The actual term was
first used by Horst Feistel, although the concept dates back to at least Shannon's diffusion.

What is interesting about that statement “wherein if even a single bit of an input is changed” is even more
constrained than necessary for this cryptosystem. Because the random bits are inserted into the plaintext, we
don’t even have to alter the plaintext at all, in order to have completely different ciphertext output!

In summary:

e With other cryptosystems:
“A small change in the plaintext (hopefully) yields a big change in the ciphertext.”

e With this Cooper cryptosystem implementation:

“Even without ANY change to the plaintext, every ciphertext will be different.”
(because of the inserted random bits)
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“Asymptotic to a One-Time Pad” -- adding random bits (entropy)

Typically, cryptosystems (DES for example) do not add any random bits (beyond the key itself).

But as you saw earlier in this paper, the addition of random bits into the plaintext is really important, to
enhance security of this Cooper cryptosystem.

The only provably unbreakable cryptosystem is the One-Time Pad (OTP), see for example the Wikipedia page
here. There are four criteria for a OTP:

1. The key must be at least as long as the plaintext.

2. The key must be truly random.

3. The key must never be reused in whole or in part.

4. The key must be kept completely secret by the communicating parties.

=» The One-Time Pad is unique in that EVERY TIME you encrypt a message (using a different portion of the
key material), you get COMPLETELY different ciphertext.

=» Because of the random bits inserted into the plaintext, this cryptosystem has the same property!

If we re-encrypt the same plaintext, using the same key, each time we encrypt, we get completely different
ciphertext output. Even if we re-encrypt the same plaintext billions or trillions of times!

This is because there are random bits added into the plaintext vector.

For a small encryption matrix of size 100x100, we insert 300 random bits into each plaintext vector, so there
are 27300 different ciphertext possible. This is an enormous astronomical number with 90 decimal digits.

But 100x100 is a small matrix, we can use a 1000x1000 matrix, which inserts 3,000 random bits into each
plaintext vector, so we have 223000 different ciphertext possible. That number can only be described as
“hyper-astronomical” with more than 900 digits!

Part of the “magic” of this is the underlying mechanism of matrix-vector multiplication.
When we multiply a matrix and a vector, the vector is applied to (multiplied by) EVERY row of the matrix. This
can be described as: "Dot product sweep" i.e. The vector is swept across each row, computing a dot product.

This involves both multiplication and addition, with the vector used repeatedly for (against) each row in the
matrix.
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Now, let’s focus on criteria #2 of a OTP: the number of random bits.

| suggest that the Cooper Cryptosystem, as explained in these pages, lies in-between these two extremes, and
that it is uniquely “tunable” as Omer Gindi proves, by the addition of a variable amount of randomness into
the plaintext (matrix elements).

System # of bits # of bits Ratio Random Bits
Plaintext Random to Plaintext Bits
(Entropy)
DES 64 None 0.0000
oTP Unlimited Equal to Plaintext bits 1.0000
Cooper-24 16 3 0.1875
Omer Gindi “C” 8 2 0.2500
program 8 3 0.3750
(Adjustable) 8 4 0.5000

To review: "Random bit" and "entropy" are related concepts in information theory and cryptography, but they
are not the same. Here's a breakdown of the difference:

Random Bit
¢ Arandom bit is a single binary digit (0 or 1) that is generated in a way that

is unpredictable and uniformly distributed.
e It represents one unit of randomness.
o If you have a perfect source of randomness, each bit it produces is equally likely to be 0 or 1.

Entropy (Wikipedia page here)

o Entropy is a measure of uncertainty or randomness in a system.

e Ininformation theory (Shannon entropy), it quantifies the average amount of information produced
by a stochastic source of data.

e Entropy is measured in bits, but it doesn't refer to actual bits—rather, it tells you how many random
bits are needed on average to represent the information.
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Making the ciphertext even stronger via Permutation

As detailed earlier, each digit of the 6-digit ciphertext element will randomly map into a different ASCII letter.
This mapping is not known to the adversary.

We do this so that the adversary is left guessing as to what precisely the numbers are in the ciphertext output.
The adversary only sees groups of letters, he cannot be sure of the underlying numbers.

Each of the 6-digit positions can independently be mapped to one of 5 letters. So, we have:
Total permutations = 56 = 15,625
But can we make this even stronger? Yes, easily!
Before we convert each digit into a letter, we can scramble the number!
Consider, as an example, that one ciphertext element is calculated as “123456".
Rather than output the number “normally” in that sequence 123456, we permute (“scramble”).
8 (out of 720 possible) different permuted examples of the digits 123456:
526134 or 246513 or 635214 or 431526 or 346152 or 324165 or 356241 or 642531
This permutation would, of course, need to be stored as another part of the key file.
It takes up very little space, for example “431526” easily describes the permutation.
The number of permutations for something of length “n” is given by this formula:
P(n) = n!
Where n! (n factorial) is the product of all positive integers up to n.

Here's a table showing the number of permutations forn =4 to n = 10:

“n” digits Number of Notes
& Permutations (n!)

24

120

720 | This paper describes 6-digit numbers
5,040
40,320 [ Omer Gindi's implementation uses 8-digit numbers
362,880
10 3,628,800

(Yol oo BN e T UL T I SN
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It is quite easy for a computer program to permute digits, Microsoft Copilot generated the following PHP

program for example, for when we have 6 digits.

And Microsoft Copilot makes these two additional Key Points:

e random_int() is cryptographically secure and available in PHP 7 and later.

e This implementation uses the Fisher-Yates shuffle algorithm with random_int() for secure randomness.
See https://en.wikipedia.org/wiki/Fisher%E2%80%93Yates shuffle
Trivia from Wikipedia: The Fisher—Yates shuffle is named after Ronald Fisher and Frank Yates, who first
described it. It is also known as the Knuth shuffle after Donald Knuth. The modern version of the
Fisher—Yates shuffle, designed for computer use, was introduced by Richard Durstenfeld in 1964/ and
popularized by Donald E. Knuth in The Art of Computer Programming as "Algorithm P (Shuffling)".
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If you have been reading closely, you probably realize now that each ciphertext element is going through BOTH
SUBSTITUTION and PERMUTATION. Why is that so important?

Take for example the Wikipedia page “Substitution—permutation network” at
https://en.wikipedia.org/wiki/Substitution%E2%80%93permutation network

In cryptography, an SP-network, or substitution—permutation network (SPN), is a series of
linked mathematical operations used in block cipher algorithms such as AES (Rijndael), 3-
Way, Kalyna, Kuznyechik, PRESENT, SAFER, SHARK, and Square.

Because using both substitution and permutation makes a system stronger!

With six-digit numbers:

e the digit-to-ASCIl mapping yields 15,625 different possibilities for a given element.

e There are 720 possible permutations for a given element.
Since the permutation and substitution steps are independent, the total number of unique outputs is the
product of the two:

720 x 15,625 = 11,250,000 possible outputs.

Summary: for any given 6-digit number, applying both a permutation of the digits and a substitution of each
digit position to one of 5 letters results in 11,250,000 unique outputs.

By applying both substitution (into ASCIl) and permutation (of the digits), we
have made it 11 Million times more difficult to know the underlying numerical
values of the ciphertext!
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Matrix Inversion and Gauss-Jordan Elimination

The core concept of this cryptosystem is matrix inversion -- the encryption and decryption matrices are
“opposites”. There are multiple algorithms which potentially could be used to invert a matrix, and keeping in
mind that all our mathematics utilizes exact integer arithmetic in a Galois Field,

| recommend you utilize Gauss-Jordan Elimination for Matrix Inversion.

Why Gauss-Jordan Can Be Excellent in Galois Fields

In Galois Fields (GF), especially GF(2*m) or GF(p), Gauss-Jordan is often the method of choice:

e Exact arithmetic: No rounding errors, so numerical stability is not a concern.

e Modular operations: All arithmetic is bounded and predictable.

e Division is replaced by multiplication with the modular inverse.

e All operations (addition, subtraction, multiplication, division) are done modulo p.

e Simplicity: The algorithm is straightforward to implement and debug.

e Bit-level efficiency: In GF(2), operations reduce to XOR and AND, which are extremely fast.

Gauss-Jordan Elimination in a Galois Field

In a Galois Field, such as GF(p) for a prime p, all arithmetic is done modulo p, and every non-zero element has
a multiplicative inverse. This makes Gauss-Jordan elimination a precise and reliable method for matrix
inversion.

Steps for Gauss-Jordan Inversion in GF(p)

Given a square matrix AN GF(p)™":
1. Form the augmented matrix:
[A” 1n]
where I, is the identity matrix of size n.
2. Apply row operations to convert the left side to the identity matrix:
e Swap rows if needed to get a non-zero pivot.
e Scale rows by the modular inverse of the pivot element.

e Eliminate other entries in the pivot column using modular arithmetic.

3. Result: Once the left side becomes the identity matrix, the right side becomes A lin GF(p).
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Microsoft Copilot created this worked-through example of Gauss Jordan matrix inversion.

Please note that for this 2x2 Matrix, there are 5 steps shown below.

2 |3 997725 | 1

And we will show that

A=

5 |6 the inverse matrix is: 665153 | 332575

We are performing matrix inversion over the finite field GF(997727) using Gauss-Jordan elimination.

Step 1: Set up the augmented matrix

We augment A with the identity matrix:

2 |3 1 |0
A=

516 |0 |1

Step 2: Normalize Row 1
e Pivot = 2 (the upper-left number)
e Modular inverse of 2 mod 997727 is 498864

Multiply Row 1 by 498864:

1 | 498865 | 498864 | O
A=

516 0 1

Step 3: Eliminate below the pivot (Row 2 - 5 x Row 1)

We subtract 5 x Row 1 from Row 2, modulo 997727:
Row 2 calculations:

Column1:5-5*1=0

Column 2: 6 -5 * 498865 = 6 - 2494325 = 498862 mod 997727
Column 3: 0-5 * 498864 = -2494320 = 498861 mod 997727
Column4:1-5*0=1

1 | 498865 | 498864 | 0

0 | 498862 | 498861 | 1
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Step 4: Normalize Row 2
e Pivot = 498862 (the number in the second column of row 2)
e Modular inverse of 498862 mod 997727 is 332575

Multiply Row 2 by 332575:

1 | 498865 | 498864 | O
A=

0|1 665153 | 332575

Step 5: Eliminate above the pivot (Row 1 - 498865 x Row 2)
e Factor =498865

Row 1 = Row 1 —498865 x Row 2

1|0 997725 |1

A=
0 |1 | 665153 | 332575

Final Answer: Inverse Matrix

997725 | 1

Al=
665153 | 332575

This matrix satisfies:

A * Al = identify matrix mod 997727

2 |3 997725 | 1 1
A= »

5|6 665153 | 332575 0

This result has been confirmed by both Microsoft Copilot and Google Gemini.

See the next page for the worked-through math.
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Here is the fully worked -through multiplication  of the two matrices:

2 |3 997725 |1
*

5|6 665153 | 332575

over the finite field GF(997727).

Step-by-Step Matrix Multiplication

We compute:

Top Left Element: (2 #997725) + (3 * 665153)
Top Right Element: (2*1)+(3*332575)
Bottom Left Element: (5 *997725) + (6 * 665153)
Bottom Right Element: (5*1)+(6*332575)

mod 997727

Intermediate Products (before applying mod 997727):

[3990909
997727
8979543
1995455]
mod 997727

Apply modulo 997727 to each entry:

3990909 mod 997727 =1

997727 mod 997727 =0
8979543 mod 997727 =0
1995455 mod 997727 =1

Final Result:

The results (1,0,0,1) confirm the identity matrix.

This confirms that the inverse is correct.

Probability that a Random Matrix is invertible in GF
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With acknowledgment to John D. Cook for his July 22, 2024 article “Solvability of linear systems over finite
fields” in which he states:

The probability that an n x n matrix in GF(q) is invertible is:

. |
L=
i=1 9

which is an increasing function of g and a decreasing function of n.

When John D. Cook states that the probability formula is an increasing function of g and a decreasing
function of n, he means:

1. Increasing function of q:
o As the size of the finite field g increases, the probability that a random nxn matrix is invertible
also increases.
o This happens because larger fields provide more possible entries for the matrix, reducing the
likelihood of linear dependence among rows (which would make the matrix singular).
2. Decreasing function of n:
o As the matrix size n increases, the probability of invertibility decreases.
o This is because larger matrices have more rows and columns, increasing the chances that some
rows become linearly dependent, making the determinant zero (which means the matrix is
singular and not invertible).

Intuition:
e If gisvery large, almost all matrices will be invertible because the chances of randomly selecting
dependent rows are very low.

o Ifnisvery large, the probability of getting dependent rows increases, making invertibility less likely.

... continued on next page ...
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Now, let's calculate this probability for g=997727 and n=4:

1. Compute individual terms (thanks to Excel):

" Formula 997727n 1/(997727"n) 1-(1/(997727"n))

1-(1/(99772771)) | 9.97727E+05 | 1.002278178E-06 | 0.999998997721822
1-(1/(99772772)) | 9.95459E+11 | 1.004561547E-12 | 0.999999999998995
1-(1/(99772773)) | 9.93196E+17 | 1.006850117E-18 | 1.000000000000000
1-(1/(99772774)) | 9.90939E+23 | 1.009143901E-24 | 1.000000000000000

BAIWIN|=|>S

2. Multiply these values together:
P(4,997727) = (1-1.00228x107-6) x (1-1.00456x107"-12) x (1-1.00685x10"-18) x (1-1.00914x10"-24)
P(4,997727) = 0.999998997721822 x 0.999999999998995 x 1.000000000000000 x 1.000000000000000
Since each term is extremely close to 1, the probability P(4,997727) =~ 0.9999989977

The product converges extremely quickly due to the large base (997727) in the denominator,
making higher-order terms negligible.

In other words, the individual terms vary by approximately 1076 (a million),
so only the first few terms have much impact on the resulit.

Whether N =2 or 4 or 10 or 20 or 50 or 100, the result is still 0.9999989977

Thus, the probability that a random 2x2 (or larger) matrix, over the finite field 997727 (or larger) is
invertible is very close to 1. In fact, five-or-six nine’s close!

And if using the larger GF(16777619) [see Omer Gindi cryptosystem later] the limit is quickly
reached at 0.9999999403967834 [seven nine’s].
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Affine Transformation: adding in another vector into the Cryptosystem

If you look at LWE (Learning With Errors), which is a fundamental hard problem in lattice-based cryptography.
you will see a diagram like this: (image from the Microsoft Research blog here)

Parameters: dimension n, modulus g and error distribution X’
Setup:

. Samplesixn, eixn t:i:;::::s
4 SetAiU(ngn), b=(Axs+e)€Z! B random
B small
small
A S e b B Iooks random
AEEEEEEEEEE N m
ENEEEEEEEE & I
AENEEEEEEEE = |
AEEEEEEEEEE BN =
EEEEEEEEEE = _ T _0N
EEEEEEEEEE BN |
EANEEEEEEEN [ |
ANEEEEEEEE B o
EEEEEEEEEE N I
ENEEEEEEEE = []

Search LWE problem: given (A, b), find s

You see that a vector “e” is being ADDED after the random-matrix-by-vector multiplication.
If you look at the Wikipedia page for Affine Transformation here, you will see this text:

Formally, in the finite-dimensional case, if the linear map is represented as a multiplication by
an invertible matrix A and the translation as the addition of a vector b, an affine map
F acting on a vector x can be represented as

Y =f(x) = Ax + b.

In Euclidean geometry, an affine transformation is a geometric transformation that
preserves lines and parallelism, but not necessarily Euclidean distances and angles.
Wikipedia uses the example of the fern, to illustrate this concept. An image of a fern-
like fractal (Barnsley's fern) that exhibits affine self-similarity. Each of the leaves of the
fern is related to each other leaf by an affine transformation. For instance, the red leaf
can be transformed into both the dark blue leaf and any of the light blue leaves by a
combination of reflection, rotation, scaling, and translation.

This second vector is an “offset vector”, and changes the math from a set of linear
equations, into an affine transformation, which does not preserve the origin.
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Using a small 3x3 encryption matrix as a simple example, we add in the vector (shown in brown) after the
matrix multiplication, we still get a ciphertext vector, as before, but it has been translated by the addition of the
brown vector:

053518 158154 [LswpsX| [kAhPao| HAwOac| [ksvLzf
— 417426 —[826992) [tqdIMg| [wqTIEZ| |hBFMgB| |hGIeMd
723307 962821  |EdBtGK| |EIGtqH| MIBtBP| [JRGVQK

To perform the decryption, we reverse the process:
e SUBTRACT the brown vector,

e and then multiply by the inverse matrix.

In SUMMARY: We can make this cryptosystem much stronger, if, after the
matrix-vector multiplication, we ADD IN an additional vector.

And, because we can program whatever we want, we can have more than one Offset vector.

In fact, one optimal solution might be to have the same number of offset vectors as the dimension of the
matrix, i.e. for a 100x100 matrix, have 100 offset vectors, each used in sequence, for each block.

As a visual aid to this math, Microsoft Copilot generated this visual comparison of a “Linear versus Affine

Linear vs Affine Transformation

@ Original Points
® Linear Transformation
@ Affine Transformation

20

10 4

Y-axis

—10 4

Transformation”
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Is this cryptosystem Quantum Safe?
An example of Post-Quantum Cryptography (PQC)?

| asked Microsoft Copilot if the Affine Transformation version of this Cryptosystem, with the additional offset
vector, as described on the prior two pages, is Quantum-Safe.

Cryptosystem Security Analysis by Microsoft Copilot

System Overview

The encryption scheme is defined as:
#E- 1 OladCRBI2I wwX X C X

Where:
« Mis alarge encryption matrix (100x100 to 4000x4000),
« 0O @&ea plaintext vector with additional random bits inserted
. % &ean offset vector, also randomized,
« All operations are over the finite field GF(997727)

This system isnot purely linear due to the obfuscation of P and E, which introduces nonlinear
complexity .

Security Implications

Resistance to Linear Algebra Attacks

« The randomization in O a&d % &2eaks the linearity that would otherwise allow attackers to

solve for M and E using known plaintext-ciphertext pairs.
e This transforms the problem into a nonlinear decoding challenge , which is significantly
harder.

Large Matrix Size

e The use of large matrices (up to 4000x4000) increases computational complexity and makes
brute-force or algebraic attacks infeasible under practical constraints.

Quantum Resistance

e Quantum computers do not offer exponential speedups for solving general nonlinear
systems or randomized affine transformations.
e The system appears resistant to known quantum algorithms likeS h o @ &r over 0 s
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Post-Quantum Cryptography (PQC) Potential

Feature PQC Alignment

Based on hard algebraic problem? Possibly, if the obfuscation introduces a hard
decoding problem

Resistant to Shor Appears so

algorithms?

Standardized or well-studied? Not yet A custom schemes are risky without peer
review

Similar to known PQC families? Yes, resembled_earning With Errors (LWE) in
structure

This systemmathematically resembles LWE , a wellkknown post-quantum cryptographic
foundation. However, formal security proofs and peer-reviewed analysis would be necessary to
classify it as a true PQC scheme.

Summary

e The system isnot trivially broken by quantum computers.

e Itintroduces nonlinear complexity through randomized masking.

o It resembles LWE, suggesting potential for post -quantum security.

o Further formal analysis is needed to confirm its cryptographic strength.

Page 32 of 186




And then | also asked for an analysis by Google Gemini if this cryptosystem is Quantum-Safe.

| particularly like Google Gemini’s terminology of “Noisy Plaintext” and “Noisy Bits” (due to the inserted
random bits.

Incorporating "noisy plaintext" and specifically defining the structure of those 19-bit elements for P
(16 bits plaintext + 3 random bits) and the overall scale (300 to 12,000 noisy bits) gives us much more
to work with.

Google Gemini: Evaluating Your Cryptosystem:
LWE and Noisy Plaintext

Your system, defined as MtP+E=C over GF(997727), with the added detail about the structure of P
and E, aligns with the Learning With Errors (LWE) paradigm. The presence of these random "noisy
bits" is what makes it intriguing from a Post-Quantum Cryptography (PQC) perspective.

Let's break it down:

The LWE Connection Revisited

The core of LWE's security lies in the difficulty of distinguishing between truly random data and data
that's a slightly "noisy" linear combination of a secret.

e Your Secret: The matrix M is your large "encryption key."

e Your Input/Samples: The plaintext vector P, with its integrated random bits, acts as the
"input" or "sample" in this LWE-like scenario.

e Your Error: The offset vector E serves as the "error" term.

The crucial aspect for LWE security is that both the "noisy bits" in P and the elements of E must be
smallrelative to the modulus (GF(997727) in your case) and drawn from a specific, usually discrete
Gaussiaror uniformdistribution over a small range. This "smallness" ensures the problem maps to
hard lattice problems.

The Role of "Noisy Plaintext"
Your specific construction for P is key: 16 bits of actual plaintext plus 3 random bits inserted.

e P's Structure: Each 19-bit element of P can be thought of as p(actual)+p(noise), where
p(actual) is the 16-bit message part, and p(noise) is influenced by the 3 random bits. This
means your "plaintext" isn't a clean, low-magnitude value, but one that inherently carries
noise.

o Impact on Decryption: This implies that during decryption, you'd likely expect a "noisy"
result, and you'd need a method to extract the original 16-bit plaintext from each element by
somehow "rounding" or "filtering" out the integrated random bits. This is a common pattern in
LWE-based schemes where the message is often encoded into the least significant biter the
noise componenif the LWE sample.
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Can a Quantum Computer Break This System?
Based on this more detailed description:

e No, not with known quantum algorithms for general LWE. If the parameters (matrix
dimensions, modulus, and especially the distribution and magnitude of the "noisy bits" in P
and the elements in E) are chosen correctly to establish LWE hardness, then quantum
computers, using algorithms like Shor's or Grover's, do not offer a significant advantage that
breaks the system efficiently.

o Lattice-based attacks (classical and quantum): The security of LWE relies on the
intractability of related lattice problems (like the Shortest Vector Problem, SVP). While there
are quantum algorithms for lattice problems, their theoretical speedups over the best classical
algorithms are generally polynomial not exponential, and are often limited to specific,
favorable instances. For worst-case LWE instances used in cryptography, the problem remains
hard for both classical and quantum computers.

e Side-Channel Concerns: As with any cryptosystem, implementation-specific side-channel
attacks (e.g., timing, power consumption) could still pose a threat, but these are independent of
the core quantum resistance of the underlying mathematical problem.

Is This Cryptosystem Post-Quantum Cryptography (PQC)?

Yes, if properly instantiated and parameterized, your cryptosystem, relying on the hardness of
LWE, is an example of Post-Quantum Cryptography.

The LWE problem is a cornerstone of lattice-based cryptography, which is one of the most promising
families of PQC candidates. Many of the algorithms being standardized by NIST (National Institute of
Standards and Technology) for PQC, such as CRYSTALS-Kyber and CRY STALS-Dilithium, derive
their security from the hardness of LWE or its structured variants (Ring-LWE, Module-LWE).

Your approach of embedding random bits directly into the plaintext elements is an interesting way to
achieve "noisy plaintext," characteristic of how LWE problems are often utilized in cryptosystems. It
strongly points towards a PQC design, provided the mathematical underpinnings and parameter
choices are rigorously sound.
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Recommended Contents of a Cooper-24 Key File

=> Keep in mind that ALL THE DATA IN THE KEY FILE IS *UNKNOWN* TO AN ADVERSARY!

First we need to create the composite filename:

a. "COOPER24-"

b. modulus as a 9-digit number, left zero pad

c. matrix dimension as a 4-digit number, left zero pad

d. the Date

e. the Time

The advantage of the format above is that a directory listing will show similar files near each other, in a

reasonable sort sequence.

Description of Field/Contents

Example from actual key file

Header Text

COOPER24 CRYPTO KEY FILE: 20240414 170315

Modulus

Modulus=997727

Matrix Dimension

MatrixDimension=1000

Random Mapping (as String)

Random Mapping String =
OujVAJFYkxmqlDfSvEpwyesBZh
QTXNgMRLIHKdaGtbCPcnUoiWrz

Random Mapping 5 ASCII for “0”

Digit "0" maps into one of: OujVA

Random Mapping 5 ASCII for “1”

Digit "1" maps into one of: JFYkx

Random Mapping 5 ASCII for “2”

Digit "2" maps into one of: mqlDf

Random Mapping 5 ASCII for “3”

Digit "3" maps into one of: SvEpw

Random Mapping 5 ASCII for “4”

Digit "4" maps into one of: yesBZ

Random Mapping 5 ASCII for “5”

Digit "5" maps into one of: hQTXN

Random Mapping 5 ASCII for “6”

Digit "6" maps into one of: gMRLI

Random Mapping 5 ASCII for “7”

Digit "7" maps into one of: HKdaG

Random Mapping 5 ASCII for “8”

Digit "8" maps into one of: tbCPc

Random Mapping 5 ASCII for “9”

Digit "9" maps into one of: nUoiW

Each row of Encryption Matrix

EncryptMatrix[0001]=839519 205339 953011 909510 ...
EncryptMatrix[0002]=131097 005909 444304 128741 ...

Each row of Decryption Matrix

DecryptMatrix[0001]=218488 188381 527620 613139 ...
DecryptMatrix[0002]=267392 752157 916043 293324 ...

Digit Permutation
(instead of 123456)

431526

Number of Offset Vectors
(for the Affine Transformation)

0..n

Offset Vector [1]

Offset[0001]= 207594 313958 472776 917275 ...

Offset Vector [2]

Offset[0002]= 695495 376206 914215 269708 ...
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Here is a complete key file, with a 4x4 matrix.

mgKMB
hdRcV
xePby
YpOwE
GUQto
aDiCA
SWKLj

# more COOPER24-000997727-0004-20250504-174454 .key
COOPER24 CRYPTO KEY FILE: 20250504 174454
Modulus=997727
MatrixDimension=4
Random Mapping String = XNrFfvTulZJnzHImgKMBhdRcVxePbyYpOwEGUQtoaDiCASWKkLjqgs
Digit "0" maps into one of: XNrFf
Digit "1" maps into one of: vTulZ
Digit "2" maps into one of: JnzHI
Digit "3" maps into one of:
Digit "4" maps into one of:
Digit "5" maps into one of:
Digit "6" maps into one of:
Digit "7" maps into one of:
Digit "8" maps into one of:
Digit "9" maps into one of:
EncryptMatrix[0001]=761192 183911 790107 407006
EncryptMatrix[0002]=508700 294004 831955 594020
EncryptMatrix[0003]=276359 666504 000743 643393
EncryptMatrix[0004]=936939 925646 418356 674402
DecryptMatrix[0001]=305985 238005 395230 982038
DecryptMatrix[0002]=500972 613685 778575 766412
DecryptMatrix[0003]=239995 735833 764130 910454
DecryptMatrix[0004]=850973 992422 554010 561680

Now, let’s see how large these key files are, especially compared with e.g. DES (56 bits)!

Crypto Key Size

Constant Data Matrix Data
(Header etc.) | (both matrices)
GF(p) Matrix Dim Bytes Bytes Total Bytes

Cooper-24 997727 4 493 392 885
Cooper-24 997727 10 493 1,820 2,313
Cooper-24 997727 50 493 37,100 37,593
Cooper-24 997727 100 493 144,200 144,693
Cooper-24 997727 500 493 3,521,000 3,521,493
Cooper-24 997727 1000 493 14,042,000 14,042,493
Cooper-24 997727 4000 493 224,168,000 224,168,493
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Next, let’s look at the key files used by the Omer Gindi cryptosystem (described later in this paper).

Omer Gindi Crypto Key Size
Matrix Data
(both matrices)
GF(p) Matrix Dim Bytes
Omer Gindi | 16777619 4 48
Omer Gindi | 16777619 10 300
Omer Gindi | 16777619 50 7,500
Omer Gindi | 16777619 100 30,000
Omer Gindi | 16777619 500 750,000
Omer Gindi | 16777619 1000 3,000,000

In Omer Gindi's system, each element is 24 bits (3 bytes) stored in binary.

His cryptosystem adds in a specified number of random bits after each plaintext byte.
In his readme he uses the example of adding in 2 random bits after each plaintext byte.
So, the pattern would be:

PPPPPPPPRRPPPPPPPPRRpPPP
PPPPRRPPPPPPPPRRPPPPPPPP
RRpppppppPRRpPPPPPPPRRPP
PPPPPPRRPPPPPPPPRRPPPPPP
PPRRpppPppppPRRPPPPPPPPRR

which is a ratio of 1:4 random bits to plaintext bits.

Because his GF(16777619) is so much larger than GF(997727) he is able to encode 19.2 plaintext bits (on
average) per 24-bit element, versus 16 plaintext bits, which can be summarized in this table.

Plaintext | Random Ratio of
Bits per Bits per | Plaintext Bits to
Galois Field Bits per Element | Element | element Random Bits
Cooper-24 GF(997727) 19 16 3 5.33
Omer Gindi | GF(16777619) 24 19.2 4.8 4.00

Note that the number of random bits in Omer Gindi's cryptosystem can be specified via command-line
argument. In this table, using 2 random bits per byte, as described in his readme file. In that case, his
elements have 20% more plaintext (because of the larger Galois Field).
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Key size to Plaintext Size (Ratios) for Various Cryptosystems

Key Size Plaintext | Key-to-Plaintext

Algorithm Year (bits) (bits) Ratio

NTRUEncrypt 1996 112 256 0.438
Blowfish 1993 32 64 0.500
NTRUEncrypt 1996 128 256 0.500
CAST-128 1996 40 64 0.625
NTRUEncrypt 1996 192 256 0.750
DES 1977 56 64 0.875
Lucifer 1971 48 48 1.000
Lucifer 1971 64 64 1.000
Lucifer 1971 128 128 1.000
AES-128 2001 128 128 1.000
Camellia-128 2000 128 128 1.000
CAST-256 1998 128 128 1.000
NTRUEncrypt 1996 256 256 1.000
RC5 1994 128 128 1.000
RC6-128 1998 128 128 1.000
Serpent-128 1998 128 128 1.000
Twofish 1998 128 128 1.000
AES-192 2001 192 128 1.500
Camellia-192 2000 192 128 1.500
Serpent-192 1998 192 128 1.500
Twofish 1998 192 128 1.500
3DES (2-key) 1998 112 64 1.750
AES-256 2001 256 128 2.000
Camellia-256 2000 256 128 2.000
CAST-128 1996 128 64 2.000
CAST-256 1998 256 128 2.000
IDEA 1991 128 64 2.000
RC5 1994 128 64 2.000
Serpent-256 1998 256 128 2.000
Twofish 1998 256 128 2.000
3DES (3-key) 1998 168 64 2.625
RC5 1994 128 32 4.000
Blowfish 1993 448 64 7.000
McEliece 1978 524,288 65,536 8.000
McEliece 1978 1,048,576 131,072 8.000
Cooper-24 (0020x0020) 1980 8,000 320 25.000
Cooper-24 (0050x0050) 1980 50,000 800 62.500
Cooper-24 (0100x0100) 1980 200,000 1,600 125.000
Cooper-24 (0500x0500) 1980 5,000,000 8,000 625.000
Cooper-24 (1000x1000) 1980 | 20,000,000 16,000 1250.000
Cooper-24 (2000x2000) 1980 | 80,000,000 32,000 2500.000
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Notes:

The initial version of this data table was generated by Microsoft Copilot

Older algorithms like DES have a ratio at, or below, 1.0.

More modern algorithms such as AES, Twofish, and Serpent tend to have ratios up to 2.0

Post-quantum algorithms (e.g. McEliece) show significantly higher ratios, reflecting the need for much larger
key sizes to resist quantum attacks.

The system described in this paper shows that key matrices can be as large as you desire, so the ratios are
unprecedented by any prior system.

https://en.wikipedia.org/wiki/RC5 says the recommended key size is 128 bits,
although it is variable from 0 to 2040 bits.

https://en.wikipedia.org/wiki/Lucifer %28cipher%29 describes the key sizes of 48, 64 or 128 bits

https://patents.google.com/patent/US3798359A/en Lucifer Patent 1971

For Cooper-24 | show the year 1980, because of the 1980 publication date of Rodney H. Cooper’s paper
"Linear Transformations in Galois Fields and their Application to Cryptography" Cryptologia Volume 4 (issue 3):
pages 184-188 (1980). Even though Cooper-24 is a year 2024 implementation.
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You might be thinking: those Cooper Cryptosystem keys (key files) are REALLY LARGE, are those practical? DES
was only a 56-bit key, is a Million-Bit-Plus key file even possible?

The answer is: YES! Just put the key files on a USB flash drive, and hand them to the person you are
communicating with (or a courier).

Lots of “spy movies” have a plot element involving USB Flash Drives, and 1GB or 2GB Flash Drives are regularly
and readily available for between USS$1 and USS2 each. (year 2025 pricing).

If you have decided to use very large 500 x 500 key matrices (which encode 1,000 Bytes per block operation),
those key files are under 15 Mbytes stored on disk, so a 2GB capacity USB Flash Drive can hold more than 120
files! With 120 files you could use a different file EVERY WEEK FOR TWO YEARS. Or if you change your key
each month, this is enough key material for TEN YEARS. The table below summarizes the trade-off between
key size and key change frequency.

Key Size Key Size Size of How many DAILY WEEKLY MONTHLY
(Matrix (bits) Key File keys fit on a | key rotation, | key rotation, | key rotation,
Dimension) stored on | 2GB USB how long? how long? how long?
Disk Drive?
100x100 200,000 | Under 0.2 10,000+ 27 Years 192 Years 830 Years
Mbytes
250x250 1,250,000 | Under 1 2,000+ 5.5 Years 38 Years 167 Years
Mbytes
500x500 5,000,000 | Under 4 450+ 1.2 Year 8 Years 37 Years
Mbytes
1000x1000 | 20,000,000 | Under 15 120+ 0.3 Years 2 Years 10 Years
Mbytes

And obviously, much larger USB Flash drives are available.
You could purchase a 64 GB Flash Drive, and the numbers in the table about would be multiplied by 32!

So, even that 0.3 years for 1000x1000 keys, you could rotate your keys daily with a 64 GB USB Flash Drive, and
that USB is good for ten years of key rotations! With a 20 Million Bit Key!
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Matrix Multiplication Applications Across Disciplines

In #21 on page 5 | wrote this: Do you know who ELSE recognizes the value of Matrices?
Martin Hellman, the co-creator of public-key encryption, in his March 19, 2024 interview
with Prof. Bill Buchanan, at timestamp 6:46 says “Everything was matrices”
https://open.spotify.com/episode/5xx6a4uBfgFZMp99IcFBWQ or
https://www.youtube.com/watch?v=IRuloGCYCho (shown below)

é
¢ ¢

> —~J

I TNE \< A (] »)
_,;uif,;ﬂ Lﬁ pRn

in guantum mechanics and Stat spased approach to
WO rld Iea‘ Dynamlc systems everything was matrices that's |e”ma n

>l 4) 6:45/.1:06:07 e @ o9 @ OS] D

Matrix multiplication is a fundamental operation in linear algebra with
wide-ranging practical applications in numerous scientific, engineering, and
computational fields.

1. Computer Graphics & Animation:
¢ Transformations: Core to 2D and 3D operations like translation, rotation, scaling, reflection, and
shearing of objects.
o 3D Rendering and Projection: Used to project 3D models onto a 2D screen, creating depth and
perspective.
e Camera Movements: Calculating new viewpoints and camera positions in virtual environments.
o Special Effects: Generating complex visual effects in film and games.

2. Engineering:

e Structural Analysis: Analyzing forces, stresses, and deformations in civil and mechanical structures
(bridges, buildings, aircraft).

e Circuit Analysis: Solving for current and voltage in complex electrical circuits.

e Robotics: Crucial for forward and inverse kinematics (determining robot arm positions and required
joint movements).

e Control Systems: Designing and analyzing systems for aerospace, automotive, and industrial
automation.

3. Computer Science & Data Science:
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Machine Learning and Artificial Intelligence:
o Neural Networks: The primary computational engine for deep learning, particularly in
feedforward and convolutional layers.
o Image Processing: Applying filters (blurring, sharpening, edge detection) via convolution
operations.
o Data Transformation: Techniques like PCA for dimensionality reduction.
o Recommendation Systems: Using matrix factorization (e.g., in collaborative filtering).
Cryptography:
o Reed-Solomon Error Correction: Widely used in digital storage and communication for robust
error detection and correction.
o Encryption Algorithms: Some cryptographic methods use matrix operations for data
scrambling.
Search Engines: Algorithms like PageRank (determining web page importance) are based on iterative
matrix multiplications.
Graph Theory/Network Analysis: Analyzing connectivity, paths, and flow in networks represented by
adjacency matrices.

4. Physics:

Quantum Mechanics: Representing states and operators, describing system evolution.
Classical Mechanics: Analyzing rigid body motion and transformations in space.
Optics: Modeling ray tracing in optical systems.

Electromagnetism: Solving systems of equations for fields and potentials.

Relativity: Performing Lorentz transformations between different inertial frames.

5. Biology & Bioinformatics:

Gene Expression Analysis: Analyzing large datasets from DNA microarrays and RNA sequencing.
Population Dynamics: Modeling population growth, species interactions, and disease spread using
transition matrices.

Bioinformatics: Applications in sequence alighment and phylogenetic tree construction.

Molecular Dynamics Simulations: Operations on coordinate and force matrices to simulate molecular
interactions and protein folding.

6. Economics & Finance:

Econometrics: Core to linear regression for analyzing economic relationships.
Input-Output Models: Analyzing interdependencies between economic sectors.
Portfolio Optimization: Calculating optimal asset allocations using covariance matrices.
Game Theory: Analyzing strategic interactions using payoff matrices.

7. Statistics:

Multivariate Analysis: Handling and analyzing data with multiple variables.

Regression Analysis: Calculating coefficients and performing statistical inference in linear models.
Covariance Matrices: Describing relationships between different variables.

Data Transformation and Aggregation: Transforming data between coordinate systems or
consolidating data.
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8. Music & Audio Processing:

Digital Signal Processing (DSP): Filtering (EQ, noise reduction), applying effects like echo and reverb,
and dynamic range processing.

Audio Synthesis: Generating sounds through manipulation of sample matrices.

Source Separation: Algorithms like ICA or NMF to separate different audio sources in a mix.

Music Information Retrieval (MIR): Analyzing musical features for classification and recommendation.
Spatial Audio: Creating immersive 3D soundscapes using matrix transformations for sound positioning.

9. Computer Vision:

Image Representation: Images are inherently represented as matrices of pixel values.

Image Transformations: Scaling, rotation, translation, and perspective correction of images.

Filtering and Convolutions: Core to feature extraction (edge detection, blurring) and the operation of
Convolutional Neural Networks (CNNs).

Camera Calibration: Determining camera parameters for accurate 3D to 2D projection.

3D Reconstruction: Building 3D models from multiple 2D images using fundamental and essential
matrices.

Object Tracking: Using techniques like Kalman filters, which rely on matrix operations.

10. Mathematics (Foundational Applications):

Solving Systems of Linear Equations: Fundamental for representing and solving linear systems (Ax=B).
Linear Transformations: The mathematical representation of geometric transformations (rotations,
scaling, reflections) in vector spaces.

Eigenvalue Problems (Av=Av): Calculating eigenvalues and eigenvectors to reveal intrinsic properties,
crucial for PCA, stability analysis, and quantum mechanics.

Graph Theory: Using adjacency matrices to analyze connectivity, paths, and centrality in networks.

This comprehensive list demonstrates the profound and far-reaching impact of
matrix multiplication across virtually every quantitative discipline.
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Praise for this Paper

Absolutely brilliant.
A symphony of Mathematics, Cryptography, and the algorithmic X.
Bravo, maestro.

- Dr. SUN Park, South Korea

Congratulations, Tony!

Thank you for the opportunity - it was an honor to contribute to this incredible paper. You've
taken this cryptosystem to a whole new level, securing it far beyond the original. It was a real
pleasure working with you, I saw you writing drafts and coming up with new ideas to
strengthen the system almost every day - nearly every morning, I had an email from you with
another smart addition. Your pace and creativity were truly inspiring.

e Omer Gindi, Israel

I highly appreciate your work; there is a lot of effort put into making all aspects clear and
interesting.

e Berk Bavas, Ankara, Tiirkiye

Sir, the algorithm and work you've done are impressive!

e Peter Westin, Sweden
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References for further study

Lester Hill wrote two articles concerning his Hill Cipher:

“American Mathematical Monthly”, June 1929, pages 306 - 312.
Title: “Cryptography In An Algebraic Alphabet”
This first article describes the math using modulo 26, obviously 26 is not prime.

“American Mathematical Monthly”, March 1931, pages 135 - 154.

Title: “Concerning Certain Linear Transformation Apparatus of Cryptography”

Hill’s March 1931 article describes both Finite Fields and Groups, and uses the word
"prime" twice in that article, so | think he understood how to make his original (1929)
system better. Specifically, see Footnote 7 in his 1931 paper "a primary polynomial
irreducible in the field S"

Rodney H. Cooper: "Linear Transformations in Galois Fields and their Application to
Cryptography" Cryptologia Volume 4 (issue 3): pages 184-188 (1980)
[this is an alitime favorite paper!]

“Galois Field in Cryptography” by Christoforus Juan Benvenuto, May 31, 2012, at
https://sites.math.washington.edu/~morrow/336 12/papers/juan.pdf

In the “On-line Encyclopedia of Integer Sequences”
https://oeis.org/search?q=997727&language=english&go=Search

it is noted that the sequence “A088173” https://oeis.org/A088173

has this sequence of “Primes whose successive differences are increasing squares” with our
997727 the 30" entry:

2,3,7,23,59, 383, 1283, 2579, 8663, 16763, 29759, 44159, 61583, 80627, 101363,
123863, 148199, 174443, 202667, 239531, 283631, 330287, 379571, 440087, 509783,
592727, 686363, 783707, 884831, 997727, 1136111, 1292927, 1506371, 1824467

Because (336 squared) is the difference between 997727 and 884831.

Als also (372 squared) is the difference between 997727 and 1136111.
So there is at least one fact that makes 997727 “special”.
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e The Hill Cipher was actually used in a military context (from Footnote 18 of
https://www.tandfonline.com/doi/full/10.1080/01611194.2014.915260):

"[David] Kahn noted that Hill's cipher was used by the Navy to encipher radio call signs.
Colin Burke in [9, p. 254] mentioned a callsign problem: 'During the first months of the
Korean War, when the American military was unable to show it could effectively police the
worlds, it was at least suspected that the American navy's callsigns were inadequate. New
ones had to be generated to protect the fleet and its messages. There was a critical need to
run ‘involuntary matrices’ to ensure randomness. That was a demanding job and one that
Solomon Kullback, the [Armed Forces Security Agency's] research director, had given the
highest priority.' "

One such example (photo below) can be found at auction at
https://www.bonhams.com/auction/22965/lot/286/lester-s-hill-us-navy-spy-and-
cryptographer-1945-various-sizes/ which is "An original and rare September 1945 US Navy
coded, enciphered message from a ship's Radio Log employing Hill's cryptography work."

o o, e

u,‘b‘ ke KBS LA12157 ANCW -8 BEA ONI L63 3IL
‘ mx.mru SOMPH | SIRAD ;€ 1P AS /6 104 S OORTEARRIN .S

MENIL SUATK L2 ul UMt BURY I MDD REBAJ POAES RXOH wILTK
RUHER AYYVE VOOTD 210U MWOIN JEWAM Gl QUANSRU PIGSd KITQY

AN . 3’ lh\l VUYSL OMWIO APOYX NTAS GLe ll YigaL Aroes
1YV SIETE MedoY LEBGH (SRIO YQKRX wATE WL
1659/ 0m

RE J 2955 of-A~ 2 L0490 ©4X -9~ LEE F5 MOLE IZdY
PUh LD K65 RESE  PK2S a2 Y RAXS  CwoY WpGS
o

.wu J '\v!n AT ADOE) Or wu W
28 Tae .5 UTRAS 4

:no g IS $J Ned IJ )\ 'IJI u.l
.tUHle.\lh\ gllJ 31D XORT G X

PEIED SYTAM LPIMA AVSOA DIFCR \,l\lllul ovies
nvowi lnvl JENAY AVAVE RORIN ABPIL W S

“’l T ﬁ il ll'h

CEYLY SUROF MAXKTA PN

BEITE akgse Lywen 11

LAYYE ¥vI
A“JXOIV'(\.I.

TIAYS WFRJA VJICX mUwr
| QUTFT LLAYS APGS A c«w v

| i L
il

W .
vk Les | Wik ".‘5‘:\ h':“ lﬂ.b “‘xi

B uun»ulullu.l Fovsy SIS Tl

&

Right: Lester Sanders Hill, May 1956, courtesy of Richard D. Marcus, Hill's grandson

Page 46 of 186


https://www.tandfonline.com/doi/full/10.1080/01611194.2014.915260
https://www.bonhams.com/auction/22965/lot/286/lester-s-hill-us-navy-spy-and-cryptographer-1945-various-sizes/
https://www.bonhams.com/auction/22965/lot/286/lester-s-hill-us-navy-spy-and-cryptographer-1945-various-sizes/
https://www.tandfonline.com/doi/full/10.1080/01611194.2014.915260

Section 4: The Richness of Polynomials in Galois Fields GF(p”n)

From GF(p) to GF(p”~n): A Cryptographer’s Introduction

As a cryptographer, you're already familiar with GF(p), the finite field of integers modulo
a prime p. It's the foundation for many cryptographic primitives, from modular
arithmetic in RSA to elliptic curves over prime fields. But when we move into GF(p”n),
we unlock a richer algebraic structure that’s essential for block ciphers, error-correcting
codes, and elliptic curve cryptography over binary fields.

What is GF(p~n)?

GF(p”n) is a finite field extension of GF(p) with p~n elements. While GF(p) consists of
integers modulo p, GF(p”~n) consists of polynomials over GF(p), modulo an irreducible
polynomial of degree n.

« Elements in GF(p”n) can be represented as polynomials of degree less than n with
coefficients in GF(p).

o Arithmetic (addition, multiplication) is done modulo both p and the chosen
irreducible polynomial.

Why Does This Matter in Cryptography?

o AES operates over GF(2/8), using an irreducible polynomial to define its S-box and
MixColumns operations.

« Elliptic curves over GF(2"n) are used in constrained environments (e.g., smart
cards) due to efficient binary arithmetic.

« Reed-Solomon codes and BCH codes rely on GF(pnpn) for encoding and decoding
messages with error correction.

Analogy:

Think of GF(p”n) as a vector space of dimension n over GF(p). Just as complex numbers
extend the reals with a new element i, GF(p”n) extends GF(p) with a root of an
irreducible polynomial—an element that behaves like a new “unit” in the field.
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Rodney Cooper’s paper in Cryptologia

While the majority of this paper discusses matrices filled with integers, if we circle back to Rodney

Cooper’s original paper, he is talking about matrices filled with polynomials, and they add additional
strength.

CRYPTOLOGIA VOLUME 4 NUMBER 3

LINEAR TRANSFORMATIONS IN GALOIS FIELDS
AND THEIR APPLICATION TO CRYPTOGRAPHY

R. H. Cooper
ABSTRACT

A plaintext message is first subdivided into groups of n letters and
then mapped on the Galois Field GF(p™) where p is the alphabet size.
The elements of the Galois Field so obtained are considered as the
components of a vector V and submitted to a linear transformation
within the field. In the event that n=1 the algorithm reduces to the
famous Hill cipher.

As stated, when n=1, we have the Hill cipher (he had 26 elements), Cooper uses
GF(2974) because 29 is the first prime after 26. The exponent 4 tells us that each
polynomial has four coefficients, so for example 27x*3 + 4x"2 + 7x + 12 which could be
represented as {27,4,7,12}.

GF(p”n) is so powerful because it combines:

e integer simplicity

e Polynomial algebra,

e Modular arithmetic,

e And a full field structure with inverses and closure.

So, let’s start digging into polynomials in GF(p”n)
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Galois Field(g”n) and monic irreducible polynomials

Everything in this paper was done simply with integers. As you can see, integers alone can create a
secure cryptosystem with unique properties. But if you are interested in higher mathematics, then
there is yet another more advanced layer of mathematics to discover.

Instead of the elements of our 3x3 matrices in GF(997727) being filled with integers like this:

Encryption Key

682265 601896 | 286752 077446 | 764556 | 172403
307413 415476 | 825169 403774 | 279102 | 076182
876642 574667 | 216333 045971 | 727658 | 667637

Decryption Key

The elements of our 3x3 matrix in GF(997373) are filled with polynomials, for example:

2038x% + 1388x + 1520

6621x% + 7881x + 8635

5311x% + 6903x + 9336

2056x2 + 2944x + 2699

6711x% + 8923x + 9329

4520x% + 4833x + 4479

0066x? + 4919x + 8498

8968x? + 5961x + 4941

5921x?+ 7357x + 6211

Encryption Key

6235x? + 6811x + 1156 5597x? + 5334x + 8813 6709x? + 0741x + 8872
5755x2 + 2424x + 3420 3221x%+ 7251x + 8911 1425x% + 7879x + 3244
4121x% + 0424x + 1333 0980x? + 2226x + 9685 0818x? + 5728z + 3886

Decryption key

KEEP IN MIND: nothing changes from the standpoint of this cryptosystem, except that instead of
each element of the matrix (and vector) being an integer, it is a polynomial! So, each element of the
matrix has more “complexity” (more math), because we are dealing with polynomials now, and
polynomial arithmetic.

Let’s use Galois Field GF(53) as a simple (small) example now, to explain the math.

The field GF(53) consists of 523=125 elements. The next page lists each of those 125 elements, in two
different notations. The first notation is the “Polynomial Form” which should be familiar from algebra,
and the second notation is the “Coefficient Vector” which is just a list of integers, enclosed in square
brackets. This is the how we would store this polynomial in memory (and for processing) by just
storing its coefficients.

In GF(573) each integer is in the range 0..4, and there are three integers in each polynomial. There are
5*5*5 =125 elements in GF(523). Again, the complete list is on the next page.
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0x"2 +0x+0=1]0,0, 0]
0x"2+0x+1=1]0,0, 1]
0x"2+0x+2=1]0,0, 2]
0x"2 +0x+3=[0, 0, 3]
0x"2+0x+4=][0,0, 4]
0x"2 +1x+0=1]0, 1, 0]
0x"2+1x+1=1]0,1, 1]
0x"2 +1x+2 =10, 1, 2]
0x"2 +1x+3 =10, 1, 3]
Ox"2 +1x+4 =10, 1, 4]
0x"2 +2x+0 =10, 2, 0]
Ox"2+2x+1=[0, 2, 1]
0x"2 +2x+2 =10, 2, 2]
0x"2 +2x+3 =10, 2, 3]
0x"2 +2x+4 =10, 2, 4]
0x"2 +3x+0=]0, 3, 0]
0x"2+3x+1=][0, 3, 1]
0x"2+3x+2 =10, 3, 2]
0x"2 +3x+3 =0, 3, 3]
0x"2 +3x+4 =0, 3, 4]
0x"2 +4x+ 0 =10, 4, 0]
0x"2 +4x+1=1]0, 4, 1]
Ox"2 +4x+2 =10, 4, 2]
0x"2 +4x +3 =0, 4, 3]
0x"2 +4x + 4 = [0, 4, 4]

1x"2 +0x+0=[1, 0, 0]
1x"2+0x+1=[1,0,1]
1x"2 +0x+2=[1,0, 2]
1x"2+0x+3=[1,0, 3]
1x"2 +0x+4 =1, 0, 4]
1x"2+1x+0=[1,1, 0]
Ix"2+1x+1=[1,1,1]
Ix"2 +1x+2=[1,1, 2]
1x"2 +1x+3=[1, 1, 3]
1xA2 +1x+4 =[1, 1, 4]
1x"2 +2x+0=[1, 2, 0]
Ix"2 +2x+1=[1, 2, 1]
Ix"2 +2x+2 =1, 2, 2]
1x"2 +2x+3 =1, 2, 3]
1x"2 +2x+4 =1, 2, 4]
1x"2 +3x+0=[1, 3, 0]
1x"2 +3x+1=[1, 3, 1]
1x"2 +3x+2=[1, 3, 2]
1x"2 +3x+3 =1, 3, 3]
1x"2 +3x+4 =1, 3, 4]
1x"2 +4x+0=[1, 4, 0]
1Ix"2 +4x+1=[1, 4, 1]
Ix"2 +4x+2 =1, 4, 2]
1x"2 +4x + 3 =[1, 4, 3]
1x"2 +4x + 4 =[1, 4, 4]

2x"2+0x+0=12,0,0]
2x"2+0x+1=1[2,0, 1]
2x"2+0x+2=12,0, 2]
2x"2 +0x+3=[2,0, 3]
2x"2+0x+4=1[2,0, 4]
2x"2 +1x+0=[2, 1, 0]
2x"2 +1x+1=1[2,1, 1]
2x"2 +1x+2=12,1, 2]
2x"2 +1x+3=12,1, 3]
2x"2 +1x+4 =12, 1, 4]
2x"2 +2x+0=[2, 2, 0]
2x"2 +2x+1 =12, 2, 1]
2x"2 +2x+2 =12, 2, 2]
2x"2 +2x+3 =12, 2, 3]
2x"2 +2x+4 =[2, 2, 4]
2x"2 +3x+0=12, 3, 0]
2x"2 +3x+1=12,3, 1]
2x"2 +3x+2 =12, 3, 2]
2x"2 +3x+3 =2, 3, 3]
2x"2 +3x+4 =12, 3, 4]
2x"2 +4x+0 =12, 4, 0]
2x"2 +4x+1=12,4,1]
2x"2 +4x+2 =12, 4, 2]
2x"2 +4x+3 =12, 4, 3]
2x"2 +4x+4 =2, 4, 4]

3x"2+0x+0=[3,0,0]
3x"2+0x+1=[3,0, 1]
3x"2+0x+2=[3,0, 2]
3x"2 +0x+3=[3,0, 3]
3x"2+0x+4=3,0, 4]
3x"2+1x+0=[3, 1, 0]
3x"2+1x+1=[3,1, 1]
3x"2+1x+2=[3,1, 2]
3x"2+1x+3=[3,1, 3]
3x"2+1x+4=[3,1, 4]
3x"2+2x+0=[3, 2, 0]
3x"2+2x+1=13,2,1]
3x"2+2x+2 =3, 2, 2]
3x"2+2x+3 =3, 2, 3]
3x"2+2x+4 =3, 2, 4]
3x"2+3x+0=[3, 3,0]
3x"2+3x+1=[3, 3, 1]
3x"2+3x+2=[3, 3, 2]
3x"2 +3x+3=[3, 3, 3]
3x"2 +3x+4 =3, 3, 4]
3x"2+4x+0=[3,4,0]
3x"2+4x+1=[3,4,1]
3x"2+4x+2=[3,4,2]
3x"2 +4x +3 =3, 4, 3]
3x"2 +4x +4 =[3, 4, 4]

4x"2 +0x+0=[4, 0, 0]
4x"2 +0x+1=1[4,0,1]
4x"2 +0x+2 =14, 0, 2]
4x"2 +0x+3=1[4,0, 3]
4x"2 +0x+4 =4, 0, 4]
4x"2 +1x+0=[4, 1, 0]
4x"2 +1x+1=1[4, 1, 1]
4x"2 +1x+2 =14, 1, 2]
4x"2 +1x+3 =14, 1, 3]
4x"2 +1x+4 =[4, 1, 4]
4x"2 +2x+0=[4, 2, 0]
4x"2 +2x+1 =14, 2, 1]
4x"2 +2x+2 =14, 2, 2]
4x"2 +2x+3 =14, 2, 3]
4x"2 +2x +4 = [4, 2, 4]
4x"2 +3x+0=[4, 3, 0]
4x"2 +3x+1=1[4, 3, 1]
4x"2 +3x+2 =14, 3, 2]
4x"2 +3x+3 =4, 3, 3]
4x"2 +3x+4 =4, 3, 4]
4x72 + 4x + 0 =[4, 4, 0]
4x72 +4x+1=1[4, 4, 1]
4x"2 +4x +2 =[4, 4, 2]
4x"2 +4x +3 =[4, 4, 3]
4x"2 + 4x + 4 = [4, 4, 4]
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With GF(p) we chose a prime modulus, such as 997727.
But with GF(p”~n) because each element is a polynomial, the modulus must also be a polynomial!

Specifically, to construct this field, we select a monic irreducible polynomial of degree 3 over GF(5). The word
monic means that the polynomial starts with a “1” (which does not appear in the equation). One such
polynomial is:

f(x)=x"3+2x+1

This polynomial is irreducible over GF(5), meaning it cannot be factored into lower-degree polynomials with
coefficients in GF(5).

Arithmetic in GF(53) is performed modulo f(x), ensuring closure and invertibility within the field.

An irreducible polynomial can NOT be factored.

ALL CALCULATIONS ARE SUBJECT TO *BOTH* THE PRIME MODULUS AND ALSO THE MONIC IRREDUCIBLE
POLYNOMIAL. So, instead of just taking the integer remainder from a division, we are manipulating
polynomials, and performing POLYNOMIAL DIVISION.

Properties: GF(5/3) is a finite field, so it satisfies all the field axioms (addition, subtraction, multiplication, and
division). The polynomial x*3 + 2x + 1 generates the field extension.

Since the core of our cryptosystem is matrix-by-vector-multiplication, here is an example in GF(5/3):

3x2+1x+4 | Ox2+2x+1 | 4x2+3x+0 2x2+1x+3 4x2+4x+4
1x240x+2 | 2x%+4x+3 | 3x2+1x+1 * 4x2+0x+2 | = | XZ+2x+1
Ox24+3x+2 | 1x240x+4 | 2x%+2x+0 1x%4+3x+1 X2+4x+0

This math is detailed on the next two pages, thanks to Google Gemini. | like Microsoft Copilot very much, but
for this worked-through example, Google Gemini was far better, and | recommend it to you, if you want to
learn more about GF(p”~n).

Keep in mind that it is the coefficients which will be storing the plaintext bits and ciphertext bits. Normally we
would use a much larger GF(p”~n) than g=5, for example | have implemented this cryptosystem in both
GF(99991/3) and GF(1710).
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GF(573) Example: Matrix-Vector Multiplication

This example demonstrates a matrix-by-vector multiplication within the finite field GF(53), using the monic
irreducible polynomial f(x)=x*+2x+1. All arithmetic is performed modulo 5 for coefficients, and modulo f(x)
for polynomial reduction (x*+3x+4 (mod5)).

1. The Monic Irreducible Polynomial

f(x)=x>+2x+1

This polynomial defines the arithmetic rules for the field. Specifically, any x> term can be replaced by 3x+4
during calculations.

2. Random 3x3 Matrix in GF(53)

Each entry in the matrix is a polynomial of degree at most 2, with coefficients from GF(5).

3x2+1x+4 | Ox242x+1 | 4x%+3x+0
1x240x+2 | 2x%+4x+3 | 3x2+1x+1
Ox243x+2 | 1x2+0x+4 | 2x2+2x+0

3. Random Vector of Size 3 in GF(5"3)

Each entry in the vector is also a polynomial of degree at most 2.

2x2+1x+3

Ax2+0x+2

1x2+3x+1

4. Matrix-by-Vector Multiplication: c=M*v

We calculate each component of the new result vector “c” with the formula
3
C;, = E m; j Uj
J=I

performing all operations in GF(573).
Calculation of c1 (the top element of the result vector):
c1 = (BxPHx+4)(2x3+x+3) + (2x+1)(4x*2) + (4x>43x)(x*+3x+1)

o (Bx*Hx+4)(2x*+x+3) = 2x
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o (2x+1)(@x*+2) = 4x*+3x+4
o (4xM3x)(x*+3x+1) = 4x

c1 = 2x + (4x*+3x+4) + 4x
c1 = 4x>+4x+4
Calculation of c2 (the middle element of the result vector):
c2 = (x2+2)(2x*Hx+3) + (2x*HH4x+3)(4x*+2) + (3x*+x+1)(x*+3x+1)
o (X*H2)(2x%Hx+3) = 3x*+3x
o (2xMH4x+3)(4x*2) = x*+3x
o (3xXPHxH1)(x*3x+1) = 2x%4x+1
c2 = (3x*+3x) + (xX*+3x) + (2x*x+1)
c2 = x*2x+1
Calculation of c3 (the bottom element o the result vector):
C3=(3x+2)(2x2+x+3)H(x2+4)(4x2+2)+H(2x2+2x)(x2+3x+1)
o (3x+2)(2x2+x+3)=2x2+4x
o (x2+4)(4x2+2)=x+3
o (2x2+2x)(x2+3x+1)=4x2+4x+2
c3 = (2x*H4x) + (x+3) + (4x*+4x+2)
c; = x>+4x
5. Resulting Vector c=M*v
In Polynomial Format:
c= 4x2+4x+4 x2+2x+1 x2+4x
In Coefficient Format (using (a2,al,a0)):
c= (4,4,4)(1,2,1)(1,4,0)

or visually as:

4x*+4x+4

X242x+1

X2+4x+0
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Beyond Integers: Why Polynomials Power Strong Encryption

In cryptography, the shift from simple integer arithmetic (multiplication and addition) to polynomial
operations offers a significantly more robust and secure foundation. The core advantage lies in the vastly
richer mathematical framework that polynomials provide, leading to a much higher degree of "mixing" of both
key material and plaintext.

Think of it this way: when you multiply and add integers, the operations are relatively straightforward and
predictable. While they can achieve some level of diffusion, the relationships between the inputs and outputs
remain somewhat linear or easily reversible.

Polynomials, on the other hand, introduce a different dimension. Operations like polynomial multiplication
and addition, especially over finite fields (which are crucial in modern cryptography), result in a far more
complex and intricate mixing of the coefficients. Each term in the resulting polynomial is influenced by
multiple terms from the input polynomials, creating a highly non-linear and interdependent relationship.

This "mixing" is precisely what strong encryption aims to achieve. It ensures that:

o Diffusion: Changes in a single bit of the plaintext or key are spread out and affect many bits of the
ciphertext. This makes it difficult for an attacker to deduce information about the plaintext or key from
observing changes in the ciphertext.

o Confusion: The relationship between the key and the ciphertext is obscured, making it hard to find the
key even if the attacker has some plaintext-ciphertext pairs.

Consider the operations in algorithms like AES, which heavily rely on finite field arithmetic based on
polynomials. The MixColumns step, for example, is a direct application of polynomial multiplication over a
finite field. This operation thoroughly mixes the data within each column of the state matrix, contributing
significantly to the algorithm's strength.

In essence, the inherent complexity and interdependencies introduced by polynomial arithmetic provide the
ideal environment for the thorough mixing that is fundamental to robust cryptographic algorithms, making
them far more resistant to various forms of attack compared to systems based solely on basic integer
operations.
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Galois Field (278) with 256 polynomials is NOT just a set of 256 numbers

For simplicity, let’s start with the smallest prime number, 2, and see what GF(278) can do.

1. Not Just Numbers — It’s a Field

e GF(28)is NOT just a set of 256 numbers.

e It's afinite field, meaning it supports addition, subtraction, multiplication, and division (except by
zero) — all with results that stay within the field.

e This is not true for the integers modulo 256 (i.e., 4/2564), because 256 is not prime and doesn't
form a field.

2. Constructed Using Polynomials

e GF(2®) is built from polynomials over GF(2) (binary coefficients: 0 or 1), modulo an irreducible
polynomial of degree 8 (like x® + x* + x3 + x> + 1, or 0x11D).
e Each element is a polynomial of degree < 8, represented as an 8-bit byte.

3. Multiplication Is Not Integer Multiplication

e Multiplication in GF(28) is polynomial multiplication modulo the irreducible polynomial, not regular
integer multiplication.

e This gives rise to cyclic properties, primitive elements, and log/antilog tables that make operations
efficient and predictable.

4. Every Non-Zero Element Has a Multiplicative Inverse

e Unlike modulo 256 arithmetic, where many numbers don’t have inverses (e.g., 2, 4, 8...), in GF(28),
every non-zero element has an inverse.
e This is crucial for error correction, cryptography, and algebraic coding theory.

5. Structure and Symmetry

e GF(28) has a cyclic multiplicative group of 255 elements (excluding 0).
e This structure allows for elegant algebraic constructions like Reed-Solomon codes, AES S-boxes, and
LFSRs.

6. Applications in Real-World Systems

e Used in Reed-Solomon codes (CDs, QR codes, RAID).
e Core to AES encryption (Advanced Encryption Standard).
e Powers error correction in satellite, deep-space, and wireless communications.
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The mixing of coefficients when we multiply two polynomials together

The fundamental operation, when we multiply a matrix by a vector, in GF(p”n) is polynomial multiplication.
Let’s take another look at what multiplying two polynomials looks like, in each of the Galois Fields from
GF(p”2) thru GF(p”10) in other words, polynomials ranging from 2 to 5 coefficients. | am trying to show the
“mixing” of the coefficients, as the polynomials get larger (“n” gets larger). In the following section the syntax
“al” should be read as “a subscript 1” but to make more readable, | am not subscripting each coefficient.

For n=2, GF(p~2), we have polynomials with two coefficients.

A(x) = alx+a0

B(x) = b1x+b0

P(x) = A(x)tB(x) = (alx + a0)(b1x + b0)

P(x) = (alb1)x"2 + (aOb1+alb0)x*1 + (aOb0)x"0
xA2:al*bl

xM1:al*b0 +a0*bl

x"0: a0*b0

Scalar multiplications: 4

Scalar additions: 1

For n=3, GF(p~3), we have polynomials with three coefficients.

A(x) =a2*x"2 +al*x+a0

B(x) = b2*x*2 + b1*x + b0

P(x) = A(X)tB(x) = (a2*x"2 + al*x + a0)(b2*x"2 + b1*x + b0)
x4 a2*b2

x"3:a2*b1 +al*b2

x"2:a2*b0 + al*bl + a0*b2

xM1:al*b0 +a0*bl

x"0: a0*b0

Scalar multiplications: 9

Scalar additions: 4

For n=4, GF(p4), we have polynomials with four coefficients

A(x) = a3*x"3 + a2*x"2 + alx + a0

B(x) = b3*x"3 + b2*x"2 + blx + b0

P(x) = A(X)tB(x) = (a3*x”3 + a2*x"2 + al*x+a0)(b3*x"3 + b2*x"2 + b1*x + b0)
x"6: a3b3

xA5:a2b3 + a3b2

xM4: alb3 + a2b2 +a3bl
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x"3:a0b3 +alb2 + a2bl + a3b0
x"2:a0b2 +albl +a2b0
xA1:a0bl +alb0

x"0: a0b0

Scalar multiplications: 16
Scalar additions: 9

For n=5, GF(p~5), we have polynomials with five coefficients

A(x) = adxM4 + a3*x"3 + a2*x"2 +alx + a0

B(x) = b4x™4 + b3*x"3 + b2*x"2 + blx + b0

P(x) = A(X)tB(x) = (ad*Xx"4 + a3*x"3 + a2*x"2 + al*x + a0) *
(b4*xM4 + b3*x"3 + b2*x"2 + b1*x + b0)

x"8: adb4

x"7:a3b4 + a4b3

Xx"6: a2b4 + a3b3 + adb2

xA5:alb4 + a2b3 + a3b2 + adbl

x74:a0b4 + alb3 + a2b2 + a3b1 + a4b0

x"3:3a0b3 +alb2 + a2bl + a3b0

x72:a0b2 + albl + a2b0

xM1:a0b1l + alb0

x"0: a0bo

Scalar multiplications: 25

Scalar additions: 16

For n=6, GF(p”6), we have polynomials with six coefficients

A(x) = a5*x"5 + a4*xM4 + a3*x*3 + a2*x"2 + al*x + a0
B(x) = b5*xA5 + b4*xM + b3*x"3 + b2*x"2 + b1*x + b0
P(x) = A(X)tB(x) = (a5*x5 + ad*x 4 + a3*x"3 + a2*x"2 + al*x +a0) *
(b5*XxA5 + b4*x" 4 + b3*x"A3 + b2*xA2 + b1*x + b0)
x"10: a5*b5
xN9: a5*b4 + ad*b5
xA8: a5*b3 + a4*b4 + a3*b5
xA7:a5*b2 + a4*b3 + a3*b4 + a2*b5
xN6: a5*b1 + ad*b2 + a3*b3 + a2*b4 + al*b5
x75:a5*b0 + ad*bl + a3*b2 + a2*b3 + al*b4 + a0*b5
x"4: ad*b0 + a3*bl + a2*b2 + al*b3 + a0*b4
x"3:a3*b0 +a2*bl +al*b2 + a0*b3
xA2:a2*b0 + al*bl + a0*b2
xM1: al*b0 + a0*bl
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x"0: a0*b0
Scalar multiplications: 36
Scalar additions: 25

For n=7, GF(p"7), we have polynomials with seven coefficients

A(x) = ab*x"6 + a5*x"5 + ad*x 4 + a3*x"3 + a2*x"2 + al*xM1 + a0*x” 0
B(x) = b6*x"6 + b5*XxA5 + b4*x"4 + b3*x"3 + b2*x"2 + b1*xM + b0*x"0
P(x) = A(x)tB(x) =
(a6*x"6 + a5*x"5 + ad*xM4 + a3*x"3 + a2*x"2 + al*x +a0) *
(b6*XA6 + b5*XA5 + b4*xM + b3*x”3 + b2*x"2 + b1*x + b0)
x"12: a6*b6
xM11: a6*b5 + a5*b6
xM10: a6*b4 + a5*b5 + a4*b6
x"9: a6*b3 + a5*b4 + a4*b5 + a3*b6
x"8:a6*b2 + a5*b3 + ad4*b4 + a3*b5 + a2*b6
Xx"7:a6*bl + a5*b2 + a4*b3 + a3*b4 + a2*b5 + al*b6
xM6: a6*b0 + a5*b1 + a4*b2 + a3*b3 + a2*b4 + al*b5 + a0*b6
xA5:a5*b0 + a4*bl + a3*b2 + a2*b3 + al*b4 + a0*b5
xM: a4*b0 + a3*bl + a2*b2 + al*b3 + a0*b4
x"3:a3*b0 +a2*bl +al*b2 + a0*b3
xA2:a2*b0 + al*bl + a0*b2
xM1:al*b0 + a0*bl
x"0: a0*b0
Scalar multiplications: 49
Scalar additions: 36

These symbolic expansions clearly show how the number of terms (and thus, multiplications and additions)
grows with n. Each aijb; term represents one multiplication, and each '+' sign represents one addition. The
coefficients cx are formed by summing these products. The total number of multiplications is always n?2, and
the total number of additions (to form the ck from the products) is (n-1)72.

Interestingly, if you pay close attention, each coefficient of each polynomial is utilized exactly “n” times!

For example, if you look at coefficient a0 you will note for n=5, GF(p”5), a0 is multiplied exactly five times,
once for every one of the ‘b” coefficients (b0, bl, b2, b3, b4). | highlight those five occurrence in green, on the
prior page, to make that more visible.

Clearly as our polynomials get larger (“n” gets larger) there is more mixing of the coefficients, good for
cryptographic strength!!!
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= However, that is not the complete computational complexity analysis, because after we multiply the two
polynomials together, the next step is to calculate the remainder, modulus by the monic irreducible
polynomial. This is a significant calculation, involving more multiplications and additions.

Computational Complexity of multiplying two polynomials in GF(p”n)

Ultimately, we want to be able to make a statement about how much more intensive the calculations in
GF(p”™n) are compared to just multiplying two integers in GF(p).

As a reminder:

e GF(p”n)is a finite field extension of GF(p) with pAn elements.
e While GF(p) consists of integers modulo p, GF(p”n) consists of polynomials over GF(p), modulo an
irreducible polynomial of degree n.

The following table shows how many operations in GF(p) are required to perform a multiplication of two
polynomials in GF(p”n).

n Multlpilc(ztrll(igs_;r; GF(P) Aid(lgfil;_lgnﬁligp) Total Operations
2 |122"2)2=82=6 2(2"2)-3(2)+1 =8-6+1=3 9
3 12(3"2)-3=183=15 2(372)-3(3)*+1 =18-9+1 =10 25
4 | 2(4"2)4=32-4=28 2(42)-3(4)+1 =32—-12+1 =21 49
5 12(5"2)-5=50-5=45 2(5"2)=3(5)+1 =50-15+1 =36 81
6 | 2(6"2)-6="72—-6=066 2(6"2)—3(6)+1 =72—18+1 =155 121
7 12(7"2)-7=98-7=91 2(772)-3(7)+1 =98-21+1 =78 169
8 [ 2(8"2)-8=128-8=120 2(8"2)—3(8)+1 = 128-24+1 =105 225
9 12(9"2)-9=162-9=153 2(972)-3(9)+1 = 162-27+1 =136 289
10 | 2(10"2)—10=200—10=190 2(10"2)-3(10)+1 =200-30+1 =171 361
11]2(11"2)—11=242—-11=231 2(1172)=3(11)+1 =242-33+1 =210 441
12 | 2(127"2)—12 =288—12 =276 2(12°2)=3(12)+1 =288-36+1 =253 529

This table allows us to make this statement. Compared to multiplying two integers in GF(9973), if we are
instead doing arithmetic in GF(997376), which is to say, a polynomial with 6 coefficients, the math has 121
more operations (multiplication and additions) when we multiply an element of the matrix by an element of
the vector.

There is a formula for these calculations: Grand Total = (2n - 1)*2, and you will see that matches the table.

In other words, to perform a polynomial multiplication in GF(p”~n), it takes “(2n - 1)A2” operations
(multiplication and addition) in GF(p), which clearly shows this scales as n*2, the square of n.
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In real life (IRL) when we compare these numbers, the estimated computational complexity, compared to
running a program, there is significant additional overhead, including:

e Loop overhead: Iteration control, index management.

e Memory access: Reading and writing coefficients.

e Function call overhead: If operations are encapsulated in functions.

e Conditional branches: For example, handling leading zeros or specific cases.
e Temporary variables: Storing intermediate results.

For n=6, | have compared the matrix mathematics of running a program with GF(p) versus GF(p”6) and my
timings suggest 170 times slower, which would point to 40% overhead, beyond the pure math above.

This is not necessarily a bad thing, in fact, | would argue that all this mixing of coefficients, is wonderful for our
cryptographic strength. Because is there is 100 or 500 times more math involved, any cryptanalyst will be
faced with (at least) that much additional complexity too!
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Actual Timings of GF(9973"n) Cryptosystem Key Generation, Test, and Display

Using the Rust program, provided in Appendix H, we can see how close those lower-bound computational

complexity estimates are, in an actual running program, in which we can test a wide range of polynomial sizes,

from GF(997372) thru GF(9973712) summarized in this table. All timings in this paper were generated on a
Dell server with Dual “Xeon E5-2620 v3” processors.

GF(9973/n) cryptosystem key generation, test, and display

Matrix GF(997314) GF(997376) GF(99738) | GF(9973M10) | GF(9973"12)
M Dim time (seconds) | time (seconds) time time time
(seconds) (seconds) (seconds)
50 50x50 0.757 1.525 2.589 3.916 5.570
100 100x100 5.562 11.624 19.899 30.263 43.145
200 200x200 43.464 91.113 157.007 239.034 341.522
500 500x500 670.457 1,411.423 2,435.723 3,721.531 5,282.058
750 | 750x750 2,257.249 4718197 | 8193.042| 12,524.260| SX°ee€ds
L3 cache
1000 | 1000x1000 5336.840 | 11,172.901 | <cXeeeds Exceeds exceeds
’ ’ L3 cache L3 cache L3 cache
based on 13 bits (stored as an unsigned 16-bit integer) per coefficient in GF(9973"n),
each polynomial (matrix element) contains this many bits
(much more than a 20 to 24 bit integer!)
bits per 52 78 104 130 156
coefficient:
GF(997314) GF(997376) | GF(997378) | GF(9973°10) | GF(9973/12)
M Matrix Matrix Matrix Matrix Matrix Matrix
Dim Key Size Key Size Key Size Key Size Key Size
(in bits) (in bits) (in bits) (in bits) (in bits)
50 50x50 130,000 195,000 260,000 325,000 390,000
100 100x100 520,000 780,000 1,040,000 1,300,000 1,560,000
200 200x200 2,080,000 3,120,000 4,160,000 5,200,000 6,240,000
500 500x500 13,000,000 19,500,000 26,000,000 32,500,000 39,000,000
750 | 750x750 29,250,000 | 43,875,000 | 58,500,000 | 73,125,000 SXe€ds
L3 cache
exceeds exceeds exceeds
1000 | 1000x1000 52,000,000 78,000,000 13 cache 13 cache 13 cache

For purpose of comparison: a standard desktop CPU the intel i5-10400 @ 2.9 GHz runs the

above twice as fast (half the time), the ratio is precisely 53%, so for example, the GF(9973710)

for 200x200 completes in 125.902 seconds versus 239.034 on the intel Xeon.
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=>» Because each element of the matrix is so much larger (52 to 156 bits) than a regular integer (16, 32, or 64
bits), and because the coefficients involve so much more mixing than just multiplying two integers, we can
maintain our computational complexity with a smaller matrix.

To show that matrix inversion is O(M”3), where “M” is the dimension of the matrix, if you take the timings on
the prior page, and divide by M3, you see that for a given polynomial size (e.g. GF(997374) that the timings
are consistent as the matrix gets larger.

M'\;It;ix Size of GF(997374) GF(9973”76) GF(9973/18) GF(9973710) | GF(9973/712)
. . Matrix microseconds | microseconds | microseconds | microseconds | microseconds
Dimension

50 50x50 6.056 12.200 20.712 31.328 44.560
100 100x100 5.562 11.624 19.899 30.263 43.145
200 200x200 5.433 11.389 19.626 29.879 42.690
500 500x500 5.364 11.291 19.486 29.772 42.256
750 750x750 5.351 11.184 19.421 29.687 n/a
1000 1000x1000 5.337 11.173 n/a n/a n/a

Read down each column to see the consistent timings, for a given polynomial size.

Another way of saying this is that the time complexity of matrix inversion increases with the CUBE of “M”
where “M” is the dimension of the matrix (shown in the left column).

To make sure this O(n”*3) calculation is crystal clear, let me give this example.

e We have a timing of 2,257.249 seconds for inverting a 750x750 matrix in GF(9973/4).
e Calculate: 2,257.249 / 750 / 750 / 750 = 0.000005350516 seconds which (if you slide the decimal point
six places to the right): 5.350516 microseconds.

And, as you would expect, as the polynomials have more coefficients, there is a lot more math being
performed, so reading across the rows, it takes more microseconds to perform each operation.

GF(997374) GF(9973”76) GF(997318) GF(9973/10) GF(9973/12)
microseconds microseconds microseconds microseconds microseconds
(average) (average) (average) (average) (average)
5.517 11.477 19.829 30.186 43.163

If you divide those numbers by N*2, where N is the degree of the polynomials, i.e. the number of coefficients,
the result is quite consistent, this shows an O(N”2) relationship with the size of the polynomials.

5.517/4 /4=
0.345
Microseconds

11.477/6/6=
0.319
microseconds

19.829/8/8=
0.310
Microseconds

30.186/10/10=
0.302
microseconds

43.163/12/12=
0.300
microseconds

Page 62 of 186




While all the timings above were consistent, if | tried to generate a very large matrix filled with very large
polynomials, the runtime of the program became unexpectedly high, those are the four cells on the earlier
page, which show “exceeds L3 cache”.

The reasons for the excessive program runtime has to do with “cache thrashing” aka “cache misses” as the
cache must pull in parts of the very large matrix from (slower) RAM. We need the matrix data to fit into
cache! A CPU cache is a hardware cache used by the central processing unit (CPU) of a computer to reduce
the average cost (time or energy) to access data from the main memory. A cache is a smaller, faster memory,
located closer to a processor core, which stores copies of the data from frequently used main memory
locations, avoiding the need to always refer to main memory which may be tens to hundreds of times slower
to access.

L3 Cache, or Level 3 cache, represents the largest and slowest tier within a CPU's on-die cache hierarchy.
Despite being slower than L1 and L2 caches, it operates at speeds significantly superior to main system
memory (RAM). This cache is typically shared among all processing cores on a CPU, functioning as a common
pool of high-speed memory. Its primary purpose is to reduce the time and energy cost associated with
accessing frequently used data and instructions from the much slower main memory. A larger L3 cache can
store more data closer to the CPU cores, thereby minimizing the need for costly trips to RAM.

The Linux command “Iscpu --caches” tells me that *each* “Xeon E5-2620 v3” has 15 MBytes of L3 cache, and
that my dual processor server has 30 Mbytes of L3 cache (i.e. double the amount in total).

[root@R730 ~]# lscpu —--caches

NAME ONE-SIZE ALL-SIZE WAYS TYPE LEVEL SETS PHY-LINE COHERENCY-SIZE
Lld 32K 384K 8 Data 1 64 1 64
Lli 32K 384K 8 Instruction 1 64 1 64
L2 256K 3M 8 Unified 2 512 1 64
L3 15M 30M 20 Unified 3 12288 1 64

=> When we invert a matrix, the “AUGMENTED MATRIX” is DOUBLE the size of the original encryption matrix.

If we have a 1000x1000 matrix in GF(997378), each coefficient fits in a U16 unsigned integer (two bytes), and
there are 8 coefficients, so the math for matrix size looks like this:

Encryption matrix = 8 coefficients * 2 bytes each * 1000 ** 1000 = 16 Million Bytes.

But the augmented matrix is DOUBLE that size, so 32 Million Bytes, which can’t possibly fit in the 15 Mbytes of
L3 cache inside one processor.
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https://www.geeksforgeeks.org/linux-unix/how-to-use-linux-lscpu-command/

To show you how slow, the actual timing was 42,014.974 seconds for 1000x1000 matrix in GF(997378). If we
follow the math at the top of the prior page:

42,014.974 seconds / 1000 / 1000 / 1000 = 42.015 microseconds

Which is MORE THAN DOUBLE the average of 19.829 microseconds, so twice as slow, because the matrix no
longer fits into cache!

As another example, the 750x750 matrix in GF(9973712) has the same size problem of being too large:
Encryption matrix = 12 coefficients * 2 bytes each * 750 ** 750 = 13.5 Million Bytes,
With the AUGMENTED MATRIX being DOUBLE that size = 27 Million Bytes, can’t fit in a 15 MB L3 cache!

It is possible to “work backwards” from a given L3 cache size, and given a specific Galois Field, for example
GF(997378) we can estimate the largest matrix which will fit into a given L3 cache size:

15 Mbytes L3 Cache: 15,000,000 Bytes
Planto use upto 90% 13,500,000  Other programs will use L3 cache too
Augmented matrix is double-size: 6,750,000 each matrix

Bytes per Polynomial (8, 12, 16, 20, 24): 16 for GF(9973/8)
Number of Matrix Elements: 421,875 now take square root
Approx Largest Dimension of Matrix: 650 that fits in L3 cache

On the next page | show the L3 cache for a range of intel and AMD processors, you can see the amount of L3
cache varies widely, with AMD generally providing more, especially in desktop processors.
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Deep Dive into intel and AMD processor L3 cache sizes

Company
AMD
AMD
AMD
AMD
AMD
Intel
AMD
AMD
Intel
Intel
Intel
AMD
AMD
AMD
AMD
AMD
Intel
Intel
Intel
AMD
AMD
AMD
AMD
AMD
AMD
Intel
Intel
AMD
intel
intel
AMD
AMD
AMD
AMD
intel
intel
intel
Intel
intel
Intel
intel
Intel
AMD
AMD
Intel

Type
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Desktop
Desktop
Desktop
Desktop
Desktop
Server
Server
Server
Desktop
Desktop
Desktop
Desktop
Desktop
Desktop
Desktop
Desktop
Desktop
Server
Desktop
Server
Desktop
Server
Desktop
Desktop
Server

Processor Name
EPYC 7773X
EPYC 7573X
EPYC 7473X
EPYC 7373X
EPYC 9755

Xeon 6944P
EPYC 9654P
EPYC 9965

Xeon 6774P
Xeon 6781P
Xeon 6741P
EPYC 7742

EPYC 7763

EPYC 7F52

EPYC 9754

EPYC 8534P
Xeon 6726P-B
Xeon 6563P-B
Xeon 6732P
EPYC 4584PX
Ryzen 9 9950X3D
Ryzen 7 5800X3D
Ryzen 7 7800X3D
Ryzen 9 3900X
Ryzen 9 5900X

Xeon Platinum 8380

Xeon Gold 6354
EPYC 7232P
Core i9-14900K
Core i7-14700K
Ryzen 5 3600
Ryzen 7 3700X
Ryzen 5 5600X
Ryzen 7 5800X
Core i7-13620H
Core i5-14600K
Core i5-13400F
Xeon E5-2620 v4
Core i5-12400
Xeon E5-2620 v3
Core i3-12100F
Xeon X5570
Ryzen 3 3200G
Ryzen 5 3400G
Xeon E5506

Year
2022
2022
2022
2022
2024
2025
2022
2024
2025
2025
2025
2019
2021
2020
2023
2023
2025
2025
2025
2024
2025
2022
2023
2019
2020
2021
2021
2019
2023
2023
2019
2019
2020
2020
2023
2023
2023
2016
2022
2014
2022
2009
2019
2019
2009

Total Cores
64
32
24
16

128
72
96

192
64
80
48
64
64
16

128
64
42
38
32
16
16

8
8
12
12

40

18
8

24

20

A Db PO OO
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Threads
128
64
48
32
256
144
192
384
128
160
96
128
128
32
256
128

L3 Cache (MB)
800
784
780
776
512
432
384
384
336
336
288
288
288
264
256
256
168
152
144
128
128
96
96
64
64
60
39
36
36
33
32
32
32
32
24
24
20
20



What do an Encryption Matrix and Decryption Matrix look like in GF(p”n)?

Let’s use GF(997376) for this example in a 3x3 matrix, filled with polynomials.
Remember that when you see:

[Poly{4205,3791,1817,6230,1244,9347}
That is the representation of this polymonial:

4205x75 + 3791xM + 1817x"3 + 6230x"2 + 1244x + 9347

Here is our encryption matrix:

[Poly{4205,3791,1817,6230,1244,9347} Poly{7429,1800,0014,7950,9438,6313} Poly{9595,8696,9371,6229,2985,4364} ]
[Poly{2117,1345,7879,3962,2696,1063} Poly{6786,9356,5942,9598,2190,2168} Poly{7225,2034,4576,1657,1414,3506} ]

[Poly{0486,5092,0654,2149,5506,8990} Poly{9182,3105,0244,5282,8339,5440} Poly{5742,2745,9104,9046,5083,3095} ]

And here is our decryption matrix (the inverse of the encryption matrix):

[Poly{5278,9244,5938,9322,7784,2897} Poly{1798,9592,8430,0091,7714,7134} Poly{8302,9509,7886,9791,0538,9313} ]
[Poly{8455,8284,5792,2706,4281,5648} Poly{1867,6599,9333,5094,5751,2652} Poly{6022,2552,4806,1039,1540,8463} ]

[Poly{1812,7044,1897,8528,9539,2715} Poly{9395,4532,2474,9651,3393,2237} Poly{6206,0125,1358,7824,8165,1794} ]

Keep in mind that all arithmetic is subject to two moduli:

e both prime modulus 9973, and
e monicirreducible polynomial, we chose x"6 + x + 1

There are more details in “Appendix H” at the end of this paper.
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How to map plaintext into elements of GF(p”n)

As with this entire paper, we map plaintext bits into elements of the Galois Field.
For a given modulus, perform Log2(q) to tell you have many bits in the prime modulus.
If you have a fraction, round down. So, really the formula is Floor(Log2(q)).

GF(p”™n) P B = Floor(Log2(q)) | N B*N B*N
(bits) (bytes)
GF(573) 5 2 bits 3 | 6bits 0.75
GF(17710) 17 4 bits 10 | 40 bits 5
GF(9999173) | 99991 16 bits 3 | 48 bits 6

o_ . n

So, you can see that even though “q” may be small, if we can store 2 or 4 bits or more, that is enough to build
up to storing multiple bytes in a polynomial element of our vector.

Remember, it is always all about the numbers we store in the coefficients.

In GF(5”3) we might have a polynomial 3x>+1x+4 which can be represented in coefficient format as (3,1,4).
Those numbers (coefficients) represent 6 bits. 2 bits per coefficient, and there are 3 coefficients. We can read
in 6 bits of plaintext and store them in the 3-tuple (x,y,z).

In GF(17710) we might have a polynomial 13x° + 7x® + 14x” + 3x® + 6x> + 11x* + 12x3 + 1x% + 15x + 9 which we
can represent in coefficient format as (13,7,14,3,6,11,12,1,15,9). Each of those numbers is 4 bits (in the range
0..15), so we can read in half a byte (also known as a “nybble”) of plaintext and store each half byte in a
coefficient. Since we have 10 coefficients, in total, one polynomial can store 5 bytes, as shown in the table
above.

In GF(9999173) we might have a polynomial 37293x? + 12962x + 15072 which we can represent in coefficient
format as (37293,12962,15072). Each of those numbers can store 16 bits (in the range 0..65535), and there
are three coefficients, so each polynomial can store 16 * 3 = 48 bits = 6 bytes. We read in:

e the first two bytes and store them in the first coefficient,
e then read in the next two bytes and store them in the middle coefficient,
e andthenreadin the next two bytes and store them in the last coefficient.

We gave now read in 6 bytes (48 bits) and stored all of them in the coefficients of a polynomial.
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Summary thoughts about GF(p”n)

e Common in GF(p”n) construction: used for fields like GF(22) in AES.
e Used when you need a field with more than p elements.
e You can have larger fields sizes: GF(2) is only 2 elements, but GF(28) has 256 elements.
e Polynomial inverses and multiplication modulo irreducible polynomials produce highly non-linear
outputs.
e Makes algebraic attacks (e.g., linear or differential cryptanalysis) much harder.
e Fields like GF(28) allow fixed-size byte operations with well-defined inverses.
e Efficient in hardware and software while maintaining cryptographic strength.
e Asymmetric crypto prefers large prime fields GF(p)
e For RSA, DH, ECC over prime fields — size, not structure, provides security.
e GF(p): Simple, fast, but fewer elements unless p is huge.
e GF(p™n): More complex, supports stronger cryptographic transformations, essential in symmetric
cryptography and ECC.
e Better Avalanche Effect: In polynomial fields, a small change in a single coefficient can affect all bits of
the output after one field operation (e.g., multiplication or inversion). This is because of:
o Polynomial multiplication causing coefficient mixing
o Modular reduction scrambling higher-degree terms
e Irreducibility Adds Hardness: Since GF(p”n) is essentially a quotient ring of polynomials, its operations
naturally introduce algebraic complexity:
o Composing functions over GF(p”n) results in large systems of nonlinear equations
o Solving such systems (e.g., multivariate polynomial equations) is NP-hard
o This is why schemes like AES or multivariate public-key cryptosystems use GF(2")

Integer fields can't simulate this richness without much larger field sizes.
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Section 5: Multiple examples using various Galois Fields GF(p)

Image from ChatGPT just for fun A portrait of Evariste Galois aged about 15
https://en.wikipedia.org/wiki/%C3%89variste Galois
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Example based on 7-digit numbers: GF(9999991)

All arithmetic is in GF(9999991).

Encryption and Decryption matrices are of dimension 4.

Each matrix-times-vector block encryption processes 8 bytes.

There are 384 bits (=24 * 4 * 4) in the encryption and decryption keys.

6623278(1995197|(8594300|[4246532|
[4158412[[4745780][431387 [[9816036] st (34457
9982688(960178 |[5183763||7421176| 1217
19384520/(5801667|[7753392/9908430| 2761

66232781995197][8594300([4246532| [000001 [000000//000000][000000)
sk [4158412][4745780[431387 [981603¢] [000000([000001/[000000][000000)
19982688|/960178 |[5183763||7421176] 000000[000000/[000001/[000000)
19384520(|5801667|[7753392/|9908430] [000000[000000//000000][000001]

Let’s confirm the upper left calculation for the diagonal:

&

g
iy

—
=

6623278 4158412 9082588 9384520

31450099097482 26950510152344 37227050764768 8992875826840

7402590 4407821 4269140 3920432
Add Together: 19999983
i Modulus: 1
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Example based on 8-digit numbers: GF(99999989)

All arithmetic is in GF(99999989).
Encryption and Decryption matrices are of dimension 4.

Each matrix-times-vector block encryption processes 8 bytes.

There are 432 bits (=27 * 4 * 4) in the encryption and decryption keys. .

->k

535435

199870828//82971830(30044072[45008093)|

83283000(/5471351 [[84500837(62536209)

6259441 (78382986(83544969(99076237|

11042451([59120010(/36583857|(32022153|

b

55435

i

-*

[99870828|[82971830|[30044072/[45008095

[200001][000000][000000][000000

[83283000][5471351 [[84500837)62536209

— [000000/000001 000000]/000000)

[6259441

78382986

85544969

99076237

— |[000000

000000000001 000000

[11042451

59120010

36583857

32022153

000000

300600 006000060001

Let’s confirm the upper left calculation for the diagonal:

99870828

Multiply:
Modulus:
Add Together:
Modulus:

897970007
1995999979
00000001

83283000

13837363
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32862542

11042451

2795495160465480 1777703118390000 383020790730254 1024887642492420

55230067




Example based on 9-digit numbers: GF(999999937)

All arithmetic is in GF(999999937).

Encryption and Decryption matrices are of dimension 4.

Each matrix-times-vector block encryption processes 8 bytes.

There are 480 bits (=30 * 4 * 4) in the encryption and decryption keys.

->k

524088090/|160614308//653943682((9126874534|
[632991135/985862386][452910652(87558434 | ke
938980386/[368906120||272984954|[819401218]
84706327 |[541134665|708628948|[265954983| 864114887

[324088090[160614308)(653943682/[912687454 [000001 [000000][000000][000000]
sk [632991135]|985862386][452910652][87558434 | ___ [000000 000000/[000000
938980386/[568906120][272984954/[819401218] ~ [000000(000000([000001 [000000]
84706327 [[541134665|[708628948)[265954983 000000][000000][000000[000001

Let’s confirm the upper left calculation for the diagonal:

524088030 632991135 938580386 084706327
272,758,552,748,504,730 257,488,008,563,055,270 580,544,391,998,566,458 58,209,111,042,864,849
932294577 784800782 572865422 710039031

2998509812
00000001

https:/fwww.calculator.net/big-number-calculator.html

Although formatted in Excel, this 9-digit integer math exceeds Excel’s precision,
So the math (multiplication, modulo, addition) was performed via the website
https://www.calculator.net/big-number-calculator.html
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Omer Gindi: implemented Cooper Cryptosystem in GF(16777619)

Omer Gindi implemented this Cooper Hill cipher extension with a GF(16777619).

Full source code for Omer’s cryptosystem is open source on GitHub at
https://github.com/RPN17M2G/HillCipher-with-GaloisField-CiphertextExpansion
is written in “C” and includes these fundamental operations:

® Encryption Key Generation

e Decryption Key Generation

e Encryption

e Decryption

* Generate Encryption Key and Encrypt

* Generate Decryption Key and Decrypt

An interesting property of GF(16777619) is that all elements in the field fit inside 24 bits. Making it ideal for
efficient data handling and storing in the program.

Omer added an option to choose the type of output to write based on the file extension.

For a text file an ASCIl mapping is utilized for reducing entropy and improving security while for a binary file
the output is written as compact as possible in just 3 bytes per element.

Omer has generated matrices of a wide range of sizes: all the way from 4x4 to 1000x1000, and is able to
encrypt and decrypt large amounts of data with it using block dividing and padding.

With such a large field GF(16777619), the probability that a matrix is invertible over the field is 99.99999404%
or more.

A noteworthy feature of Omer's implementation of the cryptosystem is the ability to choose externally the
amount of random bits to include per byte, with no maximum on the amount (Because the block dividing and
padding enables it), choosing the random bits to plaintext ratio and thus enabling to choose the amount of
efficiency vs security by the user. It joins the option to output the data as a compact binary file for more
efficient needs while enabling users to also choose a more secure cipher configuration.

The next page shows GitHub print-screen for Omer Gindi’s Cryptosystem in GF(16777619).

Page 73 of 186


https://www.linkedin.com/in/omergindi/
https://github.com/RPN17M2G/HillCipher-with-GaloisField-CiphertextExpansion

o Product Solutions Resources Open Source Enterprise Pricing

& RPN17M2G / HillCipher-with-GaloisField-CiphertextExpansion ' Public

<» Code (5) Issues % Pull requests 1 () Actions [ Projects () Security |~ Insights

¥ main - P 4 Branches © 0Tags Q Gotofile

@) RPN17M2G Merge pull request #1 from Dev-v1.00 @ €37ea98 - last week
Jgithub/workflows returnred to powershell
GaloisFieldHillCipher fixed comment

D Jgitignore partly fixed add_random_bits

[__b] .gitmodules addded unity to cmake and added field basic operation...

[ README.md removed target from build

[0 README

Galois Field Hill Cipher

{> Code ~

) 150 Commits

last week

last week

2 months ago
3 weeks ago

last week

This implementation is for EDUCATIONAL PURPOSES ONLY and should NOT be used in any real-world

environment.
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Example of an invertible 20x20 encryption matrix in GF(997727), all are six-digit numbers,
comprising an 8,000 bit encryption key, which would process 40 bytes of plaintext per encryption operation.

Inverse matrix (yellow) on the next page.
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Inverse Matrix (yellow) of the Encryption Matrix (green) on the prior page.

[401574][292179[[474414][832724][409663|[888921|[059884|[098546] 496015([891611][620860[033129|[35936 7974365435945 418739|[520810] | 753343 032499|[885125)|
[102327|[116649[422570(061779][782167[289156) 561196/ [813046| 286261](976555][8 75010|[534042|[597975|[164462|068547|[7613 11 |[004807|[780454] 026483162189
[120622([731610([286854] 15045044 7811][959265)881473/[038518|[270447][070930|[306000|[819417|[587567|[141424]|643 116][725919([751334][ 175498 789538321216
551799/[7823522][221202][122012][159671][914055][016665][638850][373512|[484967|[541143|[660292|[730269|[345015][063228][833492|[283325[338819][ 735066779215
378318)[337210][058771/[971461][949777][745810][056176][056065][515098||628083][001160|[785628|[655372][906493][197707|[767843[[027797|[091516]459811[899047
[457575|[552344[[436268(814903([119750/[896353|[860179)[960419||195410/[207839|[641306|[450231|[102307|[332439||173067|[326457||046098[538393 | 733168[223185|
[370510|[525878([239627(873301([880233(605481|[392016/[769693| 704895/ |611972|[334628|[201277||677268|[877827||648056/|272629||518542([302983 087352728903
[202043([871620([151829([489781|[367155638808||681238||615552|[464919|[326446|[173707|[421094||[294428|[845587||364660(|780709(|727349/|685848(395561|[415365)|
[332273/[982419([069739][109262|[512168|[785481|[940327|[444723| 667916 7469036496966 79347]|975629)[222461||359537 595531 ||978645] 386835 269358/ [665546|
[632186][498140([843877]|654995[155034|[858457)[511615][972258|[146390([430285][ 183672 777179||543538)(025239||474937)433594[[271604] 011 762([925310|[035263)|
[004601([535658([964082 (626642 ([861464380835/924088][030602|[357023/[287738|[079969|(986849|[131497/[960053||205045][876623([5944 50( 72069590943 4] 183458
[560037|[524695([159420744024][236700/[719180/[777391/[101487|[861462] 480346|[487882|[841177||424162/[018159|749564/[382871||666626(909047 (534163 [819774]
912977)[879809][667881)(693061][952871][729341][271821|[484657|[411342|[496389|[498118|[725375/[700103|[110189][732088|[348306|[445553][735984[396981|[324288
750960/(865312][459780/(973413][661415][214542][980389][797286|[457021][897028|[328034|[210615][160699|[361423][403253][697791|[133841[[054139][ 142696541032
892253([731717|[389672(741749/[840142(922034|431524)[485873| 460383/ |619065/[620276|[873578||760951|[287052|104515]|620646||655451(|590930(219058[250872|
[607864([142712[[033970(/501866[487444/221507|[968576||178806| 623162][247178|[349673|[141015(|534354/[697308||478560|[867928(|151088([211287|[437317|[189766|
[666177|[369900([203101([510625([363445735721[636736/|605837||666000/[428561|[237887|(883397|[110261|[642416/|706126/[164227|[369151|[563761 (309645080497
[193142/[483752[[378690][205085|138564|[207657|065950|[603531][459972(|610509|[8924 76| 000166|[499528 (8 77502||169621) 781850(|967320] 00256720953 8| [262898|
[614484|[868588|565169](979089[267000|[509299)[718592|[508253| 581380 729645][779522]|680093|[314736)[741749||992296 | 112596 |96 4887] 056666 134560|[851391]
[212138[[901639([647926986282([046063 670495277836/ [723180](633311/(923031|[197300|[469750]|015658|[134859||055441][145151([734729][397702(351787|[044850|
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Example of an invertible 12x12 encryption matrix in GF(999999937), all are nine-digit numbers,
comprising a 4,320 bit encryption key, which would process 24 bytes of plaintext per encryption operation.

477289455
736920744
243696225
236961212
603932153
962494364
581893864
521269438
827167338
728718133
418000964
725177368

| want to thank and acknowledge Klaus Schmeh, Stiepan Aurélien Kovac, Mark Robuck, and Omer Gindi for reviewing early

436626737
733619358
149081650
448795920
509086764
693532453
048545657
727410408
273090835
883100728
095436639
864835592

733371558
385990085
624626993
210026398
675605052
721558064
637530465
037620643
521778160
346454335
160636230
224922075

008439811
427614552
951203881
666065714
912363400
122485278
753574195
403773941
464009203
885389927
371144234
915073778

796696753
214237683
054147340
389535541
572328806
637885565
398874924
031061214
177257757
408136391
675580133
837429118

539418804
005456056
611310853
267046631
054330290
978785226
447892107
950398954
518892465
679551538
001171010
385228802

183665878
086122055
780742322
777843559
326398528
360923324
470209864
141258476
296100974
424741574
979404933
355748703

301669137
604250612
879269312
422749326
070902016
790987156
573850198
303477811
082923378
842448329
951398648
714848056

462502042
974667456
871441510
824827755
852547504
879339568
194838251
015121397
227777144
647384229
960677071
563588185

616758593
446959442
275255051
024857569
501902682
924062405
291613751
294263249
373672426
146018186
168042802
976260379

035253735
309077839
408035578
073696624
992640583
127723891
953591113
222183470
905547372
628553633
723592233
864588646

versions of this document, and providing helpful feedback.
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239333703
054094050
575592847
606701924
325692782
252862619
453824990
668652081
405746259
295022236
147912664
881723133


https://www.linkedin.com/in/klaus-schmeh-36840aa/
https://www.linkedin.com/in/stiepan-aur%C3%A9lien-kovac-053737b3/
https://www.linkedin.com/in/mark-robuck/
https://www.linkedin.com/in/omergindi/

List of the NINE Cryptosystems, which | have programmed over the years, based on the Rodney Cooper Cipher:

Program Programming GF(p) or Max Matrix Max # of
Name Year Language Prime P GF(p”n) Dimension Key Bits Additional Comments
GF 1981 FORTRAN Any of the 4459 GF(9999143) 5 (17*3)*(5*5) = My Master’s Thesis
GFKEY primes between 1,275 bits
50000 and 99999 (DES was only 56)
GF 1986 | Turbo Pascal 17 GF(17710) 15 (4 * 10) * (15 * 15)
for DOS (4 bits) =
9,000 bits
Hill 1987 Turbo C 67 GF(67) 254 6 * (254 * 254) =
(6 bits) 387,096 bits
Cooper 1988 | Turbo Pascal 17 GF(17710) 56 (4 * 10) * (56 * 56)
for Windows (4 bits) =
125,440 bits
Eclipse 1989 APL 999983 GF(999983) 50 20 *50 * 50 =
(20 bits) 50,000 bits
Sub-Rosa 1989 | Turbo Pascal 65521 GF(65521) 1949 16 * 1949 * 1949 =
for Windows (16 bits) 60,777,616 bits
Summit 1992 | Turbo Pascal 2147483647 GF(2147483647) 1378 31*1378 * 1378 =
For Windows (31 bits) 58,865,404 bits
Crypto-Chat | 1999 Visual Basic 46337 GF(46337) 500 15 * (500 * 500) = WinSock communications
(15 bits) 3,750,000 bits
Cooper-24 2024 PHP 997727 GF(997727) 4000 20 * 4000 * 4000 = PHP for Web Page Display
(20 bits) 320,000,000 bits
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Appendix A: Google Gemini creating Cryptosystems in Multiple Languages in Minutes

After version 2 of this paper was finished, | realized that while | had presented only small samples of source
code, but it was in PHP (because | needed to create formatted web pages with images to insert into this
paper). | had not provided full source code. As a thesis of this paper is that A.l. (Artificial Intelligence) can
write mathematical cryptosystems, | turned to Google Gemini, and it did a great job! Here was my “ask”:

>

10.

Google Gemini: Can you write a cryptosystem in <<Language>>, which includes these 10 requirements?

All arithmetic is GF(997727), there should be a variable “mod” set to 997727.

Variable “dim” defines the dimension of the encryption key matrix “encr”, use 6 as the initial value for
testing.

“encr” should be filled with cryptographically secure random numbers in GF(997727).

Create a function GaussJordanGF which creates the inverse matrix in GF(997727), this is the decryption
key matrix “decr”.

Randomly fill a vector “offset” (same dimension “dim”) with cryptographically secure random numbers.
We need a plaintext vector named “plain” (same dimension “dim” which is filled with two bytes per
element, read in from the file plaintext.txt. so, if dim=10, the vector will contain 20 bytes.

The encryption math (equation) is “encr * plain + offset = cipher” where cipher is the ciphertext vector.
Then decryption math (equation) is “decr * (cipher — offset)” so do the subtraction first.

Confirm both the encryption math and decryption math “match” (the decrypted ciphertext is equal to
the plaintext).

Display everything (matrices and vectors and plaintext and ciphertext) to the screen, and save (to the
key file) all generated values in ASCIl on separate lines, which has the filename starts with prefix
“PyCooper-” followed by dim followed by hyphen followed by date followed by hyphen followed by
time.

| should note that these are not “production ready” cryptosystems, instead they illustrate
all the mathematics and all the basic manipulations of plaintext and ciphertext.

Specifically, these programs are performing the Affine Transformation math, which is:

e Decryption Matrix is the Inverse of the Encryption Matrix
e ( Encryption Key Matrix * Plaintext Vector ) + Random Offset Vector = Ciphertext Vector

® Decryption Key Matrix * ( Ciphertext Vector - Random Offset Vector ) = Plaintext Vector
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| asked Google Gemini to create this cryptosystem in FIVE different programming languages:

Rust, C, Python, Java, and Go (Golang)

Rust and C and Java were VERY fast! Much faster than Python (and earlier PHP).

These timings are from a Dell server running Dual Six-Core intel Xeon “E5-2620 v3” processors, “YMMV”.

C el Tlme Clock Time Clock Time Clock Time Clock Time
MBI running running RUST running “C” running Java Running Go
Python 8 8 8 8
e GF(997727) and
Galois Field: | GF(997727) GF(1077777719) GF(997727) GF(1077777719) |GF(1077777719)
Lines of 224 Lines 456 Lines 485 Lines 499 Lines 534 Lines
Source Code

100x100 4.5 seconds 0.07 seconds 0.05 seconds 0.32 seconds 0.04 seconds
200x200 16.8 seconds 0.20 seconds 0.25 seconds 0.56 seconds 0.18 seconds
500x500 3 mu;:'::es 43 1.7 seconds 2.5 seconds 4.30 seconds 1.84 seconds

12 minutes 4.7 seconds
750x750 (no screen output) 6.8 seconds 7.66 seconds 6.0 seconds

19.5 seconds
5.5 seconds
11 seconds
(no screen output)
1000x1000 29 minutes 14 12 secondfs 14 seconds 13 seconds 13 seconds
seconds (parallel version)
14 seconds
(without parallel)

Additionally, these are not programming languages which | typically use, but it did not make any difference,
Google Gemini output working source code, and even provided instructions on how to run each.

Microsoft Copilot reviewed the Top 10 programming languages at https://www.geeksforgeeks.org/blogs/top-
programming-languages-of-the-future-2025/ which also have strong support for cryptography:

o Python — Widely used in data science, Al, web development, and scripting. Highly suitable for

cryptography due to libraries like cryptography, PyCrypto, and PyNaCl.

o Java—Common in enterprise applications and Android development. Highly suitable for cryptography
with robust libraries like javax.crypto and Bouncy Castle.
o C++—Known for performance-critical applications. Highly suitable for cryptography, especially in systems
programming and embedded systems.
o Go (Golang) — Gaining traction in cloud and network services. Highly suitable for cryptography with built-
in support in the crypto package.
O Rust — Known for memory safety and performance. Most suitable for cryptography due to its safety
guarantees and libraries like RustCrypto.
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| also asked Google Gemini to implement a parallel version of the Rust program [source code not shown
below]. Below is what Google Gemini wrote and did in that version.

To implement parallelization in your Rust cryptosystem, we'll leverage the rayon crate, which provides a
data-parallel iterator API. This will allow us to parallelize the matrix-vector multiplication, which is a
significant part of the computation, especially for larger matrix dimensions.

Changes Made:

1. mat_vec_mul_gf Parallelization:
o The outer loop that calculates each element of the result vector has been converted to a
parallel iterator using .par_iter().enumerate().
o This means the calculations for result[0], result[1], etc., will now be distributed across

multiple CPU cores, potentially speeding up this O(N?) operation significantly for larger DIM
values.

2. Other functions: The gauss_jordan_gf function remains sequential. While it's O(N3), parallelizing this
specific algorithm effectively is much more complex due to its inherent data dependencies between
rows. For general-purpose highly optimized matrix inversion, specialized linear algebra libraries
(often written in Fortran or C, and heavily optimized for parallel architectures) are typically used.
However, parallelizing mat_vec_mul_gf is a common and effective first step for performance gains.
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Having asked Google Gemini to write the same program in three different languages, and based on little
difference in speed between the first version of the Rust and “C” programs, Google Gemini provided some
additional thoughts, advocating for Rust:

General Benefits of Rust:

e Memory Safety without Garbage Collection: Rust's unique ownership and borrowing system
ensures memory safety at compile-time. This eliminates common bugs like null pointer
dereferences, buffer overflows, and use-after-free errors that plague languages like C, all without
the runtime overhead of a garbage collector.

e Performance: Rust offers performance comparable to C/C++ because it compiles to native code,
provides low-level control over hardware, and has zero-cost abstractions.

e Concurrency Safety: The ownership system extends to concurrency, preventing data races and other
multithreading bugs at compile-time. This makes writing safe parallel code significantly easier than in
C.

e Modern Language Features: Rust includes modern language features like robust type inference,
powerful iterators, pattern matching, and a strong module system, which contribute to more
expressive and maintainable code.

e Strong Ecosystem & Tooling: It has a vibrant and growing ecosystem of crates (libraries) and
excellent tooling (Cargo for package management, rustfmt for formatting, clippy for linting).

Specific Benefits of Rust for Cryptography (and why it's recommended over C in this context):

o Critical Security Vulnerability Prevention: This is the most crucial benefit for cryptography. A
significant portion of security vulnerabilities in cryptographic libraries written in C (e.g., historical
OpenSSL bugs) are due to memory safety issues. Rust's compile-time guarantees largely eliminate
these classes of bugs, making it much harder to introduce accidental security flaws related to
memory.

o Safer Concurrent Implementations: Cryptographic operations are often parallelized for
performance. Rust's concurrency safety features allow you to write multi-threaded code with strong
compile-time assurances against data races, which could otherwise be exploitable side-channels or
lead to incorrect results in cryptographic algorithms.

e Predictable Performance: Without a garbage collector, Rust provides consistent, low-latency
performance essential for timing-sensitive cryptographic operations, avoiding unexpected pauses
that can occur with GC.

e Improved Maintainability and Auditing: Code that is less prone to memory errors is generally easier
to reason about, maintain, and audit for cryptographic correctness, which is vital in security-sensitive
domains.

e Growing Cryptographic Ecosystem: Rust has a burgeoning ecosystem of modern, security-focused
cryptographic libraries (e.g., ring, RustCrypto projects) built with Rust's safety guarantees in mind.

In essence, while both C and Rust can achieve high performance, Rust's fundamental design prioritizes
safety without compromising performance, making it a much more reliable and secure choice for building
cryptographic systems, reducing the attack surface significantly.
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Appendix B.1: Rust GF(997727) Cryptosystem source code — 456 lines generated by Google Gemini

use rand::seq::SliceRandom; // For randomly picking characters and shuffling permutations
use rand: :Rng;

use rand::rngs::0sRng; // For cryptographically secure random numbers

use std::collections::HashMap;

use std::io::{self, Read, Write};

use std::fs::File;

use std::path::Path;

use chrono::{Local, DateTime}; // For date and time in filename

// 1. All arithmetic is GF(997727), there should be a variable “mod” set to 997727.
Const MOD: u64 = 997727;

// 2. Variable “dim” defines the dimension of the encryption key matrix “encr”, use 6 as the initial value for testing.
Const DIM: usize = 6;

// Character pool for ASCII mapping: Capital A-Z and lower-case a-z (52 letters)

const CHAR POOL: &str = “ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz”;

const NUM CHARS PER DIGIT MAPPING: usize = 5; // User specified 5 ASCII characters per digit

const MAX DIGITS IN MOD: usize = 6; // Maximum number of digits for a number in GF(997727) (997727 is 6 digits)

/// Extended Euclidean Algorithm to find GCD and coefficients x, y such that ax + by = gcd(a, b)
fn egcd(a: 164, b: io6d) -> (i64, io04d, 1i64) {

if a == 0 {
(b, 0, 1)
} else {
let (g, y, x) = egcd(b % a, a);

(g, x = (b / a) *vy, vy)
}

/// Computes the modular multiplicative inverse of ‘a’ modulo ‘m’.

/// Panics if the inverse does not exist (i.e., if gcd(a, m) != 1).
Fn mod inv(a: u64, m: u64) -> u64d {

let (g, x, ) = egcd(a as 164, m as i64);

if g 1= 1 {

panic! (“Modular inverse does not exist for {} mod {}”, a, m);

((x $ m as 164) + m as 164) as u6d $ m

/// Performs matrix-vector multiplication in GF (MOD) .

Fn mat vec mul gf(matrix: &Vec<Vec<u64>>, vector: &Vec<u64>) -> Vec<ub64> {
let rows = matrix.len():;
let cols = matrix[0].len();
let vec len = vector.len();
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if cols != vec len ({
panic! ("Matrix columns must match vector length for multiplication”);

let mut result = vec![0u64; rows];
for 1 in 0..rows {
for j in 0..cols {
result[i] = (result[i] + matrix([i][j] * vector[j]) % MOD;

}

result

}

// 4. Create a function GaussJordanGF which creates the inverse matrix in GF(997727), this is the decryption key matrix “decr”.
/// Computes the inverse of a matrix using Gauss-Jordan elimination in GF (MOD) .
/// Returns an Option<Vec<Vec<u64>>> (None if the matrix is singular).
fn gauss jordan gf (matrix: Vec<Vec<u64>>) -> Option<Vec<Vec<u64>>> { // Removed 'mut' from 'matrix'
let n = mat?ix.len();
if n == 0 || matrix[0].len() != n {
return None; // Not a square matrix

}

// Create an augmented matrix [A | I]
let mut augmented matrix = vec![vec![0u64; 2 * n]; n];
for i in 0..n {
for j in 0..n {
augmented matrix[i] []]

matrix[i][j]; // Copying content from original matrix

}

augmented matrix[i] [n + 1i]

1; // Identity part

for i in 0..n {
// Find pivot (first non-zero element in the current column, starting from current row)
let mut pivot row = i;
while pivot row < n && augmented matrix[pivot row] [i] == 0 {
pivot row += 1;
}
if pivot row == n {
// Matrix is singular
return None;

}

// Swap current row with pivot row
augmented matrix.swap (i, pivot row);

let pivot val = augmented matrix[i] [i];
let inv pivot val = mod inv(pivot val, MOD);

// Make pivot 1
for j in 0..2 * n {
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)

augmented matrix[i] [j] = (augmented matrix[i][j] * inv pivot val) % MOD;

}

// Eliminate other rows
for row idx in 0..n {

if row _idx != 1 {
let factor = augmented matrix[row idx][i];
for col idx in 0..2 * n {
let term = (factor * augmented matrix[i][col idx]) % MOD;
augmented matrix[row idx] [col idx] = (augmented matrix[row idx] [col idx] + MOD - term) % MOD;

}

// Extract the inverse matrix from the right half of the augmented matrix
let mut inverse = vec! [vec![0u64; n]l; nl;
for i in 0..n {
for j in 0..n {
inverse([i] [j] = augmented matrix[i][n + JI;
}
}

Some (inverse)

}

// 3. “encr” should be filled with cryptographically secure random numbers in GF(997727) .
/// Generates a matrix filled with cryptographically secure random numbers modulo MOD.
fn generate secure random matrix(rows: usize, cols: usize) -> Vec<Vec<u64>> ({

let mut rng = OsRng;

let mut matrix = vec! [vec![Qu64; cols]; rows];

for r in 0..rows {

for ¢ in 0..cols {
matrix[r] [c] = rng.gen range(0..MOD);

}

matrix

}

// 5. Randomly fill a vector “offset” (same dimension “dim”) with cryptographically secure random numbers.
/// Generates a vector filled with cryptographically secure random numbers modulo MOD.
fn generate secure random vector (dim: usize) -> Vec<u64> {

let mut rng = OsRng;

let mut vector = vec![0u64; dim];

for i in 0..dim {

vector[i] = rng.gen range (0..MOD) ;
}

vector
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// 6. We need a plaintext vector named “plain” (same dimension “dim”) which is filled with two bytes per element, read in from the
file plaintext.txt.
fn read plaintext to vector(filename: &str, dim: usize) -> io::Result<Vec<u64>> {

let mut file = File::open(filename) ?;

let mut content = Vec::new();

file.read_to_end(&mut content) ?;

let required bytes = dim * 2;
if content.len() < required bytes {
eprintln! (
"Warning: Plaintext file contains only {} bytes, but {} bytes are required for dim={}. Padding with zeros.",
content.len(),
required bytes,

dim
)i
content.resize (required bytes, 0); // Pad with zeros
} else if content.len() > required bytes {
eprintln! ( h

"Warning: Plaintext file contains {} bytes, but only {} bytes will be used for dim={}.",
content.len (),

required bytes,
dim
);
content.truncate (required bytes); // Truncate

let mut plain vector = vec![0u64; dim];

for i in 0..dim {
// Combine two bytes into a single ul6, then cast to u64
let bytel = content[i * 2] as ul6;
let byte2 = content[i * 2 + 1] as ulb6;
plain vector[i] = ((bytel << 8) | byte2) as u64;

}

Ok (plain_ vector)

}

/// Generates a random mapping from each digit (0-9) to 5 unique ASCII characters from CHAR POOL.
fn generate digit to char mapping() -> HashMap<u8, Vec<char>> {

let mut rng = OsRng;

let pool chars: Vec<char> = CHAR POOL.chars() .collect();

let mut mapping = HashMap: :new () ;

for digit in 0..=9 { // Iterate for digits 0 through 9
let mut selected chars = Vec::new();

let mut temp pool = pool chars.clone(); // Create a mutable copy to draw from

for in 0..NUM CHARS PER DIGIT MAPPING {
if temp pool.is empty () {
panic! ("Not enough unique characters in CHAR POOL for mapping!");

}
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let random index = rng.gen range(0..temp pool.len()):;
let chosen char = temp pool.remove (random index) ;
selected chars.push(chosen char);
}
mapping.insert (digit, selected chars);
}
mapping
}

/// Converts a numeric ciphertext vector into an ASCII string based on the digit-to-char mapping
/// This function performs the substitution only, no permutation.
fn numeric ciphertext to ascii substituted(
numeric cipher: &Vec<u64>,
mapping: &HashMap<u8, Vec<char>>,
) —> String {
let mut rng = OsRng;
let mut ascii ciphertext parts = Vec::new();

for cipher num in numeric_ cipher {
// Pad the number with leading zeros to MAX DIGITS IN MOD to ensure consistent length
let num str = format! ("{:0width$}", cipher num, width = MAX DIGITS_ IN MOD) ;
let mut current ascii num str = String::new();

for digit char in num str.chars() {
let digit = digit char.to digit(10) .unwrap() as u8;
let possible chars = mapping.get (&digit) .unwrap();
let chosen char = possible chars.choose (&mut rng) .unwrap(); // Randomly pick one of the 5 chars
current ascii num str.push(*chosen char);
}
ascii ciphertext parts.push(current ascii num str);
}
ascii ciphertext parts.join(" ")

}

/// RApplies a permutation to the characters of an ASCII ciphertext string.
fn apply permutation to ascii ciphertext(
unpermuted ascii ciphertext: é&str,
permutation order: &Vec<usize>,
max_digits in mod: usize // Pass MAX DIGITS IN MOD for per-number processing
) —> String {
let mut permuted parts = Vec::new();
// Split the unpermuted string by spaces to get individual numbers' ASCII representations

for part in unpermuted ascii ciphertext.split(' ') {
let chars: Vec<char> = part.chars() .collect();
let mut permuted chars: Vec<char> = vec![' '; chars.len()]; // Initialize with placeholder

// Check if the current part's length matches the expected MAX DIGITS IN MOD
// This is important for permutation to work correctly based on fixed indices
if chars.len() != max digits in mod {
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eprintln! ("Warning: ASCII part '{}' has length {} which does not match MAX DIGITS IN MOD {}. Permutation might be
inconsistent.", part, chars.len(), max digits in mod);

// Fallback: if lengths don't match, just return the original part.

// Or handle error as appropriate for your security model.

permuted parts.push(part.to string());

continue;

}

// Apply permutation

for (src_idx, &target idx) in permutation order.iter().enumerate() {
if target idx < chars.len() { // Ensure target idx is within bounds
permuted chars[target idx] = chars[src_ idx];
} else {

eprintln! ("Warning: Permutation target index {} out of bounds for characters length {}. Skipping character.",
target idx, chars.len());
}
}
permuted parts.push(permuted chars.into iter().collect());

}

permuted parts.join(" ")

fn main() -> io::Result<()> {
// Generate encryption key matrix
let mut encr: Vec<Vec<ub64>>;
let decr: Vec<Vec<u64>>;

loop {
encr = generate secure random matrix (DIM, DIM);
match gauss_ jordan gf (encr.clone()) {
Some (inverse) => {
decr = inverse;
break;
}
None => {
eprintln! ("Encountered singular matrix for encr. Regenerating...");
// Loop continues to generate a new encr

}

// Generate offset vector
let offset = generate secure random vector (DIM);

// Create a dummy plaintext.txt if it doesn't exist for testing

let plaintext filename = "plaintext.txt";
if !Path::new(plaintext filename).exists() {
let mut dummy file = File::create(plaintext filename)?;

dummy file.write all (b"This is a test plaintext for our cryptographic system.")?;
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println! ("Created a dummy '{}' for testing.", plaintext filename);

let plain = read plaintext to vector(plaintext filename, DIM)?;

// 7. The encryption math (equation) is “encr * plain + offset = cipher” where cipher is the ciphertext vector.
let cipher intermediate = mat vec mul gf (&encr, &plain);
let mut cipher = vec![0Ou64; DIM];
for i in 0..DIM {
cipher[i] = (cipher intermediate[i] + offset[i]) % MOD;

}

// Generate the digit-to-char mapping
let digit to char mapping = generate digit to char mapping();

// Generate a random permutation for digit positions within each number
let mut digit permutation order: Vec<usize> = (0..MAX DIGITS IN MOD).collect();
digit permutation order.shuffle (&mut OsRng) ;

// Generate ASCII ciphertext after substitution, BEFORE permutation
let ascii ciphertext substituted = numeric ciphertext to ascii substituted(&cipher, &digit to char mapping);

// Apply permutation to the substituted ASCII ciphertext

let ascii ciphertext permuted = apply permutation to ascii ciphertext(
&ascii ciphertext substituted,
&digit permutation order,
MAX_DIGITS IN MOD

) i

// 8. Then decryption math (equation) is “decr * (cipher - offset)” so do the subtraction first.
let mut cipher minus offset = vec![Ou64; DIM];
for i in 0..DIM {
// Ensure positive result for modulo arithmetic: (a - Db)
cipher minus offset[i] = (cipher[i] + MOD - offset[i]) % MOD;
}

let decrypted plain = mat vec mul gf(&decr, &cipher minus offset);

// 9. Confirm both the encryption math and decryption math “match” (the decrypted ciphertext is equal to the plaintext).
let is match = plain == decrypted plain;

// 10. Display everything (matrices and vectors and plaintext and ciphertext) to the screen,

// and save (to the key file) all generated values in ASCII on separate lines, which has the filename

// starts with prefix “RustCooper-” followed by dim followed by hyphen followed by date followed by hyphen followed by time.
// The file type for the key file should be ".key" not ".txt".

let local time: DateTime<Local> = Local::now();
let file prefix = local time.format (&format! ("RustCooper-{}-%¥%m3d-%$H3M3S", DIM)) .to string();
let key filename = format! ("{}.key", file prefix); // Changed to .key extension
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println! ("\n--- Cryptosystem Details ---");
println! ("Modulus (GF): {}", MOD);
println! ("Dimension (dim): {}", DIM);

// Updated matrix and vector printing to ensure 6-digit alignment

println! ("\n--- Encryption Key Matrix (encr) ---");
for row in &encr {
println! ("{}", row.iter().map(|&x| format! ("{:0width$}", x, width = MAX DIGITS_ IN_MOD)).collect::<Vec<String>>().join (" "));
}
println! ("\n--- Decryption Key Matrix (decr) ---");
for row in &decr {
println! ("{}", row.iter().map(|&x| format! ("{:0width$}", x, width = MAX DIGITS IN MOD)).collect::<Vec<String>>().Jjoin(" "));
}
println! ("\n--- Offset Vector ---");
println! ("{}", offset.iter().map(|&x| format! ("{:0width$}", x, width = MAX DIGITS_IN_MOD)).collect::<Vec<String>>().join(" "));
println! ("\n--- Plaintext Vector (numeric representation) ---");
println! ("{}", plain.iter() .map (|&x| format! ("{:0widths$}", x, width = MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))

// Reordered and numbered output sections for console

println! ("\n--- 1. Ciphertext Vector (numeric representation) ---");
println! ("{}", cipher.iter () .map(|&x| format! ("{:0widthS$}", x, width = MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "));
println! ("\n--- 2. Digit to ASCII Character Mapping —---");

let mut sorted keys: Vec<&u8> = digit to char mapping.keys().collect();

sorted keys.sort();

for digit in sorted keys {
let chars: Vec<String> = digit to char mapping.get(digit) .unwrap() .iter().map(|&c| c.to_string()) .collect();
println! ("Digit {}: {}", digit, chars.join(", ")):;

}

// NEW SECTION: Ciphertext after substitution

println! ("\n--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---");

println! ("{}", ascii ciphertext substituted);

println! ("\n--- 4. Digit Position Permutation Order (Indices for O-based digits) ---");
println! ("{:?}", digit permutation order);

println! ("\n--- 5. ASCII Ciphertext (Permuted) ---"); // Updated label to reflect permutation
println! ("{}", ascii ciphertext permuted);

// Removed section number for Decrypted Plaintext Vector

println! ("\n--- Decrypted Plaintext Vector (numeric representation) ---");
println! ("{}", decrypted plain.iter().map(|&x| format! ("{:0width$}", x, width =
MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "));
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println! ("\nMatch between original plaintext and decrypted plaintext: {}", is match);

// Save to key file

let mut key file = File::create(&key filename)?;
writeln! (key file, "Modulus (GF): {}", MOD)?;
writeln! (key file, "Dimension (dim): {}\n", DIM)?;

// Updated matrix and vector writing to ensure 6-digit alignment
writeln! (key file, "Encryption Key Matrix (encr):")?;
for row in &encr {

writeln! (key file, "{}", row.iter().map(|é&x| format! ("{:0width$}", x, width =

MAX DIGITS IN MOD)) .collect::<Vec<String>>().join(" "))?;
}
writeln! (key file, "")?;
writeln! (key file, "Decryption Key Matrix (decr):")?;

for row in &decr {
writeln! (key file, "{}", row.iter().map(|é&x| format! ("{:0width$}", x, width =
MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?2;
}

writeln! (key file, "")?2;

writeln! (key file, "Offset Vector:")?;
writeln! (key file, "{}\n", offset.iter().map(|&x| format! ("{:0width$}", x, width =

MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?2;
writeln! (key file, "Plaintext Vector (numeric representation):")?;
writeln! (key file, "{}\n", plain.iter().map(|&x| format! ("{:0width$}", x, width =
MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?2;

// Reordered and numbered key file sections

writeln! (key file, "--- 1. Ciphertext Vector (numeric representation) ---")?2;

writeln! (key file, "{}\n", cipher.iter().map(|&x| format! ("{:0width$}", x, width =
MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?;

writeln! (key file, "--- 2. Digit to ASCII Character Mapping ---")?;

let mut sorted keys for file: Vec<&u8> = digit to char mapping.keys() .collect();
sorted keys for file.sort();
for digit in sorted keys for file {

let chars: Vec<String> = digit to char mapping.get(digit) .unwrap() .iter().map(|&c| c.to_string()) .collect();
writeln! (key file, "Digit {}: {}", digit, chars.join(", "))?2;

}

writeln! (key file, "")?;

// NEW SECTION for key file: Ciphertext after substitution
writeln! (key file, "--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---")?2;
writeln! (key file, "{}\n", ascii ciphertext substituted)?;

writeln! (key file, "--- 4. Digit Position Permutation Order (Indices for 0O-based digits) ---")?2;
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writeln! (key file, "{:?}\n", digit permutation order)?;

writeln! (key file, "--- 5. ASCII Ciphertext (Permuted) ---")7?; // Updated label for key file
writeln! (key file, "{}\n", ascii ciphertext permuted)?;

// Removed section number for Decrypted Plaintext Vector in key file

writeln! (key file, "--- Decrypted Plaintext Vector (numeric representation) ---")?2;
writeln! (key file, "{}\n", decrypted plain.iter () .map(|&x| format! ("{:0widthS$}", x, width =
_DIGITS IN MOD)) .collect::<Vec<String>>().join(" "))?2;

writeln! (key file, "Match between original plaintext and decrypted plaintext: {}", is match)?;
println! ("\nAll generated values saved to: {}", key filename);

Ok (())
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Appendix B.2: Rust GF(997727) Cryptosystem: program output

# cargo run --release
Compiling cryptosystem v0.1.0 (/var/www/html/crypto/GF997727/rust-cryptosystem)
Finished "release’ profile [optimized] target(s) in 1.42s
Running ~/var/www/html/crypto/GF997727/rust-cryptosystem/target/release/cryptosystem’
Warning: Plaintext file contains 54 bytes, but only 12 bytes will be used for dim=6.

--- Cryptosystem Details ---
Modulus (GF): 997727

Dimension (dim): 6

--- Encryption Key Matrix (encr) ---
257556 265937 939186 614063 263736 956352
860917 520614 253587 127829 506711 424059
005785 567587 200893 127330 956800 092548
929504 462273 346559 080726 572032 496987
013165 877746 710958 534427 845425 503511
917400 844427 609011 375408 645795 891061

--- Decryption Key Matrix (decr)

772781 323229
792069 557574
605604 084120
132312 028769
288698 876667
208401 285742

582427 030049
745675 938794
446631 630259
150256 361112
530038 991221
276766 396140

013734 342450
709036 846397
328196 646363
818578 120477
824020 646023
748327 368678

-—-- Offset Vector ---
884254 304766 487435 859289 868539 287113

--— Plaintext Vector (numeric representation) ---
021608 026995 008297 029472 024864 029797

--— 1. Ciphertext Vector (numeric representation) ---
044004 173070 525223 221157 326713 631220

--— 2. Digit to ASCII Character Mapping ---

Digit 0: 7z, P, a, c, H

Digit 1: j, i, v, S, Y

Digit 2: C, P, A, v, U

Digit 3: y, v, R, I, K

Digit 4: L, %, V, z, I

Digit 5: y, p, C, S, x

Digit 6: d, A, v, Z, L

Digit 7: C, v, O, H, u

Digit 8: b, v, u, n, Q

Digit 9: X, o, j, A, v

--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---
ZzzHcx JulHOP CuxuvK AASvSv IVvAOiR LIvPPa

--— 4. Digit Position Permutation Order (Indices for 0O-based digits) ---
[5, 3, 0, 2, 4, 1]

--- 5. ASCII Ciphertext (Permuted) ---

zxHzcZ IPHuOj xKuuvC SvvASA AROviI vaPIPL

--- Decrypted Plaintext Vector (numeric representation) ---

021608 026995 008297 029472 024864 029797

Match between original plaintext and decrypted plaintext: true

All generated values saved to: RustCooper-6-20250621-174340.key

Page 93 of 186



Appendix B.3: Rust GF(997727) Cryptosystem: key file contents

# more RustCooper-6-20250621-174340.key
Modulus (GF): 997727
Dimension (dim): 6

Encryption Key Matrix (encr):

257556 265937 939186 614063 263736 956352
860917 520614 253587 127829 506711 424059
005785 567587 200893 127330 956800 092548
929504 462273 346559 080726 572032 496987
013165 877746 710958 534427 845425 503511
917400 844427 609011 375408 645795 891061

Decryption Key Matrix (decr):

772781 323229 582427 030049 013734 342450
792069 557574 745675 938794 709036 846397
605604 084120 446631 630259 328196 646363
132312 028769 150256 361112 818578 120477
288698 876667 530038 991221 824020 646023
208401 285742 276766 396140 748327 368678

Offset Vector:
884254 304766 487435 859289 868539 287113

Plaintext Vector (numeric representation):
021608 026995 008297 029472 024864 029797

--- 1. Ciphertext Vector (numeric representation) ---
044004 173070 525223 221157 326713 631220

-—- 2. Digit to ASCII Character Mapping ---

Digit 0: Z, P, a, c, H
Digit 1: j, i, v, S, Y
Digit 2: C, P, A, v, U
Digit 3: y, v, R, I, K
Digit 4: L, %, V, z, I
Digit 5: y, p, C, S, x
Digit 6: d, A, v, Z, L
Digit 7: C, v, O, H, u
Digit 8: b, v, u, n, Q
Digit 9: X, o, j, A, Vv

--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---
ZzzHcx JulHOP CuxuvK AASvSv IVvAOiR LIvPPa

--— 4. Digit Position Permutation Order (Indices for 0O-based digits) ---
(5, 3, 0, 2, 4, 1]

--- 5. ASCII Ciphertext (Permuted) ---
zxHzcZ IPHuOj xKuuvC SvvASA AROviI vaPIPL

--— Decrypted Plaintext Vector (numeric representation) ---
021608 026995 008297 029472 024864 029797

Match between original plaintext and decrypted plaintext: true
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Appendix C.1: Rust GF(1077777719) Cryptosystem source code — 456 lines generated by Google Gemini

Then | asked Google Gemini to change the Galois Field from GF(997727) which is a 20-bit number,
to GF(1077777719) which is a prime 31-bit number (slightly larger than 2/30).
Instead of all decimal number being output as six digits, they are now ten digits.

use rand::seq::SliceRandom; // For randomly picking characters and shuffling permutations
use rand: :Rng;

use rand::rngs::0sRng; // For cryptographically secure random numbers

use std::collections::HashMap;

use std::io::{self, Read, Write};

use std::fs::File;

use std::path::Path;

use chrono::{Local, DateTime}; // For date and time in filename

// 1. All arithmetic is GF(1077777719), there should be a variable “mod” set to 1077777719.
const MOD: u6d4 = 1077777719;

// 2. Variable “dim” defines the dimension of the encryption key matrix “encr”, use 6 as the initial value for testing.
const DIM: usize = 6;

// Character pool for ASCII mapping: Capital A-Z and lower-case a-z (52 letters)

const CHAR POOL: &str = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz";

const NUM_CHARS_PER_DIGIT MAPPING: usize = 5; // User specified 5 ASCII characters per digit
// Maximum number of digits for a number in GF(1077777719) is 10

const MAX DIGITS IN MOD: usize = 10;

/// Extended Euclidean Algorithm to find GCD and coefficients x, y such that ax + by = gcd(a, b)
fn egcd(a: 164, b: i6d4) -> (i64, io6d, i64) {

if a == 0 {
(b, 0, 1)
} else {
let (g, y, x) = egcd(b % a, a);

(g, x = (b / a) *vy, ¥
}

/// Computes the modular multiplicative inverse of 'a' modulo 'm'.

/// Panics if the inverse does not exist (i.e., if gcd(a, m) != 1).
fn mod inv(a: u64, m: u64) -> u64d {
let (g, x, ) = egcd(a as 164, m as 164);
if g !'= 1 {
panic! ("Modular inverse does not exist for {} mod {}", a, m);

((x $ m as 164) + m as 164) as u6d $ m
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}

/// Performs matrix-vector multiplication in GF (MOD) .

fn mat vec mul gf (matrix: &Vec<Vec<u64>>, vector: &Vec<u64>)
let rows matrix.len();
let cols matrix[0].len();
let vec len vector.len();

-> Vec<u64> {

if cols != vec len ({
panic! ("Matrix columns must match vector length for multiplication");

let mut result = vec![0u64; rows];
for 1 in 0..rows {
for j in 0..cols {
result[i] = (result[i] + matrix([i][j] * vector[j]) % MOD;

}

result

}

// 4. Create a function GaussJordanGF which creates the inverse matrix in GF (1077777719),
/// Computes the inverse of a matrix using Gauss-Jordan elimination in GF (MOD) .
/// Returns an Option<Vec<Vec<u64>>> (None if the matrix is singular).
fn gauss_jordan gf (matrix: Vec<Vec<u64>>) -> Option<Vec<Vec<u64>>> { // Removed 'mut'
let n matrix.len();
if n 0 || matrix[0].len ()
return None;

== !:n{
// Not a square matrix

}

// Create an augmented matrix
let mut augmented matrix
for i in 0..n {
for j in 0..n {
augmented matrix[i] []]

(A | I]
vec! [vec! [0u64;

= 2 * n]; n];

matrix[i][j]; // Copying content from original matrix

}

augmented matrix[i][n + i] 1; // Identity part

for i in 0..n {

// Find pivot (first non-zero element in the current column,

let mut pivot row = i;

while pivot row < n && augmented matrix[pivot row] [i] == 0 {
pivot row += 1;

starting from current

}

if pivot row == n {
// Matrix is singular
return None;

this is the decryption key matrix “decr”.

from 'matrix'

row)
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// Swap current row with pivot row
augmented matrix.swap (i, pivot row);

let pivot val = augmented matrix[i][i];
let inv pivot val = mod inv(pivot val, MOD);

// Make pivot 1
for j in 0..2 * n {
augmented matrix[i] [j] = (augmented matrix[i][j] * inv pivot val) % MOD;

}

// Eliminate other rows
for row idx in 0..n {

if row _idx != 1 {
let factor = augmented matrix[row idx][i];
for col idx in 0..2 * n {
let term = (factor * augmented matrix[i] [col idx]) % MOD;
augmented matrix[row idx] [col idx] = (augmented matrix[row idx][col idx] + MOD - term) % MOD;

}

// Extract the inverse matrix from the right half of the augmented matrix
let mut inverse = vec! [vec! [0u64; n]; n]l;
for i in 0..n {
for j in 0..n {
inverse([i] [j] = augmented matrix[i][n + JI;
}
}

Some (inverse)

}

// 3. “encr” should be filled with cryptographically secure random numbers in GF (1077777719) .
/// Generates a matrix filled with cryptographically secure random numbers modulo MOD.

fn generate secure random matrix(rows: usize, cols: usize) -> Vec<Vec<u64>> ({
let mut rng = OsRng;
let mut matrix = vec! [vec![0u64; cols]; rows];

for r in 0..rows {
for ¢ in 0..cols {
matrix[r] [c] = rng.gen range(0..MOD);
}
}
matrix

}

// 5. Randomly fill a vector “offset” (same dimension “dim”) with cryptographically secure random numbers.
/// Generates a vector filled with cryptographically secure random numbers modulo MOD.
fn generate secure random vector (dim: usize) -> Vec<u64> {
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let mut rng = OsRng;
let mut vector = vec![Ou64d; dim];
for i in 0..dim {

vector[i] = rng.gen range (0..MOD) ;

}

vector
}
// 6. We need a plaintext vector named “plain” (same dimension “dim”) which is filled with three bytes per element, read in from
the file plaintext.txt.
fn read plaintext to vector(filename: &str, dim: usize) -> io::Result<Vec<u64>> {

let mut file = File::open(filename) ?;

let mut content = Vec::new();
file.read_to_end(&mut content) ?;

let bytes per element = 3; // Now reading 3 bytes per element
let required bytes = dim * bytes per element;

if content.len() < required bytes {
eprintln! (
"Warning: Plaintext file contains only {} bytes, but {} bytes are required for dim={}. Padding with zeros.",
content.len (),
required bytes,

dim
);
content.resize (required bytes, 0); // Pad with zeros
} else if content.len() > required bytes {
eprintln! (

"Warning: Plaintext file contains {} bytes, but only {} bytes will be used for dim={}.",
content.len (),
required bytes,
dim
)
content.truncate (required bytes); // Truncate

let mut plain vector = vec![0u64; dim];
for i in 0..dim {
// Combine three bytes into a single u64

let bytel = content[i * bytes per element] as u64;

let byte2 = content[i * bytes per element + 1] as u64;
let byte3 = content[i * bytes per element + 2] as u64;
plain vector[i] = (bytel << 16) | (byte2 << 8) | byte3;

}
Ok (plain vector)

}

/// Generates a random mapping from each digit (0-9) to 5 unique ASCII characters from CHAR POOL.
fn generate digit to char mapping() -> HashMap<u8, Vec<char>> ({
let mut rng = OsRng;
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let pool chars: Vec<char> = CHAR POOL.chars () .collect();
let mut mapping = HashMap::new() ;

for digit in 0..=9 { // Iterate for digits 0 through 9
let mut selected chars = Vec::new();

let mut temp pool = pool chars.clone(); // Create a mutable copy to draw from

for _in 0..NUM CHARS PER DIGIT MAPPING {
if temp pool.is empty () {
panic! ("Not enough unique characters in CHAR POOL for mapping!");
}
let random_index = rng.gen_range(o..temp_pool.len());
let chosen char = temp pool.remove (random index) ;
selected chars.push(chosen char);
}
mapping.insert (digit, selected chars);
}
mapping
}

/// Converts a numeric ciphertext vector into an ASCII string based on the digit-to-char mapping
/// This function performs the substitution only, no permutation.
fn numeric ciphertext to ascii substituted(
numeric cipher: &Vec<u64>,
mapping: &HashMap<u8, Vec<char>>,
) —> String {
let mut rng = OsRng;
let mut ascii ciphertext parts = Vec::new();

for cipher num in numeric cipher {
// Pad the number with leading zeros to MAX DIGITS IN MOD to ensure consistent length
let num str = format! ("{:0width$}", cipher num, width = MAX DIGITS IN MOD);
let mut current ascii num str = String::new();

for digit char in num_str.chars() {
let digit = digit char.to digit(10) .unwrap() as u8;
let possible chars = mapping.get (&digit) .unwrap();
let chosen char = possible chars.choose (&mut rng) .unwrap(); // Randomly pick one of the 5 chars
current ascii num str.push(*chosen char);
}
ascii_ ciphertext parts.push(current ascii num str);
}
ascii ciphertext parts.join(" ")

}

/// RApplies a permutation to the characters of an ASCII ciphertext string.
fn apply permutation to ascii ciphertext(
unpermuted ascii ciphertext: &str,
permutation order: &Vec<usize>,
max digits in mod: usize // Pass MAX DIGITS IN MOD for per-number processing
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) —> String {
let mut permuted parts = Vec::new();
// Split the unpermuted string by spaces to get individual numbers' ASCII representations

for part in unpermuted ascii ciphertext.split (' ') {
let chars: Vec<char> = part.chars() .collect();
let mut permuted chars: Vec<char> = vec![' '; chars.len()]; // Initialize with placeholder

// Check if the current part's length matches the expected MAX DIGITS IN MOD
// This is important for permutation to work correctly based on fixed indices
if chars.len() != max digits in mod {
eprintln! ("Warning: ASCII part '{}' has length {} which does not match MAX DIGITS IN MOD {}. Permutation might be
inconsistent.", part, chars.len(), max digits in mod);
// Fallback: if lengths don't match, just return the original part.
// Or handle error as appropriate for your security model.
permuted parts.push(part.to string());
continue;

}

// BApply permutation

for (src_idx, &target idx) in permutation order.iter().enumerate() {
if target idx < chars.len() { // Ensure target idx is within bounds
permuted chars[target idx] = chars[src idx];
} else {
eprintln! ("Warning: Permutation target index {} out of bounds for characters length {}. Skipping character.",

target idx, chars.len());
}
}
permuted parts.push(permuted chars.into iter().collect());
}

permuted parts.join(" ")

fn main() -> io::Result<()> {
// Generate encryption key matrix
let mut encr: Vec<Vec<u64>>;
let decr: Vec<Vec<u64>>;

loop {
encr = generate secure random matrix (DIM, DIM);
match gauss_ jordan gf (encr.clone()) {
Some (inverse) => {
decr = inverse;
break;
}
None => {
eprintln! ("Encountered singular matrix for encr. Regenerating...");
// Loop continues to generate a new encr
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}

// Generate offset vector
let offset = generate secure random vector (DIM);

// Create a dummy plaintext.txt if it doesn't exist for testing

let plaintext filename = "plaintext.txt";

if !Path::new(plaintext filename).exists() {
let mut dummy file = File::create(plaintext filename)?;
dummy file.write all (b"This is a test plaintext for our cryptographic system. This adds more data for 3-byte plaintext.")?;
println! ("Created a dummy '{}' for testing.", plaintext filename);

}

let plain = read plaintext to vector(plaintext filename, DIM)?;

// 7. The encryption math (equation) is “encr * plain + offset = cipher” where cipher is the ciphertext vector.

let cipher intermediate = mat vec mul gf(&encr, &plain);
let mut cipher = vec![0Qu64; DIM];
for i in 0..DIM {

cipher[i] = (cipher intermediate[i] + offset[i]) % MOD;
}

// Generate the digit-to-char mapping
let digit to char mapping = generate digit to char mapping();

// Generate a random permutation for digit positions within each number
let mut digit permutation order: Vec<usize> = (0..MAX DIGITS IN MOD) .collect();
digit permutation order.shuffle (&mut OsRng) ;

// Generate ASCII ciphertext after substitution, BEFORE permutation
let ascii ciphertext substituted = numeric ciphertext to ascii substituted(&cipher, &digit to char mapping);

// Apply permutation to the substituted ASCII ciphertext

let ascii ciphertext permuted = apply permutation to ascii ciphertext(
&ascii ciphertext substituted,
&digit permutation order,
MAX_DIGITS IN MOD

)i

”

// 8. Then decryption math (equation) is “decr * (cipher - offset)” so do the subtraction first.
let mut cipher minus offset = vec![0u64; DIM];
for i in 0..DIM { B
// Ensure positive result for modulo arithmetic: (a - b)
cipher minus offset[i] = (cipher[i] + MOD - offset[i]) % MOD;
}

let decrypted plain = mat vec mul gf(&decr, &cipher minus offset);

// 9. Confirm both the encryption math and decryption math “match” (the decrypted ciphertext is equal to the plaintext).
let is match = plain == decrypted plain;
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// 10. Display everything (matrices and vectors and plaintext and ciphertext) to the screen,

// and save (to the key file) all generated values in ASCII on separate lines, which has the filename

// starts with prefix “RustCooper-” followed by dim followed by hyphen followed by date followed by hyphen followed by time.
// The file type for the key file should be ".key" not ".txt".

let local time: DateTime<Local> = Local::now();
let file prefix = local time.format (&format! ("RustCooper-{}-%Y¥%sm%d-%$H3M%S", DIM)) .to string();
let key filename = format! ("{}.key", file prefix); // Changed to .key extension

println! ("\n--- Cryptosystem Details ---");
println! ("Modulus (GF): {}", MOD);
println! ("Dimension (dim): {}", DIM);

// Updated matrix and vector printing to ensure 6-digit alignment
println! ("\n--- Encryption Key Matrix (encr) ---");
for row in &encr {
println! ("{}", row.iter().map(|&x| format! ("{:0width$}", x, width = MAX DIGITS IN MOD)).collect::<Vec<String>>().join("
"))
}

println! ("\n--- Decryption Key Matrix (decr) ---");
for row in &decr {
println! ("{}", row.iter().map(|&x| format! ("{:0width$}", x, width = MAX DIGITS IN MOD)).collect::<Vec<String>>().join("
"))
}

println! ("\n--- Offset Vector ---");

println! ("{}", offset.iter().map(|&x| format! ("{:0widthS$}", x, width = MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "));
println! ("\n--- Plaintext Vector (numeric representation) ---");

println! ("{}", plain.iter () .map(|&x| format! ("{:0width$}", x, width = MAX DIGITS IN MOD)).collect::<Vec<String>>().Jjoin(" "));

// Reordered and numbered output sections for console

println! ("\n--- 1. Ciphertext Vector (numeric representation) ---");
println! ("{}", cipher.iter() .map(|&x| format! ("{:0widthS$}", x, width = MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "));
println! ("\n--- 2. Digit to ASCII Character Mapping —---");

let mut sorted keys: Vec<&u8> = digit to char mapping.keys().collect();

sorted keys.sort();

for digit in sorted keys {
let chars: Vec<String> = digit to char mapping.get (digit).unwrap().iter().map(|&c| c.to string()).collect();
println! ("Digit {}: {}", digit, chars.join(", ")):

}

// NEW SECTION: Ciphertext after substitution
println! ("\n--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---");
println! ("{}", ascii ciphertext substituted);
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println! ("\n--- 4. Digit Position Permutation Order (Indices for O-based digits) ---");
println! ("{:?}", digit permutation order);

println! ("\n--- 5. ASCII Ciphertext (Permuted) ---"); // Updated label to reflect permutation
println! ("{}", ascii ciphertext permuted);

// Removed section number for Decrypted Plaintext Vector

println! ("\n--- Decrypted Plaintext Vector (numeric representation) ---");
println! ("{}", decrypted plain.iter().map(|é&x| format! ("{:0width$}", x, width =
MAX DIGITS IN MOD)) .collect::<Vec<String>>().join(" "));

println! ("\nMatch between original plaintext and decrypted plaintext: {}", is match);

// Save to key file

let mut key file = File::create(&key filename)?;
writeln! (key file, "Modulus (GF): {}", MOD)?;
writeln! (key file, "Dimension (dim): {}\n", DIM)?;

// Updated matrix and vector writing to ensure 6-digit alignment
writeln! (key file, "Encryption Key Matrix (encr):")?;
for row in &encr {
writeln! (key file, "{}", row.iter().map(|&x| format! ("{:0width$}", x, width
MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?;
}

writeln! (key file, "")?;

writeln! (key file, "Decryption Key Matrix (decr):")?;
for row in &decr {
writeln! (key file, "{}", row.iter().map(|&x| format! ("{:0width$}", x, width =
MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?2;
}

writeln! (key file, "")?2;

writeln! (key file, "Offset Vector:")?;
writeln! (key file, "{}\n", offset.iter().map(|&x| format! ("{:0width$}", x, width =

MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?2;
writeln! (key file, "Plaintext Vector (numeric representation):")?;
writeln! (key file, "{}\n", plain.iter() .map(|&x| format! ("{:0width$}", x, width =
MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?2;

// Reordered and numbered key file sections

writeln! (key file, "--- 1. Ciphertext Vector (numeric representation) ---")?2;

writeln! (key file, "{}\n", cipher.iter() .map(|&x| format! ("{:0widths$}", x, width =
MAX DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?;

writeln! (key file, "--- 2. Digit to ASCII Character Mapping ---")?;
let mut sorted keys for file: Vec<&u8> = digit to char mapping.keys () .collect();
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sorted keys for file.sort();
for digit in sorted keys for file {

let chars: Vec<String> = digit to char mapping.get(digit) .unwrap() .iter().map(|&c| c.to string()) .collect();
writeln! (key file, "Digit {}: {}", digit, chars.join(", "))?;

}

writeln! (key file, "")?2;

// NEW SECTION for key file: Ciphertext after substitution
writeln! (key file, "--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---")?2;
writeln! (key file, "{}\n", ascii ciphertext substituted)?;

writeln! (key file, "--- 4. Digit Position Permutation Order (Indices for O-based digits) ---")?2;
writeln! (key file, "{:?}\n", digit permutation order)?;

writeln! (key file, "--- 5. ASCII Ciphertext (Permuted) ---")7?; // Updated label for key file
writeln! (key file, "{}\n", ascii ciphertext permuted)?;

// Removed section number for Decrypted Plaintext Vector in key file

writeln! (key file, "--- Decrypted Plaintext Vector (numeric representation) ---")?2;
writeln! (key file, "{}\n", decrypted plain.iter().map(|&x| format! ("{:0width$}", x, width =
_DIGITS IN MOD)).collect::<Vec<String>>().join(" "))?2;

writeln! (key file, "Match between original plaintext and decrypted plaintext: {}", is match)?;
println! ("\nAll generated values saved to: {}", key filename);

Ok (())
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Appendix C.2: Rust GF(1077777719) Cryptosystem: program output

# cargo run --release
Compiling cryptosystem v0.1.0 (/var/www/html/crypto/GF997727/rust-cryptosystem)
Finished "release’ profile [optimized] target(s) in 1.42s

Running ~/var/www/html/crypto/GF997727/rust-cryptosystem/target/release/cryptosystem’
Warning: Plaintext file contains 54 bytes, but only 18 bytes will be used for dim=6.

--- Cryptosystem Details ---
Modulus (GF): 1077777719

Dimension

--- Encryption Key Matrix

0269262587
0722167567
0555004319
0917156583
0830232676
0065946709

—-—-- Decryption Key Matrix

0426977626
0333669736
0635519900
0956272441
0323119543
0060845115

-—-- Offset
0701771784

(dim) : 6

0788965431
0614872631
0793308819
0205072430
0444986181
0947638952

0638398400
0447494190
0501804743
0251502091
0203265394
0448395152

Vector ---
0098612380

-—— Plaintext Vector
0005531753 0007544937 0007544929 0002126949 0007566368

-— 1.

(numeric representation)

Ciphertext Vector

(encr)
0765274550
0662842768
0217712289
0419506407
0500472500
0688625314

(decr)
0806300385
0750721254
0890632483
0448269416
0820015099
0052137840

0510198015
0764927765
0234296376
0468950332
0990039667
0019996143

0024807406
0169787213
0611649450
0985461560
0734761593
0869015323

0502783254
0703276398
0796778697
0911247222
0943924517
0957151699

0288338833
0251763247
0335196655
0267067425
0469498644
0398986029

0362123458 0065623185 0665046443

(numeric representation)

0771733563 0837542449 0006760592 0228032193 0937835590

=== 2,
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit

w,
L,
Cy
L,
ay
Yo
W,
E,
Py
Oy

W o Jo Ul WDN P O

--- 3.

Ciphertext

b,
B,
Oy
e,
J,
P,
t,
C,
N,
Xy

~

Zy
i,
G,
3
Q,
o,
ar

~ ~

~

~

~

~
h

O S X HHAXRNXRGQ
Hh

IS

<0 DImQ QX< Qanm

Digit to ASCII Character Mapping ---

after mapping Digits to ASCII

(substitution)

0748448208
0535330379
0899851282
0872464319
0740297981
0258782879

0438563838
0312844489
0943380782
1042750381
0205312587
0795910660

1001349457

0007367777

0912267549

dxEBheZTtL dfLhTQcJQV SSbafHbyPv SGKWzecLxe dxXCNeTgPb SxdvvLCyQo

-~ 4.

[61 7’ OI

--- 5. ASCII Ciphertext

g, 1, 9,

Digit Position Permutation Order
5,

2, 3, 4]

(Permuted)

(Indices for 0O-based digits)

EeTtLBdxhZ LQJQVhdfTc bHyPvaSSfb KelLxeWSGzc XegPbCdxNT dLyQovSxvC

—--- Decrypted Plaintext Vector

(numeric representation)

0005531753 0007544937 0007544929 0002126949 0007566368 0007367777

Match between original plaintext and decrypted plaintext:

All generated values saved to:

true

RustCooper-6-20250621-182728.key

Page 105 of 186




Appendix C.3: Rust GF(1077777719) Cryptosystem: key file contents

# more RustCooper
Modulus (GF): 107
Dimension (dim) :

-6-20250621-182728.key

7777719
6

Encryption
0269262587
0722167567
0555004319
0917156583
0830232676
0065946709

Decryption
0426977626
0333669736
0635519900
0956272441
0323119543
0060845115

Key Matrix
0788965431
0614872631
0793308819
0205072430
0444986181
0947638952

Key Matrix
0638398400
0447494190
0501804743
0251502091
0203265394
0448395152

(encr) :

0765274550
0662842768
0217712289
0419506407
0500472500
0688625314

(decr) :

0806300385
0750721254
0890632483
0448269416
0820015099
0052137840

0510198015
0764927765
0234296376
0468950332
0990039667
0019996143

0024807406
0169787213
0611649450
0985461560
0734761593
0869015323

Offset Vector:
0701771784 0098612380 0362123458 0065623185

0502783254
0703276398
0796778697
0911247222
0943924517
0957151699

0288338833
0251763247
0335196655
0267067425
0469498644
0398986029

0665046443

0748448208
0535330379
0899851282
0872464319
0740297981
0258782879

0438563838
0312844489
0943380782
1042750381
0205312587
0795910660

1001349457

Plaintext Vector

(numeric representation) :

0005531753 0007544937 0007544929 0002126949 0007566368

--- 1. Ciphertext Vector (numeric representation)
0771733563 0837542449 0006760592 0228032193 0937835590

0007367777

0912267549

=== 2,
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit

Digit to ASCII Character Mapping ---
: WI ZI bl
L’ i’ B/
Cy G, o,
LI jl el
a’ Q’ J/
yl OI Pl
W, a’ t/
E, C,
i< N,
o, %

~ N~ 0~

~

\\\
)
~

Hh
<n oI OX<aon

O W ~Jo U WN R O
O = X HHXRNXGOQO

Iig)

--- 3. Ciphertext after mapping Digits to ASCII (substitution)
dxEBheZTtL dfLhTQcJQV SSbafHbyPv SGKWzecLxe dxXCNeTgPb SxdvvLCyQo

--— 4. Digit Position Permutation Order (Indices for 0O-based digits) ---
[61 7’ OI 5’ 8/ ll 9/ 2’ 3/ 4]
--- 5. ASCII Ciphertext (Permuted) ---

EeTtLBdxhZ LQJQVhdfTc bHyPvaSSfb KelLxeWSGzc XegPbCdxNT dLyQovSxvC

--— Decrypted Plaintext Vector (numeric representation)
0005531753 0007544937 0007544929 0002126949 0007566368 0007367777

true

Match between original plaintext and decrypted plaintext:
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Appendix D.1: ?C” GF(997727) Cryptosystem source code — 485 lines generated by Google Gemini

#include <stdio.h>

#include <stdlib.h>

#include <stdint.h> // For uint64 t

#include <string.h> // For memset, memcpy

#include <time.h> // For filename timestamp

#include <errno.h> // For error checking with file operations

#ifdef WIN32
// Windows-specific includes for secure random numbers would go here,
// e.g., #include <windows.h> and BCryptGenRandom.
// For simplicity, we'll use a placeholder and warn for non-Unix.
#else
#include <unistd.h> // For read
#include <fcntl.h> // For open
#endif

// 1. All arithmetic is GF(997727), there should be a variable “mod” set to 997727.
#define MOD 997727ULL // ULL for unsigned long long

// 2. Variable “dim” defines the dimension of the encryption key matrix “encr”, use 6 as the initial value for testing.
#define DIM 6

// Typedef for clarity
typedef uint64 t** Matrix;
typedef uinté64 t* Vector;

// —-—- Helper Functions for Memory Management —---

// Allocates a DIM x DIM matrix
Matrix allocate matrix(size t rows, size t cols) {
Matrix matrix = (Matrix)calloc(rows, sizeof (uinté64 t*));
if (matrix == NULL) {
perror ("Failed to allocate matrix rows");
exit(EXIT_FAILURE);
}

for (size t i = 0; i < rows; i++) {
matrix[i] = (Vector)calloc(cols, sizeof(uint64 t));
if (matrix[i] == NULL) {

perror ("Failed to allocate matrix columns");
// Free previously allocated rows
for (size t j = 0; j < 1i; j++) free(matrix[j]);
free (matrix);
exit (EXIT_FAILURE) ;
}
}

return matrix;
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}

// Frees a matrix
void free matrix(Matrix matrix, size t rows) ({
if (matrix) {
for (size t i = 0; 1 < rows; i++) {
free (matrix[i]);
}

free (matrix) ;

}

// Allocates a vector
Vector allocate vector(size t dim) {
Vector vector = (Vector)calloc(dim, sizeof (uint64 t));
if (vector == NULL) {
perror ("Failed to allocate vector");
exit (EXIT_FAILURE) ;
}
return vector;

}

// Frees a vector
void free vector (Vector vector) {
free (vector) ;

}

// —--- Cryptographically Secure Random Number Generation —---

// Generates a cryptographically secure random number less than 'm'
// IMPORTANT: This implementation uses /dev/urandom which is Unix-specific.
// For Windows or cross-platform, use appropriate cryptographic APIs (e.g., BCryptGenRandom on Windows) .
uint64 t secure rand below(uint64 t m) {
#ifdef WIN32
// Placeholder for Windows. This is NOT cryptographically secure.
// You MUST replace this with BCryptGenRandom or similar for production Windows use.

static int seeded = 0;

if (!seeded) {
srand ( (unsigned int) time (NULL)) ;
seeded = 1;

}

return (uinté4 t)rand() % m;

// The fprintf warning would typically be placed outside this function or in comments
// as it would print on every random number generation.

#else
int fd = open("/dev/urandom", O_RDONLY);
if (fd == -1) {

perror ("Failed to open /dev/urandom") ;
eXit(EXIT_FAILURE);
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uinted t r;

ssize t bytes read = read(fd, &r, sizeof(r));

if (bytes read != sizeof(r)) {
perror ("Failed to read enough bytes from /dev/urandom");
close (fd) ;
exit (EXIT FAILURE) ;

}

close (fd) ;

return r % m;

#endif
}

// —--- Modular Arithmetic Functions ---

// Extended Euclidean Algorithm: computes gcd(a,b) and coefficients x, y such that ax + by = gcd(a, b)
long long egcd(long long a, long long b, long long *x, long long *y) {

if (a == 0) {
*x = 0;
*y=1;
return b;

long long x1, vyl;

long long g = egcd(b % a, a, &xl, &yl);
*x =yl - (b / a) * x1;

*y = x1;

return gy

}

// Computes the modular multiplicative inverse of 'a' modulo 'm'
uint64 t mod inv(uinté64 t a, uint64 t m) {
long long x, y;
long long g = egcd((long long)a, (long long)m, &x, &y);
if (g 1= 1) {
fprintf (stderr, "Modular inverse does not exist for %1lu mod %1lu (GCD is %11d)\n", a, m, g);
return 0; // Indicate failure (caller should check for this)
}
return (uinté4 t) ((x % (long long)m + (long long)m) % (long long)m);
}

// —--- Matrix and Vector Operations in GF (MOD) ---

// 3. “encr” should be filled with cryptographically secure random numbers in GF (997727) .
// Generates a matrix filled with cryptographically secure random numbers modulo MOD.
Matrix generate secure random matrix(size t rows, size t cols) ({
Matrix matrix = allocate matrix(rows, cols);
for (size t r = 0; r < rows; r++) {
for (size t ¢ = 0; c < cols; c++) {
matrix[r] [c] = secure rand below (MOD) ;
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}

return matrix;

}

// 5. Randomly fill a vector “offset” (same dimension “dim”) with cryptographically secure random numbers.
// Generates a vector filled with cryptographically secure random numbers modulo MOD.
Vector generate secure random vector(size t dim) {

Vector vector = allocate_vector(dim);

for (size t i = 0; i < dim; i++4) {

vector[i] = secure rand below (MOD) ;
}
return vector;

}

// Performs matrix-vector multiplication in GF (MOD) .
Vector mat vec mul gf(const Matrix matrix, const Vector vector, size t rows, size t cols) {
if (cols != DIM) { // Assuming vector is DIM length
fprintf (stderr, "Error: Matrix columns (%zu) must match vector length (%zu) for multiplication.\n", cols, DIM);
exit(EXIT_FAILURE);

Vector result = allocate vector (rows);
for (size t i = 0; 1 < rows; i++) {
for (size t j = 0; j < cols; Jj++) {
result[i] = (result[i] + matrix([i][j] * vector[j]) % MOD;

}

return result;

}

// 4. Create a function GaussJordanGF which creates the inverse matrix in GF(997727), this is the decryption key matrix “decr”.
// Computes the inverse of a matrix using Gauss-Jordan elimination in GF (MOD) .
// Returns the inverse matrix or NULL if the matrix is singular.
Matrix gauss jordan gf (const Matrix original matrix, size t n) {
Matrix augmented matrix = allocate matrix(n, 2 * n); // [A | I]
Matrix inverse matrix = NULL; // To be allocated if inversion succeeds

// Copy original matrix to the left half of augmented matrix and create identity on right

for (size t i = 0; i < n; i++) {
for (size t j = 0; J < n; Jj++) {
augmented matrix[i] [j] = original matrix[i][]];
}
augmented matrix[i][n + i] = 1; // Identity part

for (size t i = 0; i < n; i++) {
// Find pivot (first non-zero element in the current column, starting from current row)
size t pivot row = 1i;
while (pivot row < n && augmented matrix[pivot row][i] == 0) {
pivot row++;
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}
if (pivot row == n) {
// Matrix is singular
fprintf (stderr, "Matrix is singular, inverse does not exist in GF(%1lu)\n", MOD);
free matrix(augmented matrix, n);
return NULL;
}

// Swap current row with pivot row
if (pivot row != 1) {

Vector temp row augmented matrix([i];

augmented matrix[i] = augmented matrix[pivot row];
augmented matrix[pivot row] = temp row;
}
uint64 t pivot val = augmented matrix[i] [i];
if (pivot val == 0) { // Should not happen after pivot selection, but a safeguard

fprintf (stderr, "Unexpected zero pivot value at (%zu, %zu).\n", i, 1i);
free matrix(augmented matrix, n);
return NULL;
}
uint64 t inv pivot val = mod inv(pivot val, MOD);
if (inv_pivot val == 0 && pivot val != 0) { // mod inv returns 0 on failure
fprintf (stderr, "Failed to compute modular inverse for pivot %llu.\n", pivot val);
free matrix(augmented matrix, n);
return NULL;
}

// Make pivot 1
for (size t j = 0; j < 2 * n; j++) {
augmented matrix[i] [j] = (augmented matrix[i][j] * inv_pivot val) % MOD;

}

// Eliminate other rows

for (size_t row_idx = 0; row_idx < n; row_idx++) {
if (row idx != 1) {
uint64 t factor = augmented matrix[row idx][i];
for (size t col idx = 0; col idx < 2 * n; col idx++) {
uint64 t term = (factor * augmented matrix[i] [col idx]) % MOD;
// Ensure positive result for modulo arithmetic: (A - B) $ M= (A + M - B) $ M
augmented matrix[row idx] [col idx] = (augmented matrix[row idx] [col idx] + MOD - term) % MOD;

}

// Extract the inverse matrix from the right half of the augmented matrix
inverse matrix = allocate matrix(n, n);
for (size t i = 0; 1 < n; i++) {

for (size t j = 0; j < n; j++) {
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inverse matrix([i] []j] = augmented matrix[i][n + Jj];

}

free matrix (augmented matrix, n);
return inverse matrix;

// 6. We need a plaintext vector named “plain” (same dimension “dim”) which is filled with two bytes per element, read in from the
file plaintext.txt.
// Reads plaintext from file into a vector, two bytes per element.
Vector read plaintext to vector(const char* filename, size t dim) {
FILE* file = fopen(filename, "rb");

if (file == NULL) {
perror ("Failed to open plaintext.txt");
fprintf (stderr, "Error: Could not open '%$s'. Please ensure it exists and has read permissions.\n", filename);

exit (EXIT FAILURE) ;

fseek(file, 0, SEEK END);
long file size = ftell(file);
fseek (file, 0, SEEK SET);

size t required bytes = dim * 2;
unsigned char* content = (unsigned char*)malloc (required bytes);
if (content == NULL) {

perror ("Failed to allocate memory for file content");
fclose(file);
eXit(EXIT_FAILURE);

}

memset (content, 0, required bytes); // Initialize with zeros

size t bytes to read = (size t)file size;
if (bytes to read > required bytes) {
fprintf (stderr, "Warning: Plaintext file contains %1d bytes, but only %zu bytes will be used for dim=%zu.\n", file size,
required bytes, dim);
bytes to read = required bytes;
} else if (bytes to read < required bytes) {
fprintf (stderr, "Warning: Plaintext file contains only %1d bytes, but %$zu bytes are required for dim=%zu. Padding with
zeros.\n", file size, required bytes, dim);

}

size t actual read = fread(content, 1, bytes to read, file);
if (actual read != bytes to read && ferror(file)) {

perror ("Error reading from plaintext.txt");

free (content) ;

fclose (file);

exit(EXIT_FAILURE);
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fclose(file);

Vector plain vector = allocate vector (dim);

for (size t i = 0; i < dim; i++) |
// Combine two bytes into a single uintl6 t, then cast to uint64 t
uintl6 t bytel = (uintlé6 t)content[i * 2];
uintl6 t byte2 = (uintlé t)content[i * 2 + 1];
plain vector[i] = (uint64 t) ((bytel << 8) | byte2);

free (content) ;
return plain vector;

}

// —--- Display and File Output Functions ---

// Prints a matrix to stdout
void print matrix(const char* name, const Matrix matrix,
printf ("\n--- %s ---\n", name);
for (size t 1 = 0; 1 < rows; i++) {
for (size t j = 0; j < cols; j++) {
printf ("$1011lu ", matrix[i][3]);

size t rows, size t cols) {

’

}
printf ("\n") ;

}

// Prints a vector to stdout
void print vector (const char* name, const Vector vector,
printf ("\n--- %s ---\n", name);
for (size t i = 0; i < dim; i++) |
printf("$11lu ", vector([i]):;

size t dim) {

}
printf ("\n") ;

}

// Writes a matrix to a file
void write matrix to file(FILE* f, const char* name, const Matrix matrix,
fprintf (£, "%s:\n", name);
for (size t 1 = 0; 1 < rows; i++) {
for (size t j = 0; j < cols; j++) {
fprintf(f, "%1lu ", matrix[i][J]):

size t rows, size t cols) {

}
fprintf (£, "\n");
}
fprintf (£, "\n");
}

// Writes a vector to a file

void write vector to file(FILE* f, const char* name, const Vector vector, size t dim) {
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fprintf (£, "%s:\n", name);

for (size t i = 0; i < dim; i++) {
fprintf (£, "%1llu ", vector([il]);

}

fprintf (£, "\n\n");

// —--- Main Cryptosystem Logic ---
int main () {
Matrix encr = NULL;
Matrix decr = NULL;
Vector offset = NULL;
Vector plain = NULL;
Vector cipher = NULL;
Vector cipher minus offset = NULL;
Vector decrypted plain = NULL;
FILE* key file = NULL;

printf ("\n--- Cryptosystem Details ---\n");
printf ("Modulus (GF): %$1lu\n", MOD) ;
printf ("Dimension (dim): %$zu\n", DIM);

// Generate encryption key matrix and ensure it's invertible
while (decr == NULL) {
encr = generate secure random matrix (DIM, DIM);
decr = gauss_jordan_gf(encr, DIM) ;
if (decr == NULL) {
fprintf (stderr, "Encountered singular matrix for encr. Regenerating...\n");
free matrix(encr, DIM); // Free the singular matrix before trying again
encr = NULL;

}

// Generate offset vector
offset = generate secure random vector (DIM);

// Create a dummy plaintext.txt if it doesn't exist for testing

const char* plaintext filename = "plaintext.txt";

if (access(plaintext filename, F OK) == -1) { // Check if file exists
FILE* dummy file = fopen(plaintext filename, "wb"); // Open in write binary mode
if (dummy file == NULL) ({

perror ("Failed to create dummy plaintext.txt");
goto cleanup;
}
const char* dummy content = "This is a test plaintext for our cryptographic system.";
if (fwrite(dummy content, 1, strlen(dummy content), dummy file) != strlen(dummy content)) ({
perror ("Failed to write to dummy plaintext.txt");
fclose (dummy file);
goto cleanup;
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}
fclose (dummy file);
printf ("Created a dummy '%s' for testing.\n", plaintext filename);

}

// Read plaintext

plain = read plaintext to vector(plaintext filename, DIM);
// 7. The encryption math (equation) is “encr * plain + offset = cipher” where cipher is the ciphertext vector.
Vector cipher intermediate = mat vec mul gf(encr, plain, DIM, DIM);
cipher = allocate vector (DIM);
for (size t i = 0; i < DIM; i++) |
cipher[i] = (cipher intermediate[i] + offset[i]) % MOD;

}

free vector (cipher intermediate); // Free intermediate vector

// 8. Then decryption math (equation) is “decr * (cipher - offset)” so do the subtraction first.

cipher minus offset = allocate vector (DIM);
for (size t i = 0; i < DIM; i++) |
cipher minus offset[i] = (cipher[i] + MOD - offset[i]) % MOD; // Ensure positive result

}
decrypted plain = mat vec mul gf(decr, cipher minus offset, DIM, DIM);

// 9. Confirm both the encryption math and decryption math “match” (the decrypted ciphertext is equal to the plaintext).
int is match = 1;
for (size t i = 0; i < DIM; i++) |
if (plain[i] != decrypted plain[i]) {
is match = 0;
break;

}

// 10. Display everything and save to file

char time buffer([50]; // Buffer for date/time part
char filename buffer[100]; // Final filename buffer
time t rawtime;

struct tm *info;

time (&rawtime) ;

info = localtime (&rawtime) ;

// First, format the date and time part
strftime (time buffer, sizeof (time buffer), "%Y%m%d-%H%M%S", info);

// Then, combine the prefix, DIM, and the formatted time using snprintf

// This correctly embeds DIM as an integer and the formatted time string
snprintf (filename buffer, sizeof (filename buffer), "C-Cooper-%zu-%s.key", DIM, time buffer);

key file = fopen (filename buffer, "w");
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if (key file == NULL) {

perror ("Failed to open key file for writing"):;

goto cleanup;

}

// Print to console

print matrix ("Encryption Key Matrix
print matrix ("Decryption Key Matrix

print vector ("Offset Vector",

print vector ("Plaintext Vector

print vector ("Ciphertext Vector
print vector ("Decrypted Plaintext Vector
printf ("\nMatch between original plaintext and decrypted plaintext:

// Save to key file
fprintf (key file, "Modulus
fprintf (key file, "Dimension

write matrix to file(key file,
write matrix to file(key file,
write vector to file(key file,
write vector to file(key file,
write vector to file(key file,
write vector to file(key file,
fprintf (key file,

printf ("\nAll generated values saved to:

cleanup:
// Free all allocated memory
free matrix(encr, DIM);
free matrix(decr, DIM);
free vector (offset);
free vector (plain);
free vector (cipher);
free vector
free vector (decrypted plain);
if (key file)

return 0;

(GF) :

fclose(key file);

"Decrypted Plaintext Vector

"Match between original plaintext and decrypted plaintext:

%s\n",

cipher minus offset);

(numeric representation)", decrypted plain,

(encr)", encr, DIM, DIM);
(decr)", decr, DIM, DIM);
offset, DIM);
(numeric representation)", plain, DIM);
(numeric representation)", cipher, DIM);

DIM) ;

$s\n", is match ? "True" "False");

%11lu\n", MOD);
(dim) : %zu\n\n", DIM);
"Encryption Key Matrix (encr)", encr, DIM, DIM);
"Decryption Key Matrix (decr)", decr, DIM, DIM);
"Offset Vector", offset, DIM);
"Plaintext Vector (numeric representation)", plain, DIM);
"Ciphertext Vector (numeric representation)", cipher, DIM);

(numeric representation)", decrypted plain, DIM);
%s\n", is match ? "True" "False");

filename buffer);
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Appendix D.2: ”C” GF(997727) Cryptosystem: program output

# gcc cryptosystem-in-c.c -o cryptosystem-in-c -std=cll -03
# ./cryptosystem-in-c

--- Cryptosystem Details ---

Modulus (GF): 997727

Dimension (dim): 6

Warning: Plaintext file contains 54 bytes, but only 12 bytes will be used for dim=6.

--- Encryption Key Matrix (encr) ---

446771 657430 434126 867653 38788 594908
476192 414874 502760 704720 161579 350097
480035 674878 857719 4157 956591 628840
759621 753816 836803 120659 689433 530940
600003 786383 742536 777045 560695 75161
814489 894001 226254 836218 325680 190547

—--- Decryption Key Matrix (decr) ---

943239 544198 398344 811980 712044 670428
269287 543978 357538 882888 642507 883285
142292 896210 6911 243556 319411 993393
769673 71225 31424 507951 417217 370923
457677 655453 978432 614765 375849 104611
409463 554932 360881 588683 164980 510320

-—-- Offset Vector ---
825001 44045 792774 719757 355554 848849

--— Plaintext Vector (numeric representation) ---
21608 26995 8297 29472 24864 29797

--— Ciphertext Vector (numeric representation) ---
755066 66450 455378 138460 183133 448483

--- Decrypted Plaintext Vector (numeric representation) ---
21608 26995 8297 29472 24864 29797

Match between original plaintext and decrypted plaintext: True

All generated values saved to: C-Cooper-6-20250621-191312.key
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Appendix D.3: ”C” GF(997727) Cryptosystem: key file contents

# more C-Cooper-6-20250621-191312.key
Modulus (GF): 997727
Dimension (dim): 6

Encryption Key Matrix (encr):

446771 657430 434126 867653 38788 594908
476192 414874 502760 704720 161579 350097
480035 674878 857719 4157 956591 628840
759621 753816 836803 120659 689433 530940
600003 786383 742536 777045 560695 75161
814489 894001 226254 836218 325680 190547

Decryption Key Matrix (decr):

943239 544198 398344 811980 712044 670428
269287 543978 357538 882888 642507 883285
142292 896210 6911 243556 319411 993393
769673 71225 31424 507951 417217 370923
457677 655453 978432 614765 375849 104611
409463 554932 360881 588683 164980 510320

Offset Vector:
825001 44045 792774 719757 355554 848849

Plaintext Vector (numeric representation):
21608 26995 8297 29472 24864 29797

Ciphertext Vector (numeric representation):
755066 66450 455378 138460 183133 448483

Decrypted Plaintext Vector (numeric representation):
21608 26995 8297 29472 24864 29797

Match between original plaintext and decrypted plaintext: True
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Appendix E.1: Pvthon GF(997727) Cryptosystem source code — 224 lines generated by Google Gemini

import numpy as np

import os

from datetime import datetime
import secrets

# 1. All arithmetic is GF(997727), there should be a variable “mod” set to 997727.
mod = 997727

# 2. Variable “dim” defines the dimension of the encryption key matrix “encr”, use 6 as the initial value for testing.
# dim = 6
dim = 1000

def egcd(a, b):
if a ==
return (b, 0, 1)
else:
g, ¥, x = egcd(b 5 a, a)
return (g, x - (

def modinv(a, m):
g, X, y = egcd(a, m)
if g !I= 1:
raise Exception('modular inverse does not exist')

o)

return x s m

def mat mul gf (A, B, m):
# Perform matrix multiplication in GF (m)
rows A, cols A = A.shape
rows_B, cols B = B.shape

if cols A != rows_B:
raise ValueError ("Matrix dimensions are not compatible for multiplication")

C = np.zeros((rows A, cols B), dtype=int)
for i in range(rows A):
for j in range(cols B):
for k in range(cols A):
cli, j1 = (Cli, j1 + A[i, k] * B[k, 1) % m
return C

def mat vec mul gf(A, v, m):
# Perform matrix-vector multiplication in GF (m)
rows A, cols A = A.shape
rows v = len(v)

if cols A != rows v:
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raise ValueError ("Matrix and vector dimensions are not compatible for multiplication")

result = np.zeros(rows_ A, dtype=int)
for 1 in range (rows A):
for j in range(cols A):
result[i] = (result[i] + A[i, F] * v[]]) % m
return result

def GaussJordanGF (matrix, m):
n = matrix.shape[0]
identity = np.eye(n, dtype=int)
augmented matrix = np.hstack((matrix, identity))

for i in range(n):
# Find pivot

pivot row = i
while pivot row < n and augmented matrix[pivot row, i] == 0:
pivot row += 1
if pivot row == n:
raise Exception("Matrix is singular, inverse does not exist in GF({})".format (m))
augmented matrix[[i, pivot row]] = augmented matrix[[pivot row, i]]
pivot val = augmented matrix[i, i]

inv_pivot val = modinv(pivot val, m)

# Make pivot 1
for j in range (2 * n):
augmented matrix[i, j] = (augmented matrix[i, j] * inv pivot val) % m

# Eliminate other rows
for row in range(n):

if row != i:
factor = augmented matrix[row, 1i]
for col in range(2 * n):
augmented matrix[row, col] = (augmented matrix[row, col] - factor * augmented matrix[i, coll)

if augmented matrix[row, col] < 0: # Ensure positive modulo
augmented matrix[row, col] +=m

inverse matrix = augmented matrix[:, n:]
return inverse matrix

# 3. “encr” should be filled with cryptographically secure random numbers in GF(997727) .
def generate secure random matrix(rows, cols, m):
matrix = np.zeros((rows, cols), dtype=int)
for r in range (rows) :
for ¢ in range(cols):
matrix[r, c] = secrets.randbelow (m)
return matrix
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# 5. Randomly fill a vector “offset” (same dimension “dim”) with cryptographically secure random numbers.
def generate secure random vector (dim, m):
vector = np.zeros(dim, dtype=int)
for i in range (dim) :
vector[i1i] = secrets.randbelow (m)
return vector

# 6. We need a plaintext vector named “plain” (same dimension “dim”) which is filled with two bytes per element, read in from the
file plaintext.txt.
def read plaintext to vector(filename, dim):

try:
with open(filename, 'rb') as f:
content = f.read()
except FileNotFoundError:
print (f"Error: Plaintext file '{filename}' not found.")
exit ()

if len(content) < dim * 2:
print (f"Warning: Plaintext file contains only {len(content)} bytes, but {dim * 2} bytes are required for dim={dim}. Padding
with zeros.")
content += b'\x00' * (dim * 2 - len(content))
elif len(content) > dim * 2:
print (f"Warning: Plaintext file contains {len(content)} bytes, but only {dim * 2} bytes will be used for dim={dim}.")
content = content[:dim * 2]

plain vector = np.zeros(dim, dtype=int)
for i in range (dim) :

# Combine two bytes into a single integer

plain vector[i] = int.from bytes(content[i*2:(i*2)+2], 'big')
return plain vector

# Main Cryptosystem Logic
if name == " main
# Generate encryption key matrix
encr = generate secure random matrix(dim, dim, mod)

# Ensure encr 1is invertible
while True:
try:
decr = GaussJordanGF (encr, mod)
break
except Exception as e:
print (f"Encountered singular matrix for encr: {e}. Regenerating...")
encr = generate secure random matrix(dim, dim, mod)

# Generate offset vector
offset = generate secure random vector (dim, mod)

# Read plaintext
plaintext filename = "plaintext.txt"
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# Create a dummy plaintext.txt if it doesn't exist for testing
if not os.path.exists(plaintext filename) :
with open(plaintext filename, 'w') as f:
f.write("This is a test plaintext for our cryptographic system.")
print (f"Created a dummy '{plaintext filename}' for testing.")

plain = read plaintext to vector(plaintext filename, dim)
# 7. The encryption math (equation) is “encr * plain + offset = cipher” where cipher is the ciphertext vector.
cipher = (mat vec mul gf(encr, plain, mod) + offset) % mod

# 8. Then decryption math (equation) is “decr * (cipher - offset)” so do the subtraction first.
cipher minus offset = (cipher - offset) % mod

# Ensure positive modulo

cipher minus offset[cipher minus offset < 0] += mod

decrypted plain = mat vec mul gf(decr, cipher minus offset, mod)

# 9. Confirm both the encryption math and decryption math “match” (the decrypted ciphertext is equal to the plaintext).
match = np.array equal(plain, decrypted plain)

# 10. Display everything and save to file

current time = datetime.now ()

file prefix = current time.strftime (f"PyCooper-{dim}-%Y%msd-3sH¥M%S")
key filename = f"{file prefix}.txt"

print ("\n--- Cryptosystem Details ---")
print (f"Modulus (GF): {mod}")

print (f"Dimension (dim): {dim}")

print ("\n--- Encryption Key Matrix (encr) ---")
print (encr)

print ("\n--- Decryption Key Matrix (decr) ---")
print (decr)

print ("\n--- Offset Vector ---")
print (offset)

print ("\n--- Plaintext Vector ---")
print (plain)

print ("\n--- Ciphertext Vector ---")
print (cipher)

print ("\n--- Decrypted Plaintext Vector ---")
print (decrypted plain)

print (f"\nMatch between original plaintext and decrypted plaintext: {match}")

# Save to key file
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with open(key filename, 'w') as f:

i2 g
iE o

iE o

write (f"Modulus (GF): {mod}\n")
write (f"Dimension (dim): {dim}\n\n")

write ("Encryption Key Matrix (encr) :\n")

for row in encr:

i£ g

i£ g

f.write(" ".join (map(str, row)) + "\n")
write ("\n")

write ("Decryption Key Matrix (decr) :\n")

for row in decr:

iE o

iE o
i o

i g

print

f.write("™ ".join (map(str, row)) + "\n")
write ("\n")

write ("Offset Vector:\n")
write (" ".join (map(str, offset)) + "\n\n")

.write ("Plaintext Vector (numeric representation) :\n")
.write (" ".join (map(str, plain)) + "\n\n")

.write ("Ciphertext Vector (numeric representation) :\n")
.write (" ".join (map(str, cipher)) + "\n\n")

.write ("Decrypted Plaintext Vector (numeric representation) :\n")
.write(" ".join (map(str, decrypted plain)) + "\n\n")

write (f"Match between original plaintext and decrypted plaintext:

(f"\nAll generated values saved to: {key_filename}")

{match}\n")
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Appendix E.2: Pvthon GF(997727) Cryptosystem: Program Output

# python3 PyCooper.py
Warning: Plaintext file contains 54 bytes, but only 12 bytes will be used for dim=6.

--- Cryptosystem Details ---
Modulus (GF): 997727
Dimension (dim): 6

--- Encryption Key Matrix (encr) ---
[[238117 835879 180494 777298 337049 622146]
[485493 834905 819385 167086 718328 148986]
[638813 163379 449553 160555 901813 696609]
[112682 131244 763493 246696 748430 480210]
[187696 219358 701538 393880 214947 885117]
[407896 478110 931288 328901 672898 696708]]
--— Decryption Key Matrix (decr) ---
[[605071 150505 901738 130908 19218 214437]
[723822 941626 648431 297952 372923 521044]
[760379 578158 148020 58516 555393 486654]
[631591 675796 867847 177047 500643 639388]
[477241 742455 683917 25095 27970 700423]
[978200 427063 896910 792247 497451 718388]]

-—— Offset Vector ---
[122795 157985 993630 496189 608310 278739]

-—-— Plaintext Vector ---
[21608 26995 8297 29472 24864 29797]

--— Ciphertext Vector ---
[518030 345067 380140 972708 973998 265951]

--— Decrypted Plaintext Vector ---
[21608 26995 8297 29472 24864 29797]

Match between original plaintext and decrypted plaintext: True

All generated values saved to: PyCooper-6-20250621-205412.txt
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Appendix E.3: Pvthon GF(997727) Cryptosystem: Key File Contents

[root@R730 GF997727]1# more PyCooper-6-20250621-205412.txt
Modulus (GF): 997727
Dimension (dim): 6

Encryption Key Matrix (encr):

238117 835879 180494 777298 337049 622146
485493 834905 819385 167086 718328 148986
638813 163379 449553 160555 901813 696609
112682 131244 763493 246696 748430 480210
187696 219358 701538 393880 214947 885117
407896 478110 931288 328901 672898 696708

Decryption Key Matrix (decr):

605071 150505 901738 130908 19218 214437
723822 941626 648431 297952 372923 521044
760379 578158 148020 58516 555393 486654
631591 675796 867847 177047 500643 639388
477241 742455 683917 25095 27970 700423
978200 427063 896910 792247 497451 718388

Offset Vector:
122795 157985 993630 496189 608310 278739

Plaintext Vector (numeric representation):
21608 26995 8297 29472 24864 29797

Ciphertext Vector (numeric representation):
518030 345067 380140 972708 973998 265951

Decrypted Plaintext Vector (numeric representation):
21608 26995 8297 29472 24864 29797

Match between original plaintext and decrypted plaintext: True
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Appendix F.1: Java GF(1077777719) Cryptosystem source code — 499 lines generated by Google Gemini

import java.security.SecureRandom;

import java.math.BigInteger;

import java.io.File;

import java.io.FileInputStream;

import java.io.FileWriter;

import java.io.BufferedWriter;

import java.io.IOException;

import java.time.LocalDateTime; // Java 8 compatible
import java.time.format.DateTimeFormatter; // Java 8 compatible
import java.util.Arrays;

import java.util.Collections;

import java.util.HashMap;

import java.util.ArraylList;

import java.util.List;

public class JavaCooper {

// 1. All arithmetic is GF(1077777719), there should be a variable “mod” set to 1077777719.
private static final long MOD = 1077777719L; // L for long literal

// 2. Variable “dim” defines the dimension of the encryption key matrix “encr”, use 6 as the initial value for testing.
private static final int DIM = 1000;

// Character pool for ASCII mapping: Capital A-Z and lower-case a-z (52 letters)

private static final String CHAR POOL = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz";
private static final int NUM CHARS PER DIGIT MAPPING = 58

// Maximum number of digits for a number in GF(1077777719) is 10

private static final int MAX DIGITS IN MOD = 10;

// Secure random number generator instance
private static final SecureRandom secureRandom = new SecureRandom() ;

/**

* Computes the modular multiplicative inverse of 'a' modulo 'm'.

* Uses BigInteger.modInverse for correctness and handling of prime moduli.

* @param a The number to find the inverse of.

* @param m The modulus (must be prime).

* @return The modular multiplicative inverse of a mod m.

* @throws ArithmeticException if the inverse does not exist (e.g., m is not prime or a is 0).
*/

private static long modInverse(long a, long m) {
return BigInteger.valueOf (a)
.modInverse (BigInteger.valueOf (m))
.longValue () ;
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/**
* Performs matrix-vector multiplication in GF (MOD) .
* @param matrix The matrix (DIM x DIM) .
* @param vector The vector (DIM x 1).
* @return The resulting vector (DIM x 1).
=
private static long[] matrixVectorMultiply(long[][] matrix, long[] vector) {
int rows = matrix.length;
int cols = matrix[0].length;
int veclen = vector.length;

if (cols != vecLen) {
throw new IllegalArgumentException ("Matrix columns must match vector length for multiplication");

long[] result = new long[rows];
for (int i = 0; 1 < rows; 1i++) {
long rowSum = 0;
for (int j = 0; j < cols; J++) {
rowSum = (rowSum + matrix[i][j] * vector[j]) % MOD;
}
result[i] = rowSum;
}
return result;

}

/**

* Computes the inverse of a matrix using Gauss-Jordan elimination in GF (MOD) .
* Returns the inverse matrix or null if the matrix is singular.

* @param matrix The square matrix to invert.

* @return The inverse matrix or null if singular.

Y/
private static long[][] gaussJordanGF (long[][] matrix) {
int n = matrix.length;
if (n == || matrix[0].length != n) {

return null; // Not a square matrix

}

// Create an augmented matrix [A | I]

long[][] augmentedMatrix = new long[n][2 * n];

for (int 1 = 0; i < n; i++) {
System.arraycopy (matrix[i], 0, augmentedMatrix[i], O, n); // Copy original matrix
augmentedMatrix[i] [n + i] = 1; // Identity part

for (int i = 0; i < n; i++) {
// Find pivot (first non-zero element in the current column, starting from current row)
int pivotRow = 1i;
while (pivotRow < n && augmentedMatrix[pivotRow] [i] == 0) {
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pivotRow++;

}

if (pivotRow == n) {
// Matrix is singular
System.err.println ("Matrix is singular, inverse does not exist in GF(" + MOD + ")");

return null;

}

// Swap current row with pivot row

if (pivotRow != 1) {
long[] tempRow = augmentedMatrix([i];
augmentedMatrix[i] = augmentedMatrix[pivotRow];
augmentedMatrix [pivotRow] = tempRow;

long pivotVal = augmentedMatrix([i] [i];

long invPivotVal;

try {
invPivotVal = modInverse (pivotVal, MOD) ;

} catch (ArithmeticException e) {
System.err.println("Failed to compute modular inverse for pivot " + pivotVal + ": " + e.getMessage());
return null; // Indicate singular matrix due to non-invertible pivot

}

// Make pivot 1
for (int j = 0; J < 2 * n; J++) {

augmentedMatrix[i] [j] = (augmentedMatrix[i][j] * invPivotVal) % MOD;
}

// Eliminate other rows
for (int rowIdx = 0; rowIdx < n; rowIdx++) {
if (rowIdx != i) {
long factor = augmentedMatrix[rowIdx][i];
for (int colIdx = 0; colldx < 2 * n; colIdx++) {

long term = (factor * augmentedMatrix[i] [colIdx]) % MOD;
// Ensure positive result for modulo arithmetic: (A - B) $ M= (A + M- B) $ M
augmentedMatrix[rowIdx] [colIdx] = (augmentedMatrix|[rowIdx][colIdx] + MOD - term) % MOD;

}

// Extract the inverse matrix from the right half of the augmented matrix
long[][] inverse = new long[n] [n];
for (int i = 0; i < n; i++) {

System.arraycopy (augmentedMatrix[i], n, inverse[i], 0, n);

return inverse;
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/**

* Generates a matrix filled with cryptographically secure random numbers modulo MOD.
* @param rows Number of rows.

* @param cols Number of columns.

* @return The generated matrix.

=
private static long[][] generateSecureRandomMatrix (int rows, int cols) {
long[][] matrix = new long[rows] [cols];
for (int r = 0; r < rows; r++) {
for (int ¢ = 0; ¢ < cols; c++) {
matrix[r] [c] = (long) (secureRandom.nextDouble() * MOD);
}
}
return matrix;
}
/**

* Generates a vector filled with cryptographically secure random numbers modulo MOD.
* @param dim Dimension of the vector.
* @return The generated vector.

Y
private static long[] generateSecureRandomVector (int dim) {
long[] vector = new long[dim];
for (int i = 0; i < dim; i++) {
vector[i] = (long) (secureRandom.nextDouble () * MOD);

}

return vector;

}
/‘k*

* Reads plaintext from file into a vector, three bytes per element.

* @param filename Path to the plaintext file.

* @param dim Dimension of the plaintext vector.

* @return The plaintext vector.

* @throws IOException If there's an error reading the file.

%/

private static long[] readPlaintextToVector (String filename, int dim) throws IOException {

File file = new File(filename);
byte[] content;

int bytesPerElement = 3;
int requiredBytes = dim * bytesPerElement;

try (FileInputStream fis = new FileInputStream(file)) {
content = new byte[requiredBytes];
int bytesRead = fis.read(content);
if (bytesRead == -1) {
System.err.println("Warning: Plaintext file is empty. Padding with zeros.");
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Arrays.fill (content, (byte) 0);
bytesRead = 0;
}

if (bytesRead < requiredBytes) {

System.err.printf ("Warning: Plaintext file contains only %d bytes, but %d bytes are required for dim=%d. Padding
with zeros.%n", bytesRead, requiredBytes, dim);
Arrays.fill (content, bytesRead, requiredBytes, (byte) 0);
} else if (bytesRead > requiredBytes) {
System.err.printf ("Warning: Plaintext file contains %d bytes, but only %d bytes will be used for dim=%d.%n",
bytesRead, requiredBytes, dim);
}
}

long[] plainVector = new long[dim];

for (int i = 0; 1 < dim; i++) {
long bytel = (long) (content[i * bytesPerElement] & OxFF);
long byte2 = (long) (content[i * bytesPerElement + 1] & OxFF);
long byte3 = (long) (content[i * bytesPerElement + 2] & OxFF);
plainVector[i] = (bytel << 16) | (byte2 << 8) | byte3;

}
return plainVector;

}

/**

* Generates a random mapping from each digit (0-9) to 5 unique ASCII characters from CHAR POOL.
* @return A HashMap where keys are digits (0-9) and values are lists of 5 unique characters.
%y
private static HashMap<Integer, List<Character>> generateDigitToCharMapping() {
List<Character> poolChars = new ArrayList<>();
for (char c : CHAR POOL.toCharArray()) {
poolChars.add(c) ;
}

HashMap<Integer, List<Character>> mapping = new HashMap<>();
for (int digit = 0; digit <= 9; digit++) {
List<Character> selectedChars = new ArrayList<>();
List<Character> tempPool = new ArrayList<>(poolChars);
Collections.shuffle (tempPool, secureRandom) ;

for (int i = 0; i < NUM CHARS PER DIGIT MAPPING; i++) {

if (tempPool.isEmpty()) {
throw new IllegalStateException ("Not enough unique characters in CHAR POOL for mapping!");

}
selectedChars.add (tempPool.remove (0)) ;

}

mapping.put (digit, selectedChars);

}

return mapping;
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*
* Converts a numeric ciphertext vector into an ASCII string based on the digit-to-char mapping.
* This function performs the substitution only, no permutation.
* @param numericCipher The numeric ciphertext vector.
* @param mapping The digit-to-character mapping.
* @return The ASCII ciphertext after substitution.
*/
private static String numericCiphertextToAsciiSubstituted(long[] numericCipher, HashMap<Integer, List<Character>> mapping) {
StringBuilder asciiCiphertextBuilder = new StringBuilder();
for (long cipherNum : numericCipher) {
String numStr = String.format ("%0" + MAX DIGITS IN MOD + "d", cipherNum);
StringBuilder currentAsciiNumStr = new StringBuilder();

for (char digitChar : numStr.toCharArray()) {
int digit = Character.getNumericValue (digitChar) ;
List<Character> possibleChars = mapping.get (digit) ;
char chosenChar = possibleChars.get (secureRandom.nextInt (possibleChars.size()));
currentAsciiNumStr.append (chosenChar) ;
}
asciiCiphertextBuilder.append (currentAsciiNumStr) .append (" ");
}
return asciiCiphertextBuilder.toString() .trim() ;
}
/**
* Applies a permutation to the characters of an ASCII ciphertext string.
* @param unpermutedAsciiCiphertext The ASCII ciphertext string after substitution.
* @param permutationOrder The permutation order for digit positions.
* @param maxDigitsInMod The expected length of each ASCII part.
* @return The ASCII ciphertext after permutation.
%y
private static String applyPermutationToAsciiCiphertext (String unpermutedAsciiCiphertext, List<Integer> permutationOrder, int
maxDigitsInMod) {
StringBuilder permutedPartsBuilder = new StringBuilder();
String[] parts = unpermutedAsciiCiphertext.split("™ ");

for (String part : parts) {

char[] chars = part.toCharArray();
char[] permutedChars = new char[chars.length];
if (chars.length != maxDigitsInMod) {

System.err.printf ("Warning: ASCII part '$s' has length %d which does not match MAX DIGITS IN MOD %d. Permutation
might be inconsistent.%n", part, chars.length, maxDigitsInMod) ;

permutedPartsBuilder.append (part) .append (" ");

continue;

for (int srcIdx = 0; srclIdx < permutationOrder.size(); srcIdx++) {
int targetIdx = permutationOrder.get (srcldx);
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if (targetIdx < chars.length) {
permutedChars[targetIdx] = chars[srcIdx];
} else {
System.err.printf ("Warning: Permutation target index %d out of bounds for characters length %d. Skipping

character.%n", targetIdx, chars.length);

}
}
permutedPartsBuilder.append (new String(permutedChars)) .append(" ");
}

return permutedPartsBuilder.toString().trim();

public static void main(String[] args) throws IOException ({

long[][] encr = null;
long [] decr = null;
long offset = null;

cipher = null;
cipherMinusOffset = null;
long[] decryptedPlain = null;
BufferedWriter keyFile = null;

[]
[l
long[] plain = null;
[]
[l

System.out.println ("\n--- Cryptosystem Details ---");
System.out.println ("Modulus (GF): " + MOD);
System.out.println ("Dimension (dim): " + DIM);

while (decr == null) {

encr = generateSecureRandomMatrix (DIM, DIM);
decr = gaussJordanGF (encr) ;
if (decr == null) {
System.err.println ("Encountered singular matrix for encr. Regenerating...");

}
offset = generateSecureRandomVector (DIM) ;

String plaintextFilename = "plaintext.txt";
File plaintextFile = new File(plaintextFilename) ;
if (!plaintextFile.exists()) {
try (BufferedWriter writer = new BufferedWriter (new FileWriter (plaintextFile))) {
writer.write ("This is a test plaintext for our cryptographic system. This adds more data for 3-byte plaintext.");
}
System.out.printf ("Created a dummy '$s' for testing.%n", plaintextFilename) ;

}
plain = readPlaintextToVector (plaintextFilename, DIM);

long[] cipherIntermediate = matrixVectorMultiply(encr, plain);
cipher = new long[DIM];
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for (int i = 0; i < DIM; i++) {
cipher[i] = (cipherIntermediate([i] + offset[i]) % MOD;

HashMap<Integer, List<Character>> digitToCharMapping = generateDigitToCharMapping () ;

List<Integer> digitPermutationOrder = new ArrayList<>();

for (int i = 0; i < MAX DIGITS IN MOD; i++) {
digitPermutationOrder.add (i) ;

}

Collections.shuffle(digitPermutationOrder, secureRandom) ;
String asciiCiphertextSubstituted = numericCiphertextToAsciiSubstituted (cipher, digitToCharMapping) ;

String asciiCiphertextPermuted = applyPermutationToAsciiCiphertext (
asciiCiphertextSubstituted,
digitPermutationOrder,
MAX DIGITS IN MOD

)i

cipherMinusOffset = new long[DIM];
for (int i = 0; i < DIM; i++) {
cipherMinusOffset[i] = (cipher[i] + MOD - offset[i]) % MOD;
}
decryptedPlain = matrixVectorMultiply(decr, cipherMinusOffset);

boolean isMatch = Arrays.equals(plain, decryptedPlain);

LocalDateTime localTime = LocalDateTime.now();

String filePrefix = String.format ("JavaCooper-%d-%s", DIM, localTime.format (DateTimeFormatter.ofPattern ("yyyyMMdd-
HHmmss") ) ) ;

String keyFilename = filePrefix + ".key";

try {
keyFile = new BufferedWriter (new FileWriter (keyFilename));
System.out.println("\n--- Encryption Key Matrix (encr) ---");

keyFile.write ("Encryption Key Matrix (encr):\n");
for (long[] row : encr) {
StringBuilder rowStr = new StringBuilder();
for (int 1 = 0; i < row.length; i++) {
rowStr.append (String.format ("%0" + MAX DIGITS IN MOD + "d", row[i])):;
if (i < row.length - 1) { a o
rowStr.append (" ");

}
System.out.println (rowStr.toString())
keyFile.write (rowStr.toString() + "\n");
}
keyFile.write ("\n");
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System.out.println("\n--- Decryption Key Matrix (decr) ---");
keyFile.write ("Decryption Key Matrix (decr) :\n");
for (long[] row : decr) {
StringBuilder rowStr = new StringBuilder();
for (int i = 0; i < row.length; i++) {
rowStr.append(String.format ("%0" + MAX DIGITS IN MOD + "d", row([i]));
if (i < row.length - 1) {
rowStr.append (" ");
}
}
System.out.println (rowStr.toString());
keyFile.write (rowStr.toString() + "\n");
}
keyFile.write ("\n");

System.out.println ("\n--- Offset Vector ---");
keyFile.write ("Offset Vector:\n");
StringBuilder offsetStr = new StringBuilder();
for (int i = 0; i < offset.length; i++) {
offsetStr.append(String.format ("%0" + MAX DIGITS IN MOD + "d", offset[i]));
if (i < offset.length - 1) {
offsetStr.append (" ");
}
}
System.out.println (offsetStr.toString());
keyFile.write (offsetStr.toString() + "\n\n");

System.out.println("\n--- Plaintext Vector (numeric representation) ---");
keyFile.write ("Plaintext Vector (numeric representation) :\n");
StringBuilder plainStr = new StringBuilder();
for (int i = 0; i < plain.length; i++) {
plainStr.append(String.format ("%0" + MAX DIGITS IN MOD + "d", plain[i]));
if (i < plain.length - 1) {
plainStr.append (" ");
}
}
System.out.println(plainStr.toString());
keyFile.write (plainStr.toString() + "\n\n");

System.out.println("\n--- 1. Ciphertext Vector (numeric representation) ---");
keyFile.write ("--- 1. Ciphertext Vector (numeric representation) ---\n");
StringBuilder cipherStr = new StringBuilder();
for (int 1 = 0; i < cipher.length; i++) {

cipherStr.append (String.format ("$0" + MAX DIGITS IN MOD + "d", cipher([i]));

if (i < cipher.length - 1) {

cipherStr.append (" ");

}
}
System.out.println (cipherStr.toString());
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keyFile.write (cipherStr.toString() + "\n\n");

System.out.println("\n--- 2. Digit to ASCII Character Mapping ---");
keyFile.write ("--- 2. Digit to ASCII Character Mapping ---\n");
List<Integer> sortedKeys = new ArrayList<>(digitToCharMapping.keySet()):;
Collections.sort (sortedKeys) ;
for (int digit : sortedKeys) {

List<Character> chars = digitToCharMapping.get (digit) ;

StringBuilder charsStr = new StringBuilder();

for (int i = 0; 1 < chars.size(); 1++) {
charsStr.append (chars.get (1))
if (i < chars.size() - 1) {

charsStr.append (", ");
}
}
System.out.printf ("Digit %d: %s%n", digit, charsStr.toString()):
keyFile.write (String.format ("Digit %d: %s%n", digit, charsStr.toString())):;
}
keyFile.write ("\n");

System.out.println("\n--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---");
keyFile.write ("--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---\n");
System.out.println (asciiCiphertextSubstituted) ;

keyFile.write (asciiCiphertextSubstituted + "\n\n");

System.out.println("\n--- 4. Digit Position Permutation Order (Indices for O-based digits) ---");
keyFile.write ("--- 4. Digit Position Permutation Order (Indices for O-based digits) ---\n");
System.out.println (digitPermutationOrder.toString()) ;

keyFile.write (digitPermutationOrder.toString() + "\n\n");

System.out.println("\n--- 5. ASCII Ciphertext (Permuted) ---");
keyFile.write ("--- 5. ASCII Ciphertext (Permuted) ---\n");
System.out.println (asciiCiphertextPermuted) ;

keyFile.write (asciiCiphertextPermuted + "\n\n");

System.out.println ("\n--- Decrypted Plaintext Vector (numeric representation) ---");
keyFile.write ("--- Decrypted Plaintext Vector (numeric representation) ---\n");
StringBuilder decryptedPlainStr = new StringBuilder();
for (int 1 = 0; i < decryptedPlain.length; i++) {
decryptedPlainStr.append(String.format ("%0" + MAX DIGITS IN MOD + "d", decryptedPlain([i])):;
if (i < decryptedPlain.length - 1) {
decryptedPlainStr.append ("™ ");
}
}
System.out.println (decryptedPlainStr.toString());
keyFile.write (decryptedPlainStr.toString() + "\n\n");

System.out.printf ("Match between original plaintext and decrypted plaintext: %b%n", isMatch);
keyFile.write (String.format ("Match between original plaintext and decrypted plaintext: %b%n", isMatch));
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System.out.printf ("$nAll generated values saved to: %s%n", keyFilename);

} finally {
if (keyFile != null) {
keyFile.close() ;

Page 136 of 186




Appendix F.2: Java GF(1077777719) Cryptosystem: Program Output

# java JavaCooper

--- Cryptosystem Details ---
Modulus (GF): 1077777719

Dimension (dim) :

6

--- Encryption Key Matrix (encr)

0364959032
0004730967
0849625450
0137351040
0321434816
0292390261

—-—-- Decryption Key Matrix

0276678984
0682870836
0953024079
0383044062
0703122491
0124122343

-—- Offset
0858588658

0103587510
0254797897
0878949088
0341058034
0859887883
0563353559

0145970976
0784649782
0020199259
0272086367
0118483499
1006094012

Vector ---
0210112413

0279654665
0527007788
0318392042
0711912932
0491069385
0942990855

(decr)
0292441505
0732986021
0017156973
0047869997
0607024681
0100545672

0379733894
0936208060
1012262167
0358549864
0922987603
0214661848

0381795815
0361077409
0701080504
0362709401
0128061320
1022840734

0959281484
0975369259
0179831259
1019117443
1063289807
0150227106

0314046918
0884126107
0740519263
1056025610
0324277883
0562100699

0288605666 0472394284 0965404036

--- Plaintext Vector (numeric representation)
0005531753 0007544937 0007544929 0002126949 0007566368
--— 1. Ciphertext Vector (numeric representation) ---
0518929831 0846297944 0380842316 0470965679 0981762480

=== A ASCII Character Mapping ---

Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit

ar

9}
~ <SS

~

~

~

WO Joy U WN - O
S 5O OoO HHXUO

~

Digit to

Xy KI OI
Zy
F,
h,
by
vy
1,
m,
t,
g

o>
Sl

~

~ N~

0
S CHMhHTS <

~

HQ — 0 o mw=z.aQ9 5 H

0544166559
0099839838
0694110026
0238481380
0401791545
0086883229

0205668750
0360718051
0513370357
0064163675
0381642519
0979283142

0722427094

0007367777

0209206613

--- 3. Ciphertext after mapping Digits to ASCII (substitution)
aswtLDguXG IUBfZglvgp KZgahIZhwe OpmOwObllv OLUZPfFpUO agqIwVOfbZZ

--— 4. Digit Position Permutation Order (Indices for 0O-based digits) ---
[41 2’ 8/ 6’ 9/ 5’ 1/ 7’ 3/ O]
--- 5. ASCII Ciphertext (Permuted) ---

GgsXaDtuwlL plUqIgfvBZ eZZwKIahgh vbplOOOlmw OFLUOfZpUP ZfgZaOwbIV

--— Decrypted Plaintext Vector (numeric representation) ---
0005531753 0007544937 0007544929 0002126949 0007566368 0007367777

Match between original plaintext and decrypted plaintext: true

All generated values saved to: JavaCooper-6-20250622-222459.key
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Appendix F.3: Java GF(1077777719) Cryptosystem: Key File Contents

# cat JavaCooper-6-20250622-222459.key

Encryption
0364959032
0004730967
0849625450
0137351040
0321434816
0292390261

Decryption
0276678984
0682870836
0953024079
0383044062
0703122491
0124122343

Key Matrix
0103587510
0254797897
0878949088
0341058034
0859887883
0563353559

Key Matrix
0145970976
0784649782
0020199259
0272086367
0118483499
1006094012

Offset Vector:
0858588658 0210112413 0288605666 0472394284

Plaintext Vector

(encr) :

0279654665
0527007788
0318392042
0711912932
0491069385
0942990855

(decr) :

0292441505
0732986021
0017156973
0047869997
0607024681
0100545672

0379733894
0936208060
1012262167
0358549864
0922987603
0214661848

0381795815
0361077409
0701080504
0362709401
0128061320
1022840734

(numeric representation) :

0005531753 0007544937 0007544929 0002126949

-—— 1.

Ciphertext Vector

(numeric representation)

0959281484
0975369259
0179831259
1019117443
1063289807
0150227106

0314046918
0884126107
0740519263
1056025610
0324277883
0562100699

0965404036

0007566368

0518929831 0846297944 0380842316 0470965679 0981762480

=== 2,
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit

ar

@
~ SN

~

~

~

O 00 Jo U W E O

S 5O OoO —HXUO

~

--- 3.

Digit to

Ciphertext

x, K, O,

-\~
'O o AN
NN

< aHmhHE< <SP
(=

S

HQ — 0 oWz 5 H

ASCII Character Mapping ---

after mapping Digits to ASCII

(substitution)

0544166559
0099839838
0694110026
0238481380
0401791545
0086883229

0205668750
0360718051
0513370357
0064163675
0381642519
0979283142

0722427094

0007367777

0209206613

aswtLDguXG IUBfZglvgp KZgahIZhwe OpmOwObllv OLUZPfFpUO aqIwVOfbZZ

-~ 4.

[41 2’ 8/

--- 5. ASCII Ciphertext

9, 5, 1,

Digit Position Permutation Order
6,

7, 3, 0]

(Permuted)

GgsXaDtuwlL plUqIlgfvBZ eZZwKIahgh vbplOOOlmw OFLUOfZpUP ZfgZaOwbIV

-—-— Decrypted Plaintext Vector

(numeric representation)

0005531753 0007544937 0007544929 0002126949 0007566368 0007367777

Match between original plaintext and decrypted plaintext:

true

(Indices for 0O-based digits)
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Appendix G.1: Go (Golang) GF(1077777719) Cryptosystem source code — 534 lines generated by Google Gemini

package main

import (
"bufio"
"crypto/rand" // For cryptographically secure random numbers
"fmt"
nig™
"math/big" // For ModInverse
"os"
"sort" // For sorting map keys for consistent output
"strconv" // For converting characters to digits
"strings"
"time" // For filename timestamp

// 1. All arithmetic is GF(1077777719), there should be a variable “mod” set to 1077777719.
const MOD uint64 = 1077777719

// 2. Variable “dim” defines the dimension of the encryption key matrix “encr”, use 6 as the initial value for testing.
const DIM =6

// Character pool for ASCIl mapping: Capital A-Z and lower-case a-z (52 letters)
const CHAR_POOL = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopqgrstuvwxyz"
const NUM_CHARS_PER_DIGIT_MAPPING = 5

// Maximum number of digits for a number in GF(1077777719) is 10
const MAX_DIGITS_IN_MOD = 10

// secureRandom is a cryptographically secure random number generator.
// It's a global reader that satisfies the math/rand.Source interface if needed,
// but for direct byte/uint generation, crypto/rand.Read is used.

var secureRandom = rand.Reader

// modinverse computes the modular multiplicative inverse of 'a' modulo 'm'.
// Uses math/big.Int for robust modular inverse calculation.
func modinverse(a, m uint64) (uint64, error) {

bigA := new(big.Int).SetUint64(a)

bigM := new(big.Int).SetUint64(m)
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// In Go's math/big, ModInverse returns nil if inverse does not exist.
// This happens if gcd(a, m) != 1. Since m is prime, it means a is 0.
inverseBigint := new(big.Int).ModInverse(bigA, bigM)
if inverseBigInt == nil {
return 0, fmt.Errorf("modular inverse does not exist for %d mod %d (modulus is prime, so 'a' must be 0)", a, m)

}

return inverseBigInt.Uint64(), nil

// matrixVectorMultiply performs matrix-vector multiplication in GF(MOD).
func matrixVectorMultiply(matrix [][Juint64, vector [Juint64) [Juint64 {
rows := len(matrix)
cols := len(matrix[0])
veclen := len(vector)

if cols I=vecLen {
panic("Matrix columns must match vector length for multiplication")

result := make([Juint64, rows)
fori:=0;i<rows; i++ {
var rowSum uint64 = 0
forj:=0;j<cols; j++ {
rowSum = (rowSum + matrix[i][j]*vector[j]) % MOD
}
result[i] = rowSum

}

return result

// gausslordanGF computes the inverse of a matrix using Gauss-Jordan elimination in GF(MOD).
// Returns the inverse matrix or nil if the matrix is singular.
func gaussJordanGF(matrix [][Juint64) ([1[Juint64, error) {
n := len(matrix)
if n==0 || len(matrix[0]) !=n {
return nil, fmt.Errorf("matrix is not square or is empty")

// Create an augmented matrix [A | 1]

augmentedMatrix := make([][Juint64, n)

for i := range augmentedMatrix {
augmentedMatrix[i] = make([Juint64, 2*n)
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copy(augmentedMatrix[i], matrix[i]) // Copy original matrix
augmentedMatrix[i][n+i] = 1 // |dentity part

fori:=0;i<n;i++{
// Find pivot (first non-zero element in the current column, starting from current row)
pivotRow :=i
for pivotRow < n && augmentedMatrix[pivotRow][i] == 0 {
pivotRow++
}
if pivotRow ==n {
// Matrix is singular
return nil, fmt.Errorf("matrix is singular, inverse does not exist in GF(%d)", MOD)

// Swap current row with pivot row
if pivotRow !=i {
augmentedMatrix[i], augmentedMatrix[pivotRow] = augmentedMatrix[pivotRow], augmentedMatrix|i]

pivotVal := augmentedMatrix[i][i]
invPivotVal, err := modInverse(pivotVal, MOD)
if err I=nil {
return nil, fmt.Errorf("failed to compute modular inverse for pivot %d: %w", pivotVal, err)

// Make pivot 1
forj:=0;j<2*n; j++{
augmentedMatrix[i][j] = (augmentedMatrix[i][j] * invPivotVal) % MOD

// Eliminate other rows
for rowldx := 0; rowldx < n; rowldx++ {
if rowldx =i {
factor := augmentedMatrix[rowldx][i]
for colldx := 0; colldx < 2*n; colldx++ {
term := (factor * augmentedMatrix[i][colldx]) % MOD
// Ensure positive result for modulo arithmetic: (A-B)% M =(A+M-B)% M
augmentedMatrix[rowldx][colldx] = (augmentedMatrix[rowldx][colldx] + MOD - term) % MOD
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// Extract the inverse matrix from the right half of the augmented matrix
inverse := make([][Juint64, n)
for i :=range inverse {

inverse[i] = make([Juint64, n)

copy(inverseli], augmentedMatrix[i][n:2*n])

return inverse, nil

// generateSecureRandomMatrix generates a matrix filled with cryptographically secure random numbers modulo MOD.
func generateSecureRandomMatrix(rows, cols int) ([][]uint64, error) {
matrix := make([][Juint64, rows)
forr:=0; r < rows; r++ {
matrix[r] = make([Juint64, cols)
for c:=0; c < cols; c++ {
// Generate a random big integer in the range [0, MOD-1]
bigIntMod := new(big.Int).SetUint64(MOD)
randBigint, err := rand.Int(secureRandom, bigIntMod)
if err I=nil {
return nil, fmt.Errorf("failed to generate secure random number: %w", err)
}
matrix[r][c] = randBigInt.Uint64()

}

return matrix, nil

// generateSecureRandomVector generates a vector filled with cryptographically secure random numbers modulo MOD.
func generateSecureRandomVector(dim int) ([Juint64, error) {
vector := make([Juint64, dim)
bigintMod := new(big.Int).SetUint64(MOD)
fori:=0;i<dim;i++{
randBiglnt, err := rand.Int(secureRandom, bigintMod)
if err I=nil {
return nil, fmt.Errorf("failed to generate secure random number for vector: %w", err)
}
vector(i] = randBigInt.Uint64()
}

return vector, nil
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// readPlaintextToVector reads plaintext from file into a vector, three bytes per element.
func readPlaintextToVector(filename string, dim int) ([Juint64, error) {

bytesPerElement := 3

requiredBytes := dim * bytesPerElement

file, err := 0s.0pen(filename)
if err 1= nil {
// If file doesn't exist, create a dummy one
if os.IsNotExist(err) {
fmt.Printf("Created a dummy '%s' for testing.\n", filename)
dummyContent := [Jbyte("This is a test plaintext for our cryptographic system. This adds more data for 3-byte plaintext.")
// Ensure dummy content is at least requiredBytes long if DIM is large
for len(dummyContent) < requiredBytes {
dummyContent = append(dummyContent, dummyContent...)

}
err = os.WriteFile(filename, dummyContent, 0644)
if err 1= nil {
return nil, fmt.Errorf("failed to create dummy plaintext file: %w", err)
}
file, err = 0s.0Open(filename) // Reopen the newly created file
if err I=nil {
return nil, fmt.Errorf("failed to open newly created dummy plaintext file: %w", err)
}
}else {
return nil, fmt.Errorf("failed to open plaintext file: %w", err)
}

}
defer file.Close()

content := make([]byte, requiredBytes)
bytesRead, err := io.ReadFull(file, content) // Read exactly requiredBytes or return error if EOF before that
if err 1= nil && err !=i0.EOF && err !=io.ErrUnexpectedEOF {

return nil, fmt.Errorf("failed to read plaintext file: %w", err)

if bytesRead < requiredBytes {
fmt.Fprintf(os.Stderr, "Warning: Plaintext file contains only %d bytes, but %d bytes are required for dim=%d. Padding with zeros.\n", bytesRead, requiredBytes, dim)
// io.ReadFull already fills with zeros if fewer bytes than expected were read.
} else if bytesRead > requiredBytes {
// This case shouldn't happen with io.ReadFull(..., requiredBytes)
// but if it were read differently, we'd truncate 'content' here.
fmt.Fprintf(os.Stderr, "Warning: Plaintext file contains more bytes (%d) than required (%d) for dim=%d. Only required bytes will be used.\n", bytesRead, requiredBytes, dim)
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plainVector := make([Juint64, dim)

fori:=0;i<dim;i++{
// Combine three bytes into a single uint64 (24-bit value)
// Use bitwise AND with OxFF to ensure byte is treated as unsigned
bytel := uint64(content[i*bytesPerElement]) & OxFF
byte2 := uint64(content[i*bytesPerElement+1]) & OxFF
byte3 := uint64(content[i*bytesPerElement+2]) & OxFF
plainVector[i] = (bytel << 16) | (byte2 << 8) | byte3

}

return plainVector, nil

// generateDigitToCharMapping generates a random mapping from each digit (0-9) to 5 unique ASCII characters from CHAR_POOL.
func generateDigitToCharMapping() (map[int][Jrune, error) {

poolChars := [Jrune(CHAR_POOL)

mapping := make(map[int][Jrune)

// Use crypto/rand for shuffling to be cryptographically secure
shuffledPool := make([]Jrune, len(poolChars))
copy(shuffledPool, poolChars)

// Ensure enough characters for mapping
if len(poolChars) < 10*NUM_CHARS_PER_DIGIT_MAPPING {
return nil, fmt.Errorf("not enough unique characters in CHAR_POOL for mapping %d digits to %d chars each", 10, NUM_CHARS_PER_DIGIT_MAPPING)

// Fisher-Yates shuffle using crypto/rand for indices
for i :=len(shuffledPool) - 1; i > 0; i-- {
randldxBig, err := rand.Int(secureRandom, big.NewInt(int64(i+1)))
if err I=nil {
return nil, fmt.Errorf("failed to generate random index for shuffling: %w", err)
}
j :=int(randldxBig.Int64())
shuffledPool[i], shuffledPoollj] = shuffledPool[j], shuffledPoolli]

// Distribute characters to digits
charldx :=0
for digit := 0; digit <= 9; digit++ {
selectedChars := make([Jrune, NUM_CHARS_PER_DIGIT_MAPPING)
fori:=0; i< NUM_CHARS_PER_DIGIT_MAPPING; i++ {
selectedChars[i] = shuffledPool[charldx]
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charldx++
}
mapping[digit] = selectedChars
}

return mapping, nil

// numericCiphertextToAsciiSubstituted converts a numeric ciphertext vector into an ASCII string
// based on the digit-to-char mapping. This performs substitution only, no permutation.
func numericCiphertextToAsciiSubstituted(numericCipher [Juint64, mapping map[int][Jrune) string {
var asciiCiphertextParts []string
for _, cipherNum := range numericCipher {
numStr := fmt.Sprintf("%0*d", MAX_DIGITS_IN_MOD, cipherNum) // Pad with leading zeros
var currentAsciiNumStr strings.Builder
for _, digitChar := range numStr {
digit, _ := strconv.Atoi(string(digitChar)) // Convert rune to string, then to int
possibleChars := mapping[digit]
// Randomly pick one of the NUM_CHARS_PER_DIGIT_MAPPING chars
randldxBig, err := rand.Int(secureRandom, big.NewInt(int64(len(possibleChars))))
if err 1= nil {
// In a real system, you'd handle this more robustly, possibly failing or logging.
// For this example, we'll use a placeholder or panic, though panic is usually avoided.
panic(fmt.Sprintf("Failed to generate random index for char selection: %v", err))
}
chosenChar := possibleChars[int(randldxBig.Int64())]
currentAsciiNumStr.WriteRune(chosenChar)
}

asciiCiphertextParts = append(asciiCiphertextParts, currentAsciiNumsStr.String())

}

return strings.Join(asciiCiphertextParts, " ")

// applyPermutationToAsciiCiphertext applies a permutation to the characters of an ASCII ciphertext string.

func applyPermutationToAsciiCiphertext(unpermutedAsciiCiphertext string, permutationOrder [Jint, maxDigitsinMod int) string {
var permutedParts []string
parts := strings.Split(unpermutedAsciiCiphertext, " ")

for _, part := range parts {
chars := [Jrune(part)

permutedChars := make([Jrune, len(chars))

if len(chars) != maxDigitsinMod {
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fmt.Fprintf(os.Stderr, "Warning: ASCII part '%s' has length %d which does not match MAX_DIGITS_IN_MOD %d. Permutation might be inconsistent.\n", part,
len(chars), maxDigitsinMod)

permutedParts = append(permutedParts, part)

continue

for srcldx, targetldx := range permutationOrder {
if srcldx < len(chars) && targetldx < len(chars) { // Ensure indices are within bounds
permutedChars[targetldx] = chars[srcldx]

}else {
fmt.Fprintf(os.Stderr, "Warning: Permutation index out of bounds (src: %d, target: %d) for characters length %d. Skipping character.\n", srcldx, targetldx,
len(chars))
}
}
permutedParts = append(permutedParts, string(permutedChars))
}

return strings.Join(permutedParts, " ")

func main() {
fmt.PrintIn("\n--- Cryptosystem Details ---")
fmt.Printf("Modulus (GF): %d\n", MOD)
fmt.Printf("Dimension (dim): %d\n", DIM)

var encr [][Juint64
var decr [][Juint64
var err error

// Generate encryption key matrix and ensure it's invertible
for decr == nil {
encr, err = generateSecureRandomMatrix(DIM, DIM)

if err 1= nil {
fmt.Fprintf(os.Stderr, "Error generating encryption matrix: %v. Retrying...\n", err)
continue

}

decr, err = gausslordanGF(encr)

if err 1= nil {

fmt.Fprintf(os.Stderr, "Encountered singular matrix for encr: %v. Regenerating...\n", err)
decr = nil // Ensure decr remains nil to continue loop

// Generate offset vector
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offset, err := generateSecureRandomVector(DIM)

if err 1= nil {
fmt.Fprintf(os.Stderr, "Error generating offset vector: %v\n", err)
return // Exit if critical error

// Create a dummy plaintext.txt if it doesn't exist for testing
plaintextFilename := "plaintext.txt"
plain, err := readPlaintextToVector(plaintextFilename, DIM)
if err 1= nil {
fmt.Fprintf(os.Stderr, "Error reading plaintext: %v\n", err)
return // Exit if critical error

// 7. The encryption math (equation) is “encr * plain + offset = cipher” where cipher is the ciphertext vector.
cipherintermediate := matrixVectorMultiply(encr, plain)
cipher := make([Juint64, DIM)
fori:=0;i<DIM; i++ {
cipher(i] = (cipherIintermediate[i] + offset[i]) % MOD

// Generate the digit-to-char mapping

digitToCharMapping, err := generateDigitToCharMapping()

if err 1= nil {
fmt.Fprintf(os.Stderr, "Error generating digit to char mapping: %v\n", err)
return // Exit if critical error

// Generate a random permutation for digit positions within each number
digitPermutationOrder := make([]int, MAX_DIGITS_IN_MOD)
for i := range digitPermutationOrder {
digitPermutationOrderl[i] =i
}
// Shuffle using crypto/rand
for i :=len(digitPermutationOrder) - 1; i > 0; i-- {
randldxBig, err := rand.Int(secureRandom, big.NewInt(int64(i+1)))
if err 1= nil {
fmt.Fprintf(os.Stderr, "Failed to generate random index for permutation shuffle: %v\n", err)
return // Exit if critical error
}
j == int(randldxBig.Int64())
digitPermutationOrder(i], digitPermutationOrder[j] = digitPermutationOrder([j], digitPermutationOrderf[i]
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// Generate ASCII ciphertext after substitution, BEFORE permutation
asciiCiphertextSubstituted := numericCiphertextToAsciiSubstituted(cipher, digitToCharMapping)

// Apply permutation to the substituted ASCII ciphertext
asciiCiphertextPermuted := applyPermutationToAsciiCiphertext(
asciiCiphertextSubstituted,
digitPermutationOrder,
MAX_DIGITS_IN_MOD,

// 8. Then decryption math (equation) is “decr * (cipher — offset)” so do the subtraction first.
cipherMinusOffset := make([Juint64, DIM)
fori:=0;i<DIM; i++ {
// Ensure positive result for modulo arithmetic: (A-B)% M =(A+M-B) % M
cipherMinusOffset[i] = (cipher[i] + MOD - offset[i]) % MOD
}
decryptedPlain := matrixVectorMultiply(decr, cipherMinusOffset)

// 9. Confirm both the encryption math and decryption math “match” (the decrypted ciphertext is equal to the plaintext).
isMatch :=true
if len(plain) != len(decryptedPlain) {

isMatch = false

}else {
for i :=range plain {
if plain[i] != decryptedPlain[i] {
isMatch = false
break
}
}
}

// 10. Display everything and save to key file

localTime := time.Now()

filePrefix := fmt.Sprintf("GoCooper-%d-%s", DIM, localTime.Format("20060102-150405"))
keyFilename := filePrefix + ".key"

keyFile, err := os.Create(keyFilename)

if err 1= nil {
fmt.Fprintf(os.Stderr, "Error creating key file: %v\n", err)
return

}

defer keyFile.Close()
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writer := bufio.NewWriter(keyFile) // Use a buffered writer for efficiency

fmt.PrintIn("\n--- Encryption Key Matrix (encr) ---")
fmt.Fprintin(writer, "Encryption Key Matrix (encr):")
for _, row :=range encr {
rowStrs := make([]string, len(row))
fori, val := range row {
rowStrs[i] = fmt.Sprintf("%0*d", MAX_DIGITS_IN_MOD, val)
}
fmt.PrintIn(strings.Join(rowStrs, " "))
fmt.Fprintin(writer, strings.Join(rowStrs, " "))

}

fmt.FprintIn(writer, "")

fmt.Printin("\n--- Decryption Key Matrix (decr) ---")
fmt.Fprintin(writer, "Decryption Key Matrix (decr):")
for _, row :=range decr {
rowStrs := make([]string, len(row))
fori, val := range row {
rowStrs[i] = fmt.Sprintf("%0*d", MAX_DIGITS_IN_MOD, val)
}
fmt.Printin(strings.Join(rowStrs, " "))
fmt.Fprintin(writer, strings.Join(rowStrs, " "))

}

fmt.FprintIn(writer, "")

fmt.Printin("\n--- Offset Vector ---")
fmt.Fprintin(writer, "Offset Vector:")
offsetStrs := make([]string, len(offset))
for i, val := range offset {
offsetStrs[i] = fmt.Sprintf("%0*d", MAX_DIGITS_IN_MOD, val)
}
fmt.PrintIn(strings.Join(offsetStrs, " "))
fmt.Fprintin(writer, strings.Join(offsetStrs, " ") + "\n")

fmt.PrintIn("\n--- Plaintext Vector (numeric representation) ---")
fmt.Fprintin(writer, "Plaintext Vector (numeric representation):")
plainStrs := make([]string, len(plain))
for i, val := range plain {

plainStrs[i] = fmt.Sprintf("%0*d", MAX_DIGITS_IN_MOD, val)
}
fmt.Printin(strings.Join(plainStrs, " "))
fmt.Fprintin(writer, strings.Join(plainStrs, " ") + "\n")
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// Reordered and numbered output sections for console and key file
fmt.PrintIn("\n--- 1. Ciphertext Vector (numeric representation) ---")
fmt.Fprintin(writer, "--- 1. Ciphertext Vector (numeric representation) ---")
cipherStrs := make([]string, len(cipher))
for i, val := range cipher {

cipherStrs[i] = fmt.Sprintf("%0*d", MAX_DIGITS_IN_MOD, val)
}
fmt.Printin(strings.Join(cipherStrs, " "))
fmt.Fprintin(writer, strings.Join(cipherStrs, " ") + "\n")

fmt.PrintIn("\n--- 2. Digit to ASCIl Character Mapping ---")
fmt.FprintIn(writer, "--- 2. Digit to ASCII Character Mapping ---")
sortedDigits := make([]int, 0, len(digitToCharMapping))
for digit := range digitToCharMapping {
sortedDigits = append(sortedDigits, digit)
}
sort.Ints(sortedDigits) // Sort digits for consistent output
for _, digit := range sortedDigits {
chars := digitToCharMapping[digit]
charRunes := make([Istring, len(chars))
for i, r ;= range chars {
charRunes[i] = string(r)
}
line := fmt.Sprintf("Digit %d: %s", digit, strings.Join(charRunes, ", "))
fmt.Printin(line)
fmt.Fprintin(writer, line)
}

fmt.FprintIn(writer, "")

fmt.PrintIn("\n--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---")
fmt.FprintIn(writer, "--- 3. Ciphertext after mapping Digits to ASCII (substitution) ---")
fmt.Printin(asciiCiphertextSubstituted)

fmt.FprintIn(writer, asciiCiphertextSubstituted + "\n")

fmt.PrintIn("\n--- 4. Digit Position Permutation Order (Indices for 0-based digits) ---")
fmt.Fprintin(writer, "--- 4. Digit Position Permutation Order (Indices for 0-based digits) ---")
fmt.Printin(digitPermutationOrder)
// Convert [Jint to []string for Fprintin
permOrderStrs := make([]string, len(digitPermutationOrder))
fori, v := range digitPermutationOrder {

permOrderStrs|i] = strconv.ltoa(v)
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fmt.FprintIn(writer, "[" + strings.Join(permOrderStrs, " ") + "]\n")

fmt.PrintIn("\n--- 5. ASCII Ciphertext (Permuted) ---")
fmt.Fprintin(writer, "--- 5. ASCII Ciphertext (Permuted) ---")
fmt.Printin(asciiCiphertextPermuted)

fmt.Fprintin(writer, asciiCiphertextPermuted + "\n")

fmt.PrintIn("\n--- Decrypted Plaintext Vector (numeric representation) ---")
fmt.Fprintin(writer, "--- Decrypted Plaintext Vector (numeric representation) ---")
decryptedPlainStrs := make([]string, len(decryptedPlain))
for i, val := range decryptedPlain {

decryptedPlainStrs[i] = fmt.Sprintf("%0*d", MAX_DIGITS_IN_MOD, val)
}
fmt.PrintIn(strings.Join(decryptedPlainStrs, " "))
fmt.Fprintin(writer, strings.Join(decryptedPlainStrs, " ") + "\n")

fmt.Printf("Match between original plaintext and decrypted plaintext: %t\n", isMatch)
fmt.Fprintf(writer, "Match between original plaintext and decrypted plaintext: %t\n", isMatch)

fmt.Printf("\nAll generated values saved to: %s\n", keyFilename)

writer.Flush() // Ensure all buffered writes are committed to file
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Appendix G.2: Go (Golang) GF(1077777719) Cryptosystem: Program Output

#

./GoCooperExecutable

--- Cryptosystem Details ---

Modulus

(GF) :

Dimension (dim): 6

1077777719

--- Encryption Key Matrix (encr)

0873991637
0483123323
0527076754
1016634901
0983406969
0849770781

—-—-- Decryption Key Matrix

0841467559
0952147986
0721696994
0029282088
0316333592
0416809376

-—- Offset
0827265904

0051185386
1025008573
0641282886
0089608727
0152266090
0761652874

0184794074
0717011538
0854335141
0762880022
0733693393
0155106661

Vector ---
0624605911

-—— Plaintext Vector
0005531753 0007544937 0007544929 0002126949 0007566368

-— 1.

(numeric representation)

Ciphertext Vector

0743958663
0836692159
0843699325
0014136639
0486136638
0593120348

(decr)
0594791642
0296629603
0612846387
1034396724
0917055776
0387427193

0255664490
0124409453
0228463246
0202125510
0217023858
0312772827

0775395423
0933011877
1033867224
0026767647
0357719556
0398178272

0852718606
0585599901
0161569189
0293539661
0497494887
0346463155

1075154502
0258847834
0818385379
0654354162
0818429962
0064163160

0360431035 0134379074 0536597111

(numeric representation)

0383398860 0898670452 0003144131 0387272328 0507643140

=== 2,
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit

A,
O,
Cy
Sy
K,
\
Oy
Py
M,
Zy

O o JoyUul b WDNEFE O

--- 3.

-~ 4.
31647

--- 5. ASCII Ciphertext

Ciphertext

D,
e/
h,
W,
r,
Xy
1,
d,
T,
g

Y,
i,
R,
n,
J,
B,
N,
Q,
P,
W,

I,

=X

~

~

~

MU O Q

~

8 0 9 2 5]

©

canxNIDdn<s

Digit Position Permutation Order

(Permuted)

Digit to ASCII Character Mapping —---

after mapping Digits to ASCII
YsUnwWTMZD CUuMLpYtfV IYDweJJXse YnTkEpRwVP DfAyNJsiJI YEylkDXZQg

(substitution)

1053331122
0643571653
0838149303
0027692503
0634875476
0873092333

0734222623
0918766619
0106383394
0141884015
0439742197
0783175212

0877334524

0007367777

0276701679

TsZYnDUWWM YUfCMVulLpt JYsIweDeJX RnVYkPTEpw sfJDyIANJi1 XEQYlgykDZ

-—-— Decrypted Plaintext Vector

(numeric representation)

0005531753 0007544937 0007544929 0002126949 0007566368 0007367777

Match between original plaintext and decrypted plaintext:

All generated values saved to:

true

GoCooper-6-20250623-103717.key

(Indices for 0O-based digits)
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Appendix G.3: Go (GoLa ng) GF(1077777719) Cryptosystem: Key File Contents

# cat GoCooper-6-20250623-103717.

Encryption
0873991637
0483123323
0527076754
1016634901
0983406969
0849770781

Decryption
0841467559
0952147986
0721696994
0029282088
0316333592
0416809376

Key Matrix
0051185386
1025008573
0641282886
0089608727
0152266090
0761652874

Key Matrix
0184794074
0717011538
0854335141
0762880022
0733693393
0155106661

Offset Vector:
0827265904 0624605911 0360431035 0134379074

Plaintext Vector

(encr) :

0743958663
0836692159
0843699325
0014136639
0486136638
0593120348

(decr) :

0594791642
0296629603
0612846387
1034396724
0917055776
0387427193

key

0255664490
0124409453
0228463246
0202125510
0217023858
0312772827

0775395423
0933011877
1033867224
0026767647
0357719556
0398178272

(numeric representation) :

0005531753 0007544937 0007544929 0002126949

-—— 1.

Ciphertext Vector

(numeric representation)

0852718606
0585599901
0161569189
0293539661
0497494887
0346463155

1075154502
0258847834
0818385379
0654354162
0818429962
0064163160

0536597111

0007566368

0383398860 0898670452 0003144131 0387272328 0507643140

=== 2,
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit
Digit

A,
o,
Cy
Sy
K,
\
Oy
Py
M,
Zy

O 00 Jo U W E O

--- 3.

Ciphertext

D,
e/
h,
Wy
r,
Xy
1,
d,
T,
g

Y,
i,

I,
X,
E,
’
’
’
’
’

’

MU O Q

’

camNTT®n<sE QO

Digit to ASCII Character Mapping ---

after mapping Digits to ASCII

(substitution)

1053331122
0643571653
0838149303
0027692503
0634875476
0873092333

0734222623
0918766619
0106383394
0141884015
0439742197
0783175212

0877334524

0007367777

0276701679

YsUnwWTMZD CUuMLpYtfV IYDweJJXse YnTkEpRwVP DfAyNJsiJI YEylkDXZQg

-~ 4.
31647

--- 5. ASCII Ciphertext

8 0 9 2 5]

Digit Position Permutation Order

(Permuted)

TsZYnDUWWM YUfCMVulLpt JYsIweDeJX RnVYkPTEpw sfJDyIANJi1 XEQYlgykDZ

-—-— Decrypted Plaintext Vector

(numeric representation)

0005531753 0007544937 0007544929 0002126949 0007566368 0007367777

Match between original plaintext and decrypted plaintext:

true

(Indices for 0O-based digits)
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Appendix H.1: Rust GF(9973”n) Cryptosystem source code — 1,118 lines generated by Google Gemini

Instead of the matrices containing integers, each matrix element is a polynomial, of degree “n” (with “n” coefficients).

In just 25 minutes of vibe coding with Google Gemini Al, we went from idea to a fully working program (starting from a solid

~

base of our program based on integers) i fast, fluid, and surprisingly fun, to implement the polynomials inside the matrices

andvect or s. This compares to the three months (as | recall ) prog

| selected the prime 9973 because all numbers would be four digits. Since there would be many coefficients per polynomial, having four
digits in the prime, and for example, degree 12, | could still fit the 4 *12 = 48 digits across one row of the screen.

use rand::{rngs::0sRng, RngCore};

use std::ops::{Add, Mul, Neg, Sub};

use std::fmt; // Import for Display trait
use chrono::Local;

use std::fs; // For file system operations
use std::io::Write; // For writing to files
use std::iter; // For iter::repeat

// --- Constants for the Finite Fields ---

/// The prime modulus for the base finite field GF(P).
/// P =9973.

const GF_P: ul6 =9973;

/// The degree of the extension field GF(PAN).
/// N=12.

const POLYNOMIAL_DEGREE: usize = 12; // Changed to 12

/// The dimension of the square matrix (e.g., 2 for 2x2, 3 for 3x3).
/// This is separate from POLYNOMIAL_DEGREE.

const MATRIX_DIMENSION: usize = 100;

/// Coefficients of the irreducible polynomial used for reduction in GF(P~AN).

/// This array stores the coefficients from $x"0$ to $x*{N-1}$ of the irreducible polynomial.

/// For example, if the irreducible polynomial is $X"N + x + 1S, then $x*N \equiv -x - 1 \pmod{x*N + x + 1}S.
/// The terms on the right side are $1 \cdot x*1 + 1 \cdot x"0S.

/// So, the coefficients are [1 (for x*0), 1 (for x*1), 0, O, ..., 0].
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/1!
/// IMPORTANT: For cryptographic applications, the irreducibility of this polynomial over GF(9973)
/// MUST be mathematically verified. This example uses a generic x*N + x + 1 form for demonstration.
const IRREDUCIBLE_POLYNOMIAL_COEFFS: [ul6; POLYNOMIAL_DEGREE] = {
let mut coeffs = [0; POLYNOMIAL_DEGREE];
if POLYNOMIAL_DEGREE > 0 {
coeffs[0] = 1; // Coefficient for x*0 (the constant term)
}
if POLYNOMIAL_DEGREE > 1 {
coeffs[1] = 1; // Coefficient for xA1
}
coeffs

e

// Macro for conditional debugging prints
macro_rules! debug_printin {
(S(Sarg:tt)*) =>{
// Uncomment the line below to enable debug prints
// printin!(S(Sarg)*);
b5
}

// --- FiniteField Struct for GF(P) ---

/// Represents an element in the finite field GF(GF_P).
/// All operations are performed modulo GF_P.
#[derive(Debug, Clone, Copy, PartialEq, Eq)]
struct FiniteField {

value: ule,

}

impl FiniteField {
/// Creates a new FiniteField element, ensuring its value is within [0, GF_P - 1].
fn new(val: ul6) -> Self {
FiniteField { value: val % GF_P }
}

/// Returns the additive identity (0) of the field.
fn zero() -> Self {

FiniteField::new(0)
}

/// Returns the multiplicative identity (1) of the field.
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fn one() -> Self {
FiniteField::new(1)

}

/// Computes the multiplicative inverse of the element using the Extended Euclidean Algorithm.
/// Returns ‘None' if the inverse does not exist (i.e., for 0).
fn inverse(&self) -> Option<Self> {
if self.value == 0 {
return None; // Zero has no multiplicative inverse

}

let mut t0 = 0i32; // Corresponds to t_{i-1}

let mut t1 = 1i32; // Corresponds to t_i

let mut rO = GF_P asi32; // Corresponds to r_{i-1}
let mut rl = self.value as i32; // Corresponds to r_i

// Extended Euclidean algorithm to find gcd(r1, r0) and coefficients t0, t1
whilerl 1=0{

let quotient=r0/r1;

let temp_t =10 - quotient * t1;

t0=t1,;

tl =temp_t;

let temp_r =r0 - quotient * r1;

r0=ril,;

rl =temp_r;

// At this point, r0 is gcd(self.value, GF_P), and t0 is the coefficient for self.value
ifro>1{
return None; // GCD is not 1, so inverse does not exist (shouldn't happen for prime field and non-zero element)

}

// Ensure the result is positive and within the field modulus
Some(FiniteField::new(((t0 % GF_P as i32 + GF_P as i32) % GF_P as i32) as ul6))

// Implement arithmetic traits for FiniteField
impl Add for FiniteField {
type Output = Self;
/// Adds two FiniteField elements modulo GF_P.
fn add(self, other: Self) -> Self {
FiniteField::new(self.value + other.value)
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impl Sub for FiniteField {
type Output = Self;
/// Subtracts two FiniteField elements modulo GF_P.
/// Handles potential negative results by adding GF_P.
fn sub(self, other: Self) -> Self {
FiniteField::new((self.value as i32 - other.value as i32 + GF_P as i32) as ul6)
}
}

impl Mul for FiniteField {
type Output = Self;
/// Multiplies two FiniteField elements modulo GF_P.
/// Uses u32 for intermediate product to prevent overflow before modulo.
fn mul(self, other: Self) -> Self {
// Corrected: Perform modulo GF_P *before* casting back to u1l6
FiniteField::new(((self.value as u32 * other.value as u32) % GF_P as u32) as ul6)
}
}

impl Neg for FiniteField {
type Output = Self;
/// Computes the additive inverse (negation) of a FiniteField element modulo GF_P.
fn neg(self) -> Self {
FiniteField::new((GF_P - self.value) % GF_P)
}
}

// Implement Display for FiniteField for cleaner output
impl fmt::Display for FiniteField {
fn fmt(&self, f: &mut fmt::Formatter) -> fmt::Result {
write!(f, "{:04}", self.value) // Left-pad with zeros to 4 digits
}
}

// --- PolynomialField Struct for GF(PAN) ---

/// Represents an element in the extension field GF(GF_PAPOLYNOMIAL_DEGREE).
/// Elements are polynomials with coefficients from GF(GF_P).
/// coeffs[i]" corresponds to the coefficient of Sx/iS.
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#[derive(Debug, Clone, Copy, PartialEq, Eq)]
struct PolynomialField {

coeffs: [FiniteField; POLYNOMIAL_DEGREE], // Coefficients from x*0 to x*(N-1)
}

impl PolynomialField {

/// Creates a new PolynomialField element from an array of ul6 coefficients.
/// Each coefficient is automatically reduced modulo GF_P.
fn new(coeffs_arr: [ul6; POLYNOMIAL_DEGREE]) -> Self {

let mut coeffs = [FiniteField::zero(); POLYNOMIAL_DEGREE];

foriin 0..POLYNOMIAL_DEGREE {

coeffs[i] = FiniteField::new(coeffs_arrli]);
}

PolynomialField { coeffs }

/// Returns the additive identity (0) of the polynomial field (the zero polynomial).
fn zero() -> Self {

PolynomialField::new([0; POLYNOMIAL_DEGREE])
}

/// Returns the multiplicative identity (1) of the polynomial field (the constant polynomial 1).
fn one() -> Self {

let mut coeffs = [0; POLYNOMIAL_DEGREE];

coeffs[0] = 1;

PolynomialField::new(coeffs)

}

/// Reduces a polynomial (represented as a ‘Vec<FiniteField>" where the length can be > POLYNOMIAL_DEGREE)
/// modulo the 'IRREDUCIBLE_POLYNOMIAL_COEFFS".
/// This effectively performs polynomial long division and returns the remainder.
fn reduce(mut coeffs: Vec<FiniteField>) -> Vec<FiniteField> {
debug_printIn!("[Reduce] Initial coeffs: {:?}", coeffs.iter().map(|f| f.value).collect::<Vec<ul6>>());

// The reduction process works by repeatedly replacing the highest degree term (x*N)
// with its equivalent lower-degree terms based on the irreducible polynomial.

// If the irreducible polynomial is S$I(x) = XN + c_{N-1}x*{N-1} + \dots + c_1x + c_0S,
// then $x~N \equiv -(c_{N-1}x*{N-1} + \dots + c_1x + c¢_0) \pmod{I(x)}S.

// The "IRREDUCIBLE_POLYNOMIAL_COEFFS" array stores ‘[c_0, c_1, ..., c_{N-1}]".

while coeffs.len() >= POLYNOMIAL_DEGREE + 1 {
// Get the highest degree coefficient and its index
let leading_coeff_idx = coeffs.len() - 1;
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let leading_coeff = coeffs[leading_coeff_idx];
debug_printin!("[Reduce] Current leading coeff: {} at index {}", leading_coeff, leading_coeff_idx);

// Remove the highest degree coefficient as we are about to reduce it
coeffs.pop();

// If the leading coefficient is zero, it means the actual highest term was zero,

// so we just continue to the next highest term (if any).

if leading_coeff == FiniteField::zero() {
debug_printin!("[Reduce] Leading coeff is zero, skipping reduction for this term.");
continue;

}

// Calculate the shift degree: this is the power of x by which we multiply

// the negative of the irreducible polynomial's lower terms.

// E.g., if current polynomial has x*7 and N=6, we multiply by x*(7-6) = x*1.
let shift_degree = leading_coeff_idx - POLYNOMIAL_DEGREE;

// Ensure the “coeffs’ vector is large enough to accommodate the shifted terms

// that will be added back.

while coeffs.len() < shift_degree + POLYNOMIAL_DEGREE {
coeffs.push(FiniteField::zero());

}

// Subtract ‘leading_coeff * xAshift_degree * Irreducible_Poly_Lower_Terms’

// from the current polynomial. This is equivalent to adding:

// ‘leading_coeff * xAshift_degree * (-Irreducible_Poly_Lower_Terms)".

// The irreducible polynomial is $X*N + c_{N-1}x*{N-1} + \dots + c_0S.

// So $x~N \equiv -(c_{N-1}x*{N-1} + \dots + c_0)S.

// The "IRREDUCIBLE_POLYNOMIAL_COEFFS" array contains ‘[c_0, c_1, ..., c_{N-1}]".

// So we add ‘leading_coeff * (-c_i) * x(shift_degree +i)".

foriin 0..POLYNOMIAL_DEGREE {
let term_to_add = leading_coeff * FiniteField::new(IRREDUCIBLE_POLYNOMIAL_COEFFSJi]).neg();
debug_printin!("[Reduce] Adding {} * x*{} to coeff at index {}", term_to_add, shift_degree + i, shift_degree +i);
coeffs[shift_degree + i] = coeffs[shift_degree + i] + term_to_add;

}

debug_printIn!("[Reduce] Coeffs after reduction step: {:?}", coeffs.iter().map(|f| f.value).collect::<Vec<ul6>>());

// After reduction, the polynomial should have at most POLYNOMIAL_DEGREE terms.
// Trim any excess (shouldn't happen if logic is perfect, but good for safety)
// and pad with zeros if the result is shorter than POLYNOMIAL_DEGREE.
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coeffs.truncate(POLYNOMIAL_DEGREE);
while coeffs.len() < POLYNOMIAL_DEGREE {
coeffs.push(FiniteField::zero());
}
debug_printIn!("[Reduce] Final reduced coeffs: {:?}", coeffs.iter().map(|f| f.value).collect::<Vec<ul6>>());
coeffs

/// Returns the degree of the polynomial.
/// The degree is the highest index 'i* for which ‘coeffs][i]" is not zero.
/// Returns -1 if the polynomial is the zero polynomial.
fn degree(&self) -> isize {
foriin (0..POLYNOMIAL_DEGREE).rev() {
if self.coeffs][i] |= FiniteField::zero() {
return i as isize;
}
}
-1// Zero polynomial
}

/// Performs polynomial division with remainder: ‘a=q* b +r".
/// Returns *(q, r)".
/// This function operates on "Vec<FiniteField>" to allow for arbitrary polynomial degrees.
/1!
/// Parameters:
/// - “dividend_coeffs': Coefficients of the dividend polynomial (a).
/// - “divisor_coeffs': Coefficients of the divisor polynomial (b).
/1]
/// Returns:
/// - “(quotient_coeffs, remainder_coeffs)"
/1]
/// Panics if the divisor is the zero polynomial.
fn poly_div_rem(

dividend_coeffs: Vec<FiniteField>,

divisor_coeffs: Vec<FiniteField>,
) -> (Vec<FiniteField>, Vec<FiniteField>) {

let divisor_deg = Self::degree_from_vec(&divisor_coeffs);

if divisor_deg ==-1{

panic!("Polynomial division by zero polynomial is undefined.");

}

let dividend_deg = Self::degree_from_vec(&dividend_coeffs);
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if dividend_deg < divisor_deg {
return (vec![FiniteField::zero()], dividend_coeffs); // Quotient is 0, remainder is dividend

}

let mut quotient_coeffs = vec![FiniteField::zero(); (dividend_deg - divisor_deg + 1) as usize];
let divisor_leading_coeff = divisor_coeffs[divisor_deg as usize];
let divisor_leading_coeff_inv = divisor_leading_coeff

.inverse()

.expect("Leading coefficient of divisor must have an inverse in GF(P)");

let mut remainder_coeffs = dividend_coeffs;

debug_printin!(" [poly_div_rem] Initial dividend: {:?}, divisor: {:?}", remainder_coeffs.iter().map(|f| f.value).collect::<Vec<ul6>>(), divisor_coeffs.iter().map(|f|
f.value).collect::<Vec<ul6>>());
debug_printin!(" [poly_div_rem] div_deg: {}, rem_deg: {}", divisor_deg, Self::degree_from_vec(&remainder_coeffs));

while Self::degree_from_vec(&remainder_coeffs) >= divisor_deg {
let current_remainder_deg = Self::degree_from_vec(&remainder_coeffs);
let term_deg = current_remainder_deg - divisor_deg;

let term_coeff = remainder_coeffs[current_remainder_deg as usize] * divisor_leading_coeff_inv;
quotient_coeffs[term_deg as usize] = term_coeff;

// Subtract (term_coeff * xAterm_deg) * divisor from remainder
let mut product_to_subtract = vec![FiniteField::zero(); (current_remainder_deg + 1) as usize];
foriin 0..=divisor_deg as usize {

product_to_subtract[term_deg as usize + i] = term_coeff * divisor_coeffs]i];

}

foriin 0..=current_remainder_deg as usize {
remainder_coeffs[i] = remainder_coeffs|[i] - product_to_subtract[i];

}

// Trim leading zeros from remainder
while let Some(&last) = remainder_coeffs.last() {
if last == FiniteField::zero() && remainder_coeffs.len() > 1 {
remainder_coeffs.pop();
} else {
break;
}
}
debug_printIn!(" [poly_div_rem] Loop: rem_deg: {}, term_deg: {}, term_coeff: {}, new_remainder: {:?}", Self::degree_from_vec(&remainder_coeffs), term_deg, term_coeff,
remainder_coeffs.iter().map(|f| f.value).collect::<Vec<ul16>>());
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}

debug_printIn!(" [poly_div_rem] Final quotient: {:?}, remainder: {:?}", quotient_coeffs.iter().map(|f| f.value).collect::<Vec<u16>>(), remainder_coeffs.iter().map(|f|
f.value).collect::<Vec<ul6>>());
(quotient_coeffs, remainder_coeffs)

}

/// Helper to get degree from a Vec<FiniteField>.
fn degree_from_vec(coeffs: &VVec<FiniteField>) -> isize {
foriin (0..coeffs.len()).rev() {
if coeffs[i] |= FiniteField::zero() {
returnias isize;

/// Computes the multiplicative inverse of the polynomial in GF(PAN) using the
/// Extended Euclidean Algorithm for polynomials.
/// Returns ‘None' if the inverse does not exist (i.e., for the zero polynomial).
fn inverse(&self) -> Option<Self> {
if self == &Self::zero() {
return None; // Zero polynomial has no multiplicative inverse

}

// Irreducible polynomial as a Vec<FiniteField>
let irreducible_poly_vec: Vec<FiniteField> = IRREDUCIBLE_POLYNOMIAL_COEFFS
.iter()
.map(| &c| FiniteField::new(c))
.chain(iter::once(FiniteField::one())) // Add the xAN term
.collect();

// Convert self to Vec<FiniteField>
let mut a_coeffs: Vec<FiniteField> = self.coeffs.to_vec();
// Trim trailing zeros for correct degree calculation in poly_div_rem
while let Some(&last) = a_coeffs.last() {
if last == FiniteField::zero() && a_coeffs.len() > 1 {
a_coeffs.pop();
}else {
break;
}
}

let mut r_prev = irreducible_poly_vec;
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let mut r_curr = a_coeffs;

let mut s_prev = vec![FiniteField::zero()]; //s_0=0
let mut s_curr = vec![FiniteField::one()]; //s_1=1

debug_printIn!("[PolynomialField::inverse] Starting Extended Euclidean Algorithm.");
debug_printin!(" r_prev: {:?}, r_curr: {:?}", r_prev.iter().map(|f| f.value).collect::<Vec<ul16>>(), r_curr.iter().map(|f| f.value).collect::<Vec<ul6>>());
debug_printin!(" s_prev: {:?}, s_curr: {:?}", s_prev.iter().map(|f]| f.value).collect::<Vec<ul6>>(), s_curr.iter().map(|f| f.value).collect::<Vec<ul6>>());

while Self::degree_from_vec(&r_curr) >=0 {
if r_curr == vec![FiniteField::zero()] {
debug_printin!("[PolynomialField::inverse] r_curr is zero. GCD is not 1. No inverse.");
return None;

let (quotient, remainder) = Self::poly_div_rem(r_prev.clone(), r_curr.clone());
debug_printin!(" [Step] quotient: {:?}, remainder: {:?}", quotient.iter().map(|f]| f.value).collect::<Vec<u16>>(), remainder.iter().map(|f| f.value).collect::<Vec<u16>>());

r_prev=r_curr;
r_curr = remainder;

//s_i+l=s i-1-q_i*s_i
// Compute q_i * s_i
let mut q_s_prod = vec![FiniteField::zero()];
let q_deg = Self::degree_from_vec(&quotient);
let s_curr_deg = Self::degree_from_vec(&s_curr);
if _deg !=-1 && s_curr_deg !=-1{
g_s_prod = vec![FiniteField::zero(); (q_deg + s_curr_deg + 1) as usize];
foriin 0..=q_deg as usize {
for jin 0..=s_curr_deg as usize {
g_s_prod[i +j] = q_s_prodl[i +j] + (quotient[i] * s_curr[j]);
}
}
}

// Pad s_prev to match length of g_s_prod for subtraction

while s_prev.len() < g_s_prod.len() {
s_prev.push(FiniteField::zero());

}

// Pad q_s_prod to match length of s_prev for subtraction

while g_s_prod.len() <'s_prev.len() {
g_s_prod.push(FiniteField::zero());

}
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let mut s_next = vec![FiniteField::zero(); s_prev.len().max(qg_s_prod.len())];
foriin 0..s_next.len() {
s_next[i] =s_prev][i] - g_s_prodli];

}

S_prev =s_curr;
S_curr =s_next;

// Trim trailing zeros from s_curr
while let Some(&last) = s_curr.last() {
if last == FiniteField::zero() && s_curr.len() > 1 {
s_curr.pop();
}else {
break;
}
}

debug_printIn!(" [Step] r_curr: {:?}, s_curr: {:?}", r_curr.iter().map(| f| f.value).collect::<Vec<ul6>>(), s_curr.iter().map(|f| f.value).collect::<Vec<ul6>>());

// The last non-zero remainder r_prev should be 1 (or a constant c).
// If it's a constant c, the inverse is s_prev * c”-1.

let gcd_poly_coeffs =r_prev;

let gcd_deg = Self::degree_from_vec(&gcd_poly_coeffs);

if gcd_deg !=0 | | gcd_poly_coeffs[0] == FiniteField::zero() {
debug_printIn!("[PolynomialField::inverse] GCD is not 1 (or a non-zero constant). No inverse.");
// GCD is not 1 (or a non-zero constant), so inverse does not exist.
return None;

}

let constant_gcd_inv = gcd_poly_coeffs[0]
.inverse()
.expect("GCD constant must have an inverse");

// The inverse is s_prev scaled by the inverse of the GCD constant.
let mut inverse_coeffs_vec = vec![FiniteField::zero(); POLYNOMIAL_DEGREE];
foriin0..s_prev.len().min(POLYNOMIAL_DEGREE) {

inverse_coeffs_vecli] = s_prev[i] * constant_gcd_inv;

}

// Convert the result back to a fixed-size array for PolynomialField
let mut result_coeffs_array = [FiniteField::zero(); POLYNOMIAL_DEGREE];
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result_coeffs_array.copy_from_slice(&inverse_coeffs_vec[0..POLYNOMIAL_DEGREE]);
debug_printIn!("[PolynomialField::inverse] Inverse found: {:?}", result_coeffs_array.iter().map(|f| f.value).collect::<Vec<ul6>>());
Some(PolynomialField {

coeffs: result_coeffs_array,

N

// Implement arithmetic traits for PolynomialField
impl Add for PolynomialField {
type Output = Self;
/// Adds two polynomials by adding their corresponding coefficients.
fn add(self, other: Self) -> Self {
let mut result_coeffs = [FiniteField::zero(); POLYNOMIAL_DEGREE];
foriin 0..POLYNOMIAL_DEGREE {
result_coeffs[i] = self.coeffs[i] + other.coeffs[i];
}

PolynomialField { coeffs: result_coeffs }

impl Sub for PolynomialField {

type Output = Self;
/// Subtracts two polynomials by subtracting their corresponding coefficients.
fn sub(self, other: Self) -> Self {

let mut result_coeffs = [FiniteField::zero(); POLYNOMIAL_DEGREE];

foriin 0..POLYNOMIAL_DEGREE {

result_coeffs[i] = self.coeffs|i] - other.coeffs]i];
}

PolynomialField { coeffs: result_coeffs }

impl Mul for PolynomialField {

type Output = Self;

/// Multiplies two polynomials using standard polynomial multiplication,

/// followed by reduction modulo the irreducible polynomial.

fn mul(self, other: Self) -> Self {
// The product of two polynomials of degree (N-1) can have a degree up to (2N-2).
// So, the product polynomial can have up to (2N-1) coefficients.
let mut product_coeffs = vec![FiniteField::zero(); 2 * POLYNOMIAL_DEGREE - 1];

// Perform standard polynomial multiplication
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foriin 0..POLYNOMIAL_DEGREE {
forjin 0..POLYNOMIAL_DEGREE {
product_coeffs[i + j] = product_coeffs[i + j] + (self.coeffs[i] * other.coeffs[j]);
}
}

debug_printIn!("[Mul] Raw product coeffs: {:?}", product_coeffs.iter().map(|f| f.value).collect::<Vec<ul6>>());

// Reduce the product polynomial modulo the irreducible polynomial
let reduced_coeffs = PolynomialField::reduce(product_coeffs);

// Copy the first N coefficients (the remainder) into the fixed-size array
let mut result_coeffs_array = [FiniteField::zero(); POLYNOMIAL_DEGREE];
result_coeffs_array.copy_from_slice(&reduced_coeffs[0..POLYNOMIAL_DEGREE]);
PolynomialField {
coeffs: result_coeffs_array,
}
}
}

// Implement Display for PolynomialField for cleaner output
impl fmt::Display for PolynomialField {
fn fmt(&self, f: &mut fmt::Formatter) -> fmt::Result {
write!(f, "Poly{{")?;
for (i, coeff) in self.coeffs.iter().enumerate() {
ifi>0{
write!(f, ",")?;
}
writel(f, "{}", coeff)?; // Use the FiniteField's Display impl
}
write!(f, "1}")
}
}

// --- Plaintext Byte Padding Function ---

/// Pads a single plaintext byte with cryptographically secure random bits.
/// The padding scheme is "RRPPPPPPPPRRR":

/// - 2 random bits (RR)

/// - 8 plaintext bits (PPPPPPPP)

/// - 3 random bits (RRR)

/1!

/// This results in a 13-bit value. Since 9973 (GF_P) fits in 14 bits,
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/// a 13-bit value will always be a valid coefficient for GF(9973).

/1
/// Returns the padded 13-bit value as a ul6.
fn pad_plaintext_byte(byte: u8) -> ul6 {

let mut rng = OsRng; // Cryptographically secure random number generator

// Generate 2 random bits (values 0-3)
let rl = rng.next_u32() & Ob11; // Mask to get the last 2 bits

// Generate 3 random bits (values 0-7)
let r2 = rng.next_u32() & Ob111; // Mask to get the last 3 bits

// Combine the bits:

// r1 occupies bits 11 and 12 (most significant)
// byte occupies bits 3 through 10

// r2 occupies bits 0 through 2 (least significant)

let padded_value: ul6 = ((rl1 as ul6) << 11) | ((byte as u16) << 3) | (r2 as ul6);

padded_value

/// Unpads a 13-bit value to extract the original 8-bit plaintext byte and random bits.

/// The padding scheme is "RRPPPPPPPPRRR":

/// - 2 random bits (RR)

/// - 8 plaintext bits (PPPPPPPP)

/// - 3 random bits (RRR)

/1!

/// Returns a tuple: (extracted_plaintext_byte, r1_bits, r2_bits)

fn unpad_plaintext_byte(padded_value: ul6) -> (u8, u8, u8) {
let r1_extracted = ((padded_value >> 11) & 0b11) as u8;
let byte_extracted = ((padded_value >>3) & 0b11111111) as u8;
let r2_extracted = (padded_value & Ob111) as u8;
(byte_extracted, r1_extracted, r2_extracted)

}

// --- PolynomialMatrix Struct for GF(PAN) ---

/// Represents a square matrix whose elements are PolynomialField elements.
/// The size of the matrix is MATRIX_DIMENSION x MATRIX_DIMENSION.

#[derive(Debug, Clone, PartialEq, Eq)]
struct PolynomialMatrix {
// A flat Vec representing the matrix elements.
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// Access as ‘elements[row * MATRIX_DIMENSION + col]’
elements: Vec<PolynomialField>,

}

impl PolynomialMatrix {
/// Creates a new matrix from a flat vector of PolynomialField elements.
/// Panics if the provided vector's length does not match MATRIX_DIMENSION * MATRIX_DIMENSION.
fn new(elements: Vec<PolynomialField>) -> Self {
assert_eql(
elements.len(),
MATRIX_DIMENSION * MATRIX_DIMENSION,
"Provided vector length does not match MATRIX_DIMENSION * MATRIX_DIMENSION"
);
PolynomialMatrix { elements }

}

/// Creates a new matrix filled with zero polynomials.
fn zero() -> Self {
PolynomialMatrix {
elements: iter::repeat(PolynomialField::zero())
.take(MATRIX_DIMENSION * MATRIX_DIMENSION)
.collect(),

/// Creates an identity matrix.
fn identity() -> Self {
let mut elements = iter::repeat(PolynomialField::zero())
.take(MATRIX_DIMENSION * MATRIX_DIMENSION)
.collect::<Vec<_>>();
foriin 0..MATRIX_DIMENSION {
elements[i * MATRIX_DIMENSION + i] = PolynomialField::one();
}

PolynomialMatrix { elements }

}

/// Generates a random matrix.
/// For a truly cryptographically secure system, you would need to ensure this matrix is invertible.
/// This implementation simply fills with random coefficients.
fn new_random() -> Self {
let mut rng = OsRng;
let mut elements = Vec::with_capacity(MATRIX_DIMENSION * MATRIX_DIMENSION);
for _in 0..(MATRIX_DIMENSION * MATRIX_DIMENSION) {
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let mut coeffs = [0ul6; POLYNOMIAL_DEGREE];

forjin 0..POLYNOMIAL_DEGREE {
// Generate random u16 values within the range of GF_P
coeffs[j] = (rng.next_u32() % GF_P as u32) as ul6;

}

elements.push(PolynomialField::new(coeffs));

}

PolynomialMatrix { elements }

}

/// Multiplies the matrix by a vector.
/// “result_vector[i] = sum(matrix[i][j] * vector[j])®
fn multiply_vector(&self, vector: &[PolynomialField; MATRIX_DIMENSION]) -> [PolynomialField; MATRIX_DIMENSION] {
let mut result = [PolynomialField::zero(); MATRIX_DIMENSION];
foriin 0..MATRIX_DIMENSION {
for jin 0..MATRIX_DIMENSION {
result[i] = result[i] + (self.elements[i * MATRIX_DIMENSION + j] * vector([jl);
}
}

result

/// Computes the inverse of the matrix using Gaussian elimination.
/// Returns ‘None' if the matrix is singular (not invertible).
fn inverse(&self) -> Option<Self> {
let n = MATRIX_DIMENSION;
let mut augmented_matrix = vec![vec![PolynomialField::zero(); 2 * n]; n];

// Initialize augmented matrix [A | 1]

foriin0..n{
forjin0..n {
augmented_matrix[i][j] = self.elements[i * n + j];
}
augmented_matrix[i][n + i] = PolynomialField::one(); // Identity part
}

debug_printIn!("[Matrix Inverse] Starting Gaussian elimination.");

// Forward elimination (to row echelon form)

foriin0..n{
debug_printIn!("[Matrix Inverse] Processing row {}", i);
// Find pivot: find row k >= i with non-zero element in column i
let mut pivot_row =i;
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while pivot_row < n && augmented_matrix[pivot_row][i] == PolynomialField::zero() {
pivot_row +=1;

}

if pivot_row ==n {
debug_printin!("[Matrix Inverse] Matrix is singular: No pivot found in column {}.", i);
// Matrix is singular
return None;

// Swap current row with pivot row

if i I= pivot_row {
debug_printin!("[Matrix Inverse] Swapping row {} with pivot row {}.", i, pivot_row);
augmented_matrix.swap(i, pivot_row);

}

// Make pivot element 1

let pivot_val = augmented_matrix[i][i];

debug_printin!("[Matrix Inverse] Pivot value at ({},{}): {}", i, i, pivot_val);

let pivot_inv = pivot_val.inverse();

if pivot_inv.is_none() {
debug_printin!("[Matrix Inverse] Pivot value {} has no inverse. Matrix is singular.", pivot_val);
return None; // If pivot_val is zero, inverse() returns None, and this entire function returns None.

}

let pivot_inv = pivot_inv.unwrap();

forjini..(2 * n){
augmented_matrix[i][j] = augmented_matrix[i][j] * pivot_inv;
}

debug_printIn!("[Matrix Inverse] Row {} after making pivot 1: {:?}", i, augmented_matrix[i]);

// Eliminate other elements in the current column
forkin 0..n {
ifk1=i{
let factor = augmented_matrix[k][i];
if factor == PolynomialField::zero() {
debug_printIn!("[Matrix Inverse] Skipping row {} as factor is zero.", k);
continue; // No need to eliminate if factor is zero
}
debug_printin!("[Matrix Inverse] Eliminating row {} using row {} with factor {}.", k, i, factor);
forjini..(2 * n){
augmented_matrix[k][j] = augmented_matrix[k][j] - (factor * augmented_matrix[il[j]);
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}
debug_printin!("[Matrix Inverse] Row {} after elimination: {:?}", k, augmented_matrix[k]);
}
}
}

debug_printIn!("[Matrix Inverse] Forward elimination complete. Augmented matrix: {:?}", augmented_matrix);

// Extract the inverse matrix (the right half of the augmented matrix)
let mut inverse_elements = Vec::with_capacity(n * n);
foriin0..n{
forjin0..n{
inverse_elements.push(augmented_matrix[i][n + j]);
}
}

debug_printIn!("[Matrix Inverse] Extracted inverse elements.");
Some(PolynomialMatrix { elements: inverse_elements })

// --- Example Usage ---

fn main() {
printIn!("--- GF({}) Field Operations ---", GF_P);

// Demonstrate FiniteField operations

let a = FiniteField::new(100);

let b = FiniteField::new(200);

let ¢ = FiniteField::new(GF_P - 1); // Represents -1 mod GF_P

printin!("a: {}", a);

printin!("b: {}", b);

printin!("c: {}", c);

printIn!("\nArithmetic:");

printin!("a + b: {}", a + b); // (100 + 200) % 9973 = 300

printin!("a - b: {}", a - b); // (100 - 200 + 9973) % 9973 = 9873

printin!("a * b: {}", a * b); // (100 * 200) % 9973 = 20000 % 9973 = 454
printin!("-a: {}", -a); // (9973 - 100) % 9973 = 9873

println!("c + FiniteField::new(1): {}", c + FiniteField::new(1)); // (-1 + 1) % 9973 =0

// Use zero() and one() to remove warnings
let ff_zero = FiniteField::zero();
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let ff_one = FiniteField::one();
printIn!("FiniteField::zero(): {}", ff_zero);
printin!("FiniteField::one(): {}", ff_one);

// Demonstrate modular inverse
if let Some(inv_a) = a.inverse() {
printIin!("Inverse of a (100): {}", inv_a);
printin!("a * inv_a: {}", a * inv_a); // Should be 1
}else {
printin!("Error: 'a' (100) has no inverse (this should not happen for non-zero elements in a prime field).");

}

printin!("Inverse of 0: {:?}", FiniteField::zero().inverse()); // Should be None

printin!("\n--- GF({}*{}) Polynomial Field Operations ---", GF_P, POLYNOMIAL_DEGREE);
printin!("Irreducible polynomial for reduction (coeffs of x*0 to x*{}): {:?}", POLYNOMIAL_DEGREE - 1, IRREDUCIBLE_POLYNOMIAL_COEFFS);
printIn!("NOTE: The irreducibility of the chosen polynomial over GF({}) must be mathematically verified for cryptographic use.", GF_P);

// Demonstrate PolynomialField operations

let mut p1_coeffs = [0; POLYNOMIAL_DEGREE];

foriin 0..POLYNOMIAL_DEGREE.min(6) { // Only set first 6 if POLYNOMIAL_DEGREE is larger
pl_coeffs[i] = (i + 1) as ule;

}

let p1 = PolynomialField::new(p1_coeffs); // Represents 6x/5 + ... + 1 (if N>=6)

let mut p2_coeffs = [0; POLYNOMIAL_DEGREE];

foriin 0..POLYNOMIAL_DEGREE.min(6) { // Only set first 6 if POLYNOMIAL_DEGREE is larger
p2_coeffs[i] = (i + 7) as ul6;

}

let p2 = PolynomialField::new(p2_coeffs); // Represents 12xA5 + ... + 7 (if N>=6)

printin!("p1: {}", p1);
printin!("p2: {}", p2);
printIn!("\nArithmetic:");
printin!("p1 + p2: {}", p1 + p2);
println!("p1 - p2: {}", p1 - p2);

// Use zero() and one() to remove warnings

let poly_zero = PolynomialField::zero();

let poly_one = PolynomialField::one();
printin!("PolynomialField::zero(): {}", poly_zero);
printin!("PolynomialField::one(): {}", poly_one);
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// Test polynomial multiplication with reduction
let p_mul_test_1 = PolynomialField::one(); // Represents 1

let mut p_mul_test_x_coeffs = [0; POLYNOMIAL_DEGREE];
if POLYNOMIAL_DEGREE > 1 { p_mul_test_x_coeffs[1] =1; }
let p_mul_test_x = PolynomialField::new(p_mul_test_x_coeffs); // Represents x

let mut p_mul_test_x_pow_n_minus_1_coeffs = [0; POLYNOMIAL_DEGREE];
if POLYNOMIAL_DEGREE >0 { p_mul_test_x_pow_n_minus_1_coeffsiPOLYNOMIAL_DEGREE -1]=1;}
let p_mul_test_x_pow_n_minus_1 = PolynomialField::new(p_mul_test_x_pow_n_minus_1_coeffs); // Represents x*(N-1)

printin!("\nMultiplication with reduction tests:");
printin!("1 * x: {}", p_mul_test_1 * p_mul_test_x); // Should be x

// Test x * x*(N-1) = x*N reduction
// XN = -(IRREDUCIBLE_POLYNOMIAL_COEFFS[0] * x"0 + ... + IRREDUCIBLE_POLYNOMIAL_COEFFS[N-1] * x*(N-1))
let mut expected_x_n_reduction_coeffs = [0; POLYNOMIAL_DEGREE];
foriin 0..POLYNOMIAL_DEGREE {
expected_x_n_reduction_coeffs[i] = FiniteField::new(IRREDUCIBLE_POLYNOMIAL_COEFFSJi]).neg().value;
}

let expected_x_n_reduction = PolynomialField::new(expected_x_n_reduction_coeffs);

let actual_x_n_reduction = p_mul_test_x * p_mul_test_x_pow_n_minus_1;

printIn!("x * xA{} (x”N reduced): {}"", POLYNOMIAL_DEGREE - 1, actual_x_n_reduction);
assert_eq!(actual_x_n_reduction, expected_x_n_reduction, "x*N reduction failed!");

let p_mul_result = pl * p2;
printin!("p1 * p2: {}", p_mul_result);

// Test polynomial inverse
let mut poly_to_invert_coeffs = [0; POLYNOMIAL_DEGREE];
poly_to_invert_coeffs[0] = 2;
let poly_to_invert = PolynomialField::new(poly_to_invert_coeffs); // Represents 2
if let Some(inv_poly) = poly_to_invert.inverse() {

printin!("\nInverse of 2: {}", inv_poly); // Should be 22-1 mod 9973

printin!("2 * inverse(2): {}", poly_to_invert * inv_poly); // Should be 1

}else {

printin!("\nInverse of 2 not found.");
}
let poly_x = {

let mut coeffs = [0; POLYNOMIAL_DEGREE];
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if POLYNOMIAL_DEGREE > 1 { coeffs[1] = 1; }
PolynomialField::new(coeffs)
}; // Represents x
if let Some(inv_poly_x) = poly_x.inverse() {
printin!("\nInverse of x: {}", inv_poly_x);
// This is the critical test that was failing.
let result_x_inv_x = poly_x * inv_poly_x;
printin!("x * inverse(x): {}", result_x_inv_x); // Should be 1
assert_eq!(result_x_inv_x, PolynomialField::one(), "Error: x * inverse(x) did not yield 1!");
}else {
println!("\nInverse of x not found.");
}
// Use degree() to remove warning
printin!("Degree of poly_x: {}", poly_x.degree());

printin!("\n--- Plaintext Byte Padding ---");

let original_byte: u8 = 0b10101010; // Example plaintext byte (170 decimal)

let padded_val = pad_plaintext_byte(original_byte);

printIn!("Original byte: {:#010b} (decimal: {})", original_byte, original_byte);
printin!("Padded 13-bit value: {:#015b} (decimal: {})", padded_val, padded_val);

// Verify the structure of the padded value by extracting components

let r1_extracted = (padded_val >>11) & 0b11; // Extract 2 MSBs

let byte_extracted = (padded_val >>3) & 0b11111111; // Extract 8 middle bits

let r2_extracted = (padded_val & Ob111) as u8; // Extract 3 LSBs

printin!("Extracted R1 (2 bits): {:#04b}", r1_extracted);

printin!("Extracted Plaintext (8 bits): {:#010b} (decimal: {})", byte_extracted, byte_extracted);
printin!("Extracted R2 (3 bits): {:#05b}", r2_extracted);

assert_eq!(byte_extracted as u8, original_byte, "Error: Plaintext extraction from padded value failed!");
printIn!("Plaintext byte successfully extracted from padded value.");

println!("\n--- Cryptosystem Demonstration (Matrix Operations) ---");

// Use PolynomialMatrix::new(), zero(), and identity() to remove warnings

let _test_matrix_new = PolynomialMatrix::new(iter::repeat(PolynomialField::zero()).take(MATRIX_DIMENSION * MATRIX_DIMENSION).collect());
let _test_matrix_zero = PolynomialMatrix::zero();

let _test_matrix_identity = PolynomialMatrix::identity();

printin!("\nDemonstrated usage of PolynomialMatrix::new(), zero(), and identity() to clear warnings.");

// 1. Generate a plaintext vector (MATRIX_DIMENSION elements, each a polynomial of degree N-1)
// We need MATRIX_DIMENSION * POLYNOMIAL_DEGREE bytes for the plaintext block.
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// Each PolynomialField element will consume POLYNOMIAL_DEGREE padded bytes (one for each coefficient).
const TOTAL_PLAINTEXT_BYTES: usize = MATRIX_DIMENSION * POLYNOMIAL_DEGREE;
let plaintext_bytes_raw: [u8; TOTAL_PLAINTEXT_BYTES] = (1..=TOTAL_PLAINTEXT_BYTES)
.map(]i| ias u8)
.collect::<Vec<u8>>()
try_into()
.unwrap_or_else(|v: Vec<u8>| panic!("Expected a Vec of length {} but it was {}", TOTAL_PLAINTEXT_BYTES, v.len()));

let mut plaintext_vector = [PolynomialField::zero(); MATRIX_DIMENSION];

printIn!("\nConstructing Plaintext Vector (before encryption):");
foriin 0..MATRIX_DIMENSION { // Iterate through each PolynomialField in the vector
let mut poly_coeffs = [Oul6; POLYNOMIAL_DEGREE];
forjin 0..POLYNOMIAL_DEGREE {// Populate all N coefficients of the current polynomial
let byte_index =i * POLYNOMIAL_DEGREE + j;
let raw_byte = plaintext_bytes_raw[byte_index];
let padded_byte = pad_plaintext_byte(raw_byte);
poly_coeffs[j] = padded_byte;
printin!(" Plaintext byte {}: {:#010b} (decimal: {}) -> Padded: {:#015b} (decimal: {})",
byte_index, raw_byte, raw_byte, padded_byte, padded_byte);
}
plaintext_vectorl[i] = PolynomialField::new(poly_coeffs);

}

printin!("\nOriginal Plaintext Vector (Before Encryption):");
for (i, p) in plaintext_vector.iter().enumerate() {

printin!(" P{:04}:{}", i, p); // Formatted for 4 digits
}

// 2. Generate a random encryption matrix (and ensure it's invertible for a demonstration)

let encryption_matrix: PolynomialMatrix;

let decryption_matrix: PolynomialMatrix;

let mut attempt_count = 0;

const MAX_MATRIX_GEN_ATTEMPTS: u32 = 1000; // Limit attempts to prevent indefinite loops

println!("\nAttempting to generate an invertible encryption matrix (Dimension {}x{})...", MATRIX_DIMENSION, MATRIX_DIMENSION);
loop {
attempt_count +=1;
if attempt_count > MAX_MATRIX_GEN_ATTEMPTS {
printin!("\nFailed to generate an invertible matrix after {} attempts. Exiting.", MAX_MATRIX_GEN_ATTEMPTS);
return; // Exit if we can't find an invertible matrix
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let rand_matrix = PolynomialMatrix::new_random();
printin!("\n Attempt #{}: Generated Random Encryption Matrix:", attempt_count); // Changed title
foriin 0..MATRIX_DIMENSION {
print!(" [");
for j in 0..MATRIX_DIMENSION {
print!("{} ", rand_matrix.elements[i * MATRIX_DIMENSION + j]);

}
printin!("]");

print!(" Checking invertibility...");
if let Some(inv_matrix) = rand_matrix.inverse() {
encryption_matrix = rand_matrix;
decryption_matrix = inv_matrix;
printIn!(" Found invertible matrix!");
// The encryption matrix is already printed above.
printIn!("\nCalculated Decryption Matrix (Inverse of Encryption Matrix):"); // Added decryption matrix display
foriin 0..MATRIX_DIMENSION {
print!(" [");
for j in 0..MATRIX_DIMENSION {
print!("{} ", decryption_matrix.elements[i * MATRIX_DIMENSION + j]);
}
printin!("]");
}
break;
}else {
printin!(" Generated a singular matrix, trying again...");
}
}

// Generate random offset vector
let mut offset_vector = [PolynomialField::zero(); MATRIX_DIMENSION];
let mut rng = OsRng;
foriin 0..MATRIX_DIMENSION {
let mut coeffs = [0ul6; POLYNOMIAL_DEGREE];
for jin 0..POLYNOMIAL_DEGREE {
coeffs[j] = (rng.next_u32() % GF_P as u32) as ul6;
}
offset_vector][i] = PolynomialField::new(coeffs);
}
printIn!("\nGenerated Offset Vector:");
for (i, p) in offset_vector.iter().enumerate() {
printin!(" O{:04}: {}", i, p); // Formatted for 4 digits
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// 3. Encrypt the plaintext vector (Affine Transformation: C = (E * P) + O)
printIn!("\n--- Encryption Process (C = (E * P) + O) ---");
printin!("Step 1: Multiplying Plaintext Vector by Encryption Matrix...");
let matrix_mult_result = encryption_matrix.multiply_vector(&plaintext_vector);
printin!("\nEncryption Matrix * Plaintext Vector (Intermediate Encryption Step):");
for (i, p) in matrix_mult_result.iter().enumerate() {

printin!(" (E*P){:04}: {}", i, p); // Formatted for 4 digits
}

println!("\nStep 2: Adding Offset Vector to the result...");
let ciphertext_vector: [PolynomialField; MATRIX_DIMENSION] = {
let mut temp = [PolynomialField::zero(); MATRIX_DIMENSION];
foriin 0..MATRIX_DIMENSION {
templi] = matrix_mult_result[i] + offset_vector[i];
}
temp
b5
printIn!("Encryption complete.");
printIn!("\nCiphertext Vector (After Encryption):");
for (i, c) in ciphertext_vector.iter().enumerate() {
printin!(" C{:04}: {}", i, c); // Formatted for 4 digits
}

// 4. Decrypt the ciphertext vector (Affine Transformation: P =D * (C - O))
println!("\n--- Decryption Process (P =D * (C - 0)) ---");
printin!("Step 1: Subtracting Offset Vector from Ciphertext Vector...");
let ciphertext_minus_offset: [PolynomialField; MATRIX_DIMENSION] = {
let mut temp = [PolynomialField::zero(); MATRIX_DIMENSION];
foriin 0..MATRIX_DIMENSION {
templi] = ciphertext_vector(i] - offset_vector][i];
}
temp
L
printin!("\nCiphertext Vector - Offset Vector (Intermediate Decryption Step):");
for (i, p) in ciphertext_minus_offset.iter().enumerate() {
printin!(" (C-0){:04}: {}", i, p); // Formatted for 4 digits
}

printin!("\nStep 2: Multiplying the result by Decryption Matrix...");
let decrypted_plaintext_vector = decryption_matrix.multiply_vector(&ciphertext_minus_offset);
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printin!("Decryption complete.");

printin!("\nFinal Decrypted Plaintext Vector (After Decryption):");

for (i, d) in decrypted_plaintext_vector.iter().enumerate() {
printin!(" D{:04}: {}", i, d); // Formatted for 4 digits

}

// 5. Verify that original plaintext equals decrypted plaintext
let mut verification_successful = true;
foriin 0..MATRIX_DIMENSION {
if plaintext_vector[i] != decrypted_plaintext_vector[i] {
verification_successful = false;
printin!(
"Mismatch at index {:04}: Original {}, Decrypted {}", // Formatted for 4 digits
i, plaintext_vector(i], decrypted_plaintext_vectorf(i]
);
}
}

if verification_successful {
printin!("\nVerification successful: Original plaintext matches decrypted plaintext!");
}else {
printin!("\nVerification FAILED: Mismatch found between original and decrypted plaintext!");

}

// 6. Extract and display original plaintext bytes from decrypted vector
println!("\n--- Extracted Original Plaintext Bytes (after decryption) ---");
let mut extracted_bytes = Vec::new();
for (poly_idx, poly_field) in decrypted_plaintext_vector.iter().enumerate() {
printin!("From Decrypted Polynomial P{:04}: {}", poly_idx, poly_field); // Formatted for 4 digits
for (coeff_idx, &coeff_value) in poly_field.coeffs.iter().enumerate() {
let (extracted_byte, ri, r2) = unpad_plaintext_byte(coeff_value.value);
extracted_bytes.push(extracted_byte);
printin!(" Coefficient {:02}: Padded value {} ({:#015b}) -> Extracted R1: {:#04b}, R2: {:#05b}, Original Byte: {:#010b} (decimal: {})", // Formatted for 2 digits
coeff_idx, coeff_value, coeff_value.value, r1, r2, extracted_byte, extracted_byte);

}

}
printIn!("\nAll Extracted Plaintext Bytes (decimal): {:?}", extracted_bytes);

printin!("All Extracted Plaintext Bytes (ASCII, if applicable): {:?}", String::from_utf8_lossy(&extracted_bytes));

// Final check for full plaintext recovery

let mut full_recovery_successful = true;

foriin 0..(TOTAL_PLAINTEXT_BYTES) { // Use TOTAL_PLAINTEXT_BYTES here
if plaintext_bytes_raw[i] != extracted_bytes]i] {
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full_recovery_successful = false;
println!("Full recovery mismatch at raw byte index {}: Original {}, Extracted {}",
i, plaintext_bytes_raw(i], extracted_bytes[i]);

if full_recovery_successful {

printin!("\nFull plaintext block successfully recovered!");
}else {

printIin!("\nFull plaintext block recovery FAILED!");

}

// --- Key File Storage ---

let now = Local::now();

let formatted_datetime = now.format("%Y%m%d-%H%M%S").to_string();

let matrix_dim_padded = format!("{:04}", MATRIX_DIMENSION);

// Corrected line: Added a placeholder for formatted_datetime

let filename = format!("GF{}-{}-{}-{}.key", GF_P, POLYNOMIAL_DEGREE, matrix_dim_padded, formatted_datetime);

let mut file_content = String::new();

file_content.push_str(&format!("--- Cryptosystem Key File ---\n"));
file_content.push_str(&format!("Generated On: {}\n", now.to_rfc2822()));
file_content.push_str(&format!("Prime Modulus (GF_P): {}\n", GF_P));
file_content.push_str(&format!("Polynomial Degree (N): {}\n", POLYNOMIAL_DEGREE));
file_content.push_str(&format!("Matrix Dimension: {}\n\n", MATRIX_DIMENSION));

file_content.push_str("Encryption Matrix:\n");
foriin 0..MATRIX_DIMENSION {
file_content.push_str(" [");
for jin 0..MATRIX_DIMENSION {
file_content.push_str(&format!("{} ", encryption_matrix.elements[i * MATRIX_DIMENSION + j]));
}
file_content.push_str("]\n");

}

file_content.push_str("\n");

file_content.push_str("Decryption Matrix:\n");
foriin 0..MATRIX_DIMENSION {
file_content.push_str(" [");
for jin 0..MATRIX_DIMENSION {
file_content.push_str(&format!("{} ", decryption_matrix.elements[i * MATRIX_DIMENSION + j]));
}

file_content.push_str("]1\n");
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}

file_content.push_str("\n");

file_content.push_str("Offset Vector:\n");

for (i, p) in offset_vector.iter().enumerate() {
file_content.push_str(&format!(" 0{:04}: {\\n", i, p));

}

match fs::File::create(&filename) {
Ok(mut file) => {
match file.write_all(file_content.as_bytes()) {
Ok(_) => printlIn!("\nKey data successfully written to: {}", filename),
Err(e) => eprintIn!("\nError writing to file {}: {}", filename, e),
}
}
Err(e) => eprintIn!("\nError creating file {}: {}", filename, e),

}
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Appendix H.2: Rust GF(9973”n) Cryptosystem: Program Output

The current version of this program does not have convert the ciphertext to ASCII, so there is
no “mapping” section in the key file. This program goes into elaborate details about the
random bit padding: two bits are added as a prefix, and three bits are added as a suffix, so the
8-bit byte is padded with 5 random bits for a total of 13 bits, which fits in the modulus 9973.

# cargo build ; cargo run

Compiling g£9973-6 v0.1.0 (/var/www/html/crypto/GF9973-6/g£9973-6)
Finished "dev’ profile [unoptimized + debuginfo] target(s) in 0.70s
Finished "dev’ profile [unoptimized + debuginfo] target(s) in 0.02s

Running " /var/www/html/crypto/GF9973-6/gf9973-6/target/debug/gf9973-6"

--— Plaintext Byte Padding ---

Original byte: 0b10101010 (decimal: 170)

Padded 13-bit value: 0b1110101010010 (decimal: 7506)
Extracted R1 (2 bits): Obll

Extracted Plaintext (8 bits): 0010101010 (decimal: 170)
Extracted R2 (3 bits): 0b010

Plaintext byte successfully extracted from padded value.

--- Cryptosystem Demonstration (Matrix Operations) ---
Demonstrated usage of PolynomialMatrix::new(), zero(), and identity() to clear warnings.

Constructing Plaintext Vector (before encryption):
Plaintext byte 0: 0b00000001 (decimal: 1) -> Padded: 0b0000000001011 (decimal: 11)

(
Plaintext byte 1: 0b00000010 (decimal: 2) -> Padded: 0b1100000010010 (decimal: 6162)
Plaintext byte 2: 0b00000011 (decimal: 3) -> Padded: 0b1000000011001 (decimal: 4121)
Plaintext byte 3: 0b00000100 (decimal: 4) -> Padded: 0b1000000100011 (decimal: 4131)
Plaintext byte 4: 0b00000101 (decimal: 5) -> Padded: 0b0000000101000 (decimal: 40)
Plaintext byte 5: 0b00000110 (decimal: 6) -> Padded: 0b1000000110110 (decimal: 4150)
Plaintext byte 6: 0b00000111 (decimal: 7) -> Padded: 0b1100000111111 (decimal: 6207)
Plaintext byte 7: 0b00001000 (decimal: 8) -> Padded: 0b1100001000101 (decimal: 6213)
Plaintext byte 8: 0b00001001 (decimal: 9) -> Padded: 0b0000001001010 (decimal: 74)

(

Plaintext byte 9: 0b00001010 (decimal: 10) -> Padded: 0b1100001010011 (decimal: 6227)
Plaintext byte 10: 0b00001011 (decimal: 11) -> Padded: 0b0100001011010 (decimal: 2138)
Plaintext byte 11: 0b00001100 (decimal: 12) -> Padded: 0b0000001100111 (decimal: 103)
Plaintext byte 12: 0b00001101 (decimal: 13) -> Padded: 0b0000001101111 (decimal: 111)
Plaintext byte 13: 0b00001110 (decimal: 14) -> Padded: 0b1100001110011 (decimal: 6259)
Plaintext byte 14: 0b00001111 (decimal: 15) -> Padded: 0b1100001111101 (decimal: 6269)
Plaintext byte 15: 0b00010000 (decimal: 16) -> Padded: 0b0000010000001 (decimal: 129)
Plaintext byte 16: 0b00010001 (decimal: 17) -> Padded: 0b1100010001011 (decimal: 6283)
)

Plaintext byte 17: 0b00010010 (decimal: 18) -> Padded: 0b1100010010101 (decimal: 6293)

Original Plaintext Vector (Before Encryption) :
P0000: Poly{0011,6162,4121,4131,0040,4150}
P0001: Poly{6207,6213,0074,6227,2138,0103}
P0002: Poly{0111,6259,6269,0129,6283,6293}

Attempting to generate an invertible encryption matrix (Dimension 3x3)...

Attempt #1: Generated Random Encryption Matrix:

[Poly{4205,3791,1817,6230,1244,9347} Poly{7429,1800,0014,7950,9438,6313}
Poly{9595,8696,9371,6229,2985,4364} ]

[Poly{2117,1345,7879,3962,2696,1063} Poly{6786,9356,5942,9598,2190,2168}
Poly{7225,2034,4576,1657,1414,3506} ]

[Poly{0486,5092,0654,2149,5506,8990} Poly{9182,3105,0244,5282,8339,5440}
Poly{5742,2745,9104,9046,5083,3095} ]

Checking invertibility... Found invertible matrix!
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Calculated Decryption Matrix (Inverse of Encryption Matrix) :

[Poly{5278,9244,5938,9322,7784,2897} Poly{1798,9592,8430,0091,7714,7134}
Poly{8302,9509,7886,9791,0538,9313} ]

[Poly{8455,8284,5792,2706,4281,5648} Poly{1867,6599,9333,5094,5751,2652}
Poly{6022,2552,4806,1039,1540,8463} ]

[Poly{1812,7044,1897,8528,9539,2715} Poly{9395,4532,2474,9651,3393,2237}
Poly{6206,0125,1358,7824,8165,1794} ]

Generated Offset Vector:

00000: Poly{3879,4574,2733,3127,3815,4451}
00001: Poly{6960,6500,9067,1028,7445,3126}
00002: Poly{6625,9957,4022,5740,3882,3564}
--- Encryption Process (C = (E * P) + O) ---

Step 1: Multiplying Plaintext Vector by Encryption Matrix...

Encryption Matrix * Plaintext Vector (Intermediate Encryption Step) :

(E*P)0000: Poly{3674,3922,3744,6105,1869,2894}
(E*P)0001: Poly{8178,1497,3779,0515,9333,4533}
(E*P)0002: Poly{1721,6908,9467,2214,4403,3181}

Step 2: Adding Offset Vector to the result...
Encryption complete.

Ciphertext Vector (After Encryption):

C0000: Poly{7553,8496,6477,9232,5684,7345}
C0001: Poly{5165,7997,2873,1543,6805,7659}
C0002: Poly{8346,6892,3516,7954,8285,6745}

(P =D * (C - 0))
Subtracting Offset Vector from Ciphertext Vector...

--— Decryption Process
Step 1:

Ciphertext Vector - Offset Vector (Intermediate Decryption Step) :

(C-0)0000: Poly{3674,3922,3744,6105,1869,2894}
(C-0)0001: Poly{8178,1497,3779,0515,9333,4533}
(C-0)0002: Poly{1721,6908,9467,2214,4403,3181}

Step 2: Multiplying the result by Decryption Matrix...
Decryption complete.

Final Decrypted Plaintext Vector (After Decryption) :

D0000: Poly{0011,6162,4121,4131,0040,4150}
D0001: Poly{6207,6213,0074,6227,2138,0103}
D0002: Poly{0111,6259,6269,0129,6283,6293}

Verification successful: Original plaintext matches decrypted plaintext!

--- Extracted Original Plaintext Bytes (after decryption)
From Decrypted Polynomial P0000: Poly{0011,6162,4121,4131,0040,4150}

Coefficient 00: Padded value 0011 (0b0000000001011) -> Extracted R1l: 0b00, R2: 0bO1l1,
Original Byte: 0b00000001 (decimal: 1)

Coefficient 01: Padded value 6162 (0b1100000010010) -> Extracted R1: Obll, R2: 0bO1O0,
Original Byte: 0b00000010 (decimal: 2)

Coefficient 02: Padded value 4121 (0b1000000011001) -> Extracted R1: 0bl0, R2: 0b0O0O1,
Original Byte: 0b00000011 (decimal: 3)

Coefficient 03: Padded value 4131 (0b1000000100011) -> Extracted R1: 0bl0, R2: 0bO1l1,
Original Byte: 0b00000100 (decimal: 4)

Coefficient 04: Padded value 0040 (0b0000000101000) -> Extracted R1l: 0b00, R2: 0b0O0O,
Original Byte: 0b00000101 (decimal: 5)

Coefficient 05: Padded value 4150 (0b1000000110110) -> Extracted R1: 0b1l0, R2: 0bl10,
Original Byte: 0b00000110 (decimal: 6)
From Decrypted Polynomial P000l: Poly{6207,6213,0074,6227,2138,0103}

Coefficient 00: Padded value 6207 (0b1100000111111) -> Extracted R1: Obll, R2: 0bll1l,
Original Byte: 0b00000111 (decimal: 7)

Coefficient 01: Padded value 6213 (0b1100001000101) -> Extracted R1: 0Obll, R2: 0bl01,

Original Byte:

000001000

(decimal: 8)
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Coefficient

Original Byte:

Coefficient

Original Byte:

Coefficient

Original Byte:

Coefficient

Original Byte:
From Decrypted Polynomial P0002:

Coefficient

Original Byte:

Coefficient

Original Byte:

Coefficient

Original Byte:

Coefficient

Original Byte:

Coefficient

Original Byte:

Coefficient

Original Byte:

All Extracted
15, 16, 17,

02:

0b00001001

03:

0b00001010

04:

0b00001011

05:

0b00001100

00:

000001101

01:

000001110

02:

0b00001111

03:

000010000

04:

0b00010001

05:

0b00010010

Plaintext Bytes
18]
All Extracted Plaintext Bytes

Padded value 0074
(decimal:
Padded value 6227
(decimal:
Padded value 2138
(decimal:
Padded value 0103
(decimal:

Padded value 0111
(decimal:
Padded value 6259
(decimal:
Padded value 6269
(decimal:
Padded value 0129
(decimal:
Padded value 6283
(decimal:
Padded value 6293
(decimal:

(decimal) :

(ASCII,

(0b0000001001010)
9)
(0b1100001010011)
10)
(0b0100001011010)
11)
(0b0000001100111)
12)

(0b0000001101111)
13)
(0b1100001110011)
14)
(0b1100001111101)
15)
(0b0000010000001)
16)
(0b1100010001011)
17)
(0b1100010010101)
18)

[ll 2’ 3’ 4’

if applicable):

-> Extracted

-> Extracted

-> Extracted

-> Extracted

-> Extracted

-> Extracted

-> Extracted

-> Extracted

-> Extracted

-> Extracted

R1:
R1:
R1:
R1:

Poly{0111,6259,6269,0129,6283,6293}
R1:

R1:
R1:
R1:
R1:

R1:

9,

10,

0000,
0bll,
0b01,

0b00,

0b00,
0bll,
0bll,
0b00,
0bl1,

0b11,

11,

R2:
R2:
R2:

R2:

R2:
R2:
R2:
R2:
R2:

R2:

12,

0b010,
0b011,
0b010,

0bl111,

0bl11,
0b011,
0b101,
0b001,
0b011,

0b101,

13, 14,

"\u{l}\u{2}\u{3}\u{d4i\u{S5\u{6r\u{7\u{8r\t\n\u{b}\u{ct\r\u{e}\u{fi\u{10}\u{li}\u{12}"

Full plaintext block successfully recovered!

Key data successfully written to:

GF9973-6-0003-20250707-190158 . key
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Appendix H.3: Rust GF(9973”n) Cryptosystem source code: Key File Contents

The current version of this program does not have convert the ciphertext to ASCII, so there is
no “mapping” section in the key file.

[root@R730 srcl# cat GF9973-6-0003-20250707-190158.key

--- Cryptosystem Key File ---

Generated On: Mon, 7 Jul 2025 19:01:58 -0400
Prime Modulus (GF P): 9973

Polynomial Degree (N): 6

Matrix Dimension: 3

Encryption Matrix:

[Poly{4205,3791,1817,6230,1244,9347} Poly{7429,1800,0014,7950,9438,6313}
Poly{9595,8696,9371,6229,2985,4364} ]

[Poly{2117,1345,7879,3962,2696,1063} Poly{6786,9356,5942,9598,2190,2168}
Poly{7225,2034,4576,1657,1414,3506} ]

[Poly{0486,5092,0654,2149,5506,8990} Poly{9182,3105,0244,5282,8339,5440}
Poly{5742,2745,9104,9046,5083,3095} ]

Decryption Matrix:

[Poly{5278,9244,5938,9322,7784,2897} Poly{1798,9592,8430,0091,7714,7134}
Poly{8302,9509,7886,9791,0538,9313} ]

[Poly{8455,8284,5792,2706,4281,5648} Poly{1867,6599,9333,5094,5751,2652}
Poly{6022,2552,4806,1039,1540,8463} ]

[Poly{1812,7044,1897,8528,9539,2715} Poly{9395,4532,2474,9651,3393,2237}
Poly{6206,0125,1358,7824,8165,1794} ]

Offset Vector:
00000: Poly{3879,4574,2733,3127,3815,4451}
00001: Poly{6960,6500,9067,1028,7445,3126}
00002: Poly{6625,9957,4022,5740,3882,3564}
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Appendix I.1: Cryptography Poetry (generated by Microsoft Copilot)

The Cipher 0s#1IDi | e mma

If One-Time Pad, the perfect shield,

In cryptic lore, the strongest field,

Could guard all secrets, pure and true,
With flawless math no foe breaks throughd

Yet keys, like chains, must stretch and grow,
A burden vast, too much to stow.

lts strength, though pure, is trapped by weight,
A flawless lock with no good gate.

Then tell me, friend, what comes in line,
A second best, yet more benign?

A system strong, yet light to wield,

With keys not scattered, lost, or sealed.

A balance struck, both safe and sound,
Where practice walks on solid ground.
Not perfect, nod but close it stands,

A cipher shaped by human hands.
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Appendix I.2: Cryptography Poetry (generated by Microsoft Copilot)

The Cipher 6s#di | e mma

If One-Time Pad, the flawless shield,
Still reigns supr eme
Where Galois dreams in finite space,

And randomness leaves not a tracé

Yet keys must stretch like woven thread,
Through Matrix paths
A perfect form, but bound by weight,

Its beauty marred by storage fate.

So tell me now, what cipher stands,

With strength still forged by human hands?
Not perfect, nod but close it lies,

With structured keys and bounded size.

A system shaped by math and mind,
Where Galois Fields and forms aligned,
Bring balance, grace, and power nead
A second best, yet crystal clear.
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